











CHAPTER 6. DOMAIN KNOWLEDGE AND PROCESS ONTOLOGY 65

Figure 6.2: Common Ontology of Dutch Academic Hospital of Therapeutic
Services
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Process P2 traversed through g, s, p14 respectively then terminated at pus.
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Figure 6.5: Workflow of procedures undergone by a “Cervical Malignancy”
patient at the Dutch Academic Hospital
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Figure 6.6: Process Ontology of a “Cervical Malignancy” patient at the Dutch
Academic Hospital



Chapter 7

Audit Rule Ontology of a Process
(AROP)

In Continuous Process Auditing, an audit rule sheet is defined by audit profes-
sionals for each process or module. The matter of continuity of application in
CPA ranges from continuous time-dependent modeling to discrete time steps
of audit application adapted to application requirements. For approaches with
small time steps, the sheer magnitude of computational tasks to support CPA
demands use of coarse-grained analysis of sub-systems, and estimation tech-
niques based on limited rule sets. This consideration is used to determine the
degree of conceptualization as knowledge, audit measures using sensors and
reasoning through rules and inference.

Though some processes are co-related to each other, we assume all pro-
cesses are independent of each other. Since our main research interest is on

the continuous auditing of processes, all audit rules are defined for a spe-
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cific independent process. Audit rules must take place with their precedent
and hierarchical level of events captured through Process Ontology (PO). Our
proposed Audit Rule Ontology of a Process (AROP) will be constructed by
using audit rules for that process which maintains precedent and hierarchical
occurrence of events.

To represent common knowledge and processes in Continuous Process Au-
diting, we have proposed our ontological approaches in Chapter 6 with the
vision of developing rule-based Continuous Process Auditing (CPA) method-
ologies and a CPA system, ultimately. Defining audit rules and constructing
their AROP is the vital components of a proposed model described in Sec-
tion 7.4. A conceptual view of rule-based Audit Rule Ontology of a Process
(AROP) in Hybrid Layered ontology model is depicted in Figure 7.1.

In this Chapter, we have presented a mechanism to construct audit rules
that are defined by audit professionals and a mechanism to construct their
AROPs. An example of the development cycle (from conceptualization to
construction to operation) of Hybrid Layered Ontology is also presented in
the context of Healthcare system. An approach to map between Domain and
Process ontologies, and Audit Rule Ontology of a Process (AROP) is also
described.

7.1 Audit Rules

Audit rules are defined for an activity or a system component within the
audit scope in any human-performed auditing mechanism, as a first step of

common auditing procedures. Audit rules are based on both the hierarchical
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structure of organization and the enforced business controls. The same audit
rules discernment and definition approach can be applied and implemented
in any Continuous Process Auditing system where a process has to traverse

through various components by applying audit rules sequentially.

7.2 Audit Rule Ontology of a Process (AROP)

An Audit Rule Ontology of a Process (AROP) would be used to detect excep-
tions to the audit rules in a process during CPA. Semantic rule-based reasoning
would facilitate construction of Audit Rule Ontology of a Process (AROP) in
a semi-automatic way. AROPs would be used as second layer under common
ontology in hybrid layered ontology model. We assume that human approval
of all audit rules is enforced; the issue of autonomous automated approval

through artificial intelligence is not considered in this discussion.

7.2.1 Semantics of AROP

A rule is a proposition that is a claim of obligation or of necessity [34]. An
audit rule is derived from audit policy that is a ‘directly enforceable’ element
of governance and a proposition. Element of governance is concerned with
directly controlling, influencing, or regulating the actions of an enterprise and
the people in it. Violations of the element of governance can be detected
without the need for additional interpretation of the element of governance.
‘Directly enforceable’” means that a person who knows about the element of
governance could observe relevant business activity (including his or her own

behavior) and decide directly whether or not the business was complying with
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the element of governance. The audit rules that we use in practice mostly are

of the following nature:

e Structural or definitional audit rule that is a claim of necessity and each
structural audit is practicable. Structural necessity should be verifiable

either directly or indirectly.

e Operative or behavioral audit rule that is a claim of obligation. This is
an element of governance that is directly enforceable. Since, each
element of governance that is directly enforceable is also practicable, no

operative audit rule is a structural audit rule.

o Authorization audit rule that authorizes or forbids certain assignments
or tasks to agents, modules or roles. This element of governance that is

also directly enforceable.

The semantic relations among audit rules are mainly as follows:
e Domain is a class relation

e Process is sub-class of domain class

e Rule-group is a sub class of process class

e Rule is a sub-class of Rule-group class. Following are the generalized

abstract form of few audit rules:

— Verify how we think about things - what is meant by a word (a
concept) or by a statement (a proposition) or by a question. See

Appendix A for various meanings of concepts and propositions.
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— Strict strictly enforced (If you violate the rule, you cannot escape

the penalty.)

— Deferred deferred enforcement (Strictly enforced, but enforcement

may be delayed e.g., waiting for resource with required skills.)

— Pre-authorized pre-authorized override (Enforced, but exceptions
allowed, with prior approval for actors with before-the-fact override

authorization.)

— Post-justified post-justified override (If not approved after the fact,

you may be subject to sanction or other consequences).

7.2.2 Audit Rule: Use Case and RDF Triples

We define an audit rule and describe the entire step-by-step procedure as func-
tional requirements (FR) specification for constructing an AROP. To illustrate

this we consider an example from billing, namely:

e FR 1: Define the audit rule in natural language (i.e. in English) form?

Verify ZIP code in customers billing address.

e FR 2: Break down the audit rule formable triple logic format and for-
malize it in Descriptive Logic? Billing address isa address; Street is
partOf address; City is subClassOf State; State is Class of state
code; ZIPcode is partOf address; ZIPcode hasValue 5 numeric digit;

SO Oon

e FR 3: Define the semantic schema using object(individual) properties
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(IF, THEN, AND, OR, NOT, HasValue) and classes(concepts) (Vari-

able, Value, Rule, and Rule-group)?

IF object = billing_address

AND "entered_ZIP" < 99999

AND "entered_ZIP" > 9999

AND "zip_range" = 99999:99999

THEN verified = TRUE

e FR 4: Construct RDF and RDFS triples?

<variable rdf
<variable rdf
<HasValue rdf
</variable>

<variable rdf
<HasValue rdf
</variable>

<variable rdf
<HasValue rdf

</variable>

<Rule rdf:ID =

<IF rdf:resource

:ID

:ID

entered_ZIP/>

object>

:resource = #billing_address/>

:ID = zip_range>

:resource = #48150:49999/>

:ID = verified>

:resource = #TRUE/>

ZIP_verify>

#entered_ZIP/>

<IF rdf:resource = #zip_range/>

<IF rdf:resource = #object/>
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<THEN rdf:resource = #verified/>

</Rule>

7.3 Ontology Design: A Hybrid Layered Model

Domain ontologies may be divided into linguistic and conceptual ontologies.
According to Gruber [36], Conceptual Ontologies (CO) represent the domain
objects, distinguishing between the primitive concepts and the defined con-
cepts, whereas Linguistic Ontologies (LO) define words or contextual usages
of words. The Process Ontology (PO) contains only the defined concepts and
the Mapping Ontology (MO) contains both the defined and the underlying
primitive concepts. The observation in [42] led to identifying some relation-
ships between POs, MOs and LOs. Mappings between POs may be defined in
terms of equivalence operators of some MO. The various meanings of words
in MO references may be defined by LOs and this reference would provide a
basis for formal, and exact or uncertain reasoning, and automatic translation

of context-specific terms.

7.4 Proposed Hybrid Layered Approach

We propose a single common ontology approach with multiple POs for do-
main ontology construction. Each PO is attached to a database that might
be heterogeneous in nature with other databases. Each PO describes the se-
mantics of data sources individually. Inter-PO mapping is realized by the

MO, which is defined with primitive concepts. The simplicity and flexibility
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permitting addition of new sources (like new POs) with little or no need of
modification, is the main advantage of this mechanism. To integrate several
POs addressing the same domain, this mechanism exploits the MO’s capabil-
ity to define equivalent and similar concepts. We discuss three mapping use

cases of semantic integration:

Discovery of Mapping: To find the similarities and determine the concepts
and properties for representing similar notions between two POs, we use PO

structures, definitions of concepts, and instances of classes.

Mappings Representation of MO: To represent the mappings between two POs
to enable reasoning with mappings. The mappings representation of inter-PO
is used in defining the MO. The MO can consist of the OWL constructor
or the equivalence relation defined, or we can use different inference engines
to assert the MO automatically, starting from the logical rules between the

concepts belonging to different PO.

Mapping Uses: How to define the mapping between PO is not described or
not a goal in itself, but it can be done either automatically or interactively.
The resulting mappings are used for various integration purposes, such ase
answering the users requests. We use JESS instructions language for this
purpose.

Using an example case from healthcare, as detailed by Wache [85], the first
step is to develop the Healthcare Common Ontology using multiple POs in the
top-most layer, then Audit Rule Ontologies of Processes would be stemmed as

a second layer under the top-most layer to form a Hybrid Layered Ontology.
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Figure 7.1 visualizes the conceptual model of both the layers alongside with
the technologies would be used to integrate and to develop the whole operable
Audit Rule Ontology system [71]. More abstract description of construction,
development and operational mechanism are discussed in the next section.
Figures 7.2 and 7.3 depict the abstract relational view and semantic view of
AROP, respectively. A semantic view of ”Verify” audit rule, as an example,

of Healthcare diagnostic process is presented in Figure 7.4.

Layers Ontologies Technologies
& Common Ontology / Shared Protége DalaMaster,
e RDFS, OWL
© Vocabulary
o
5 g
SIN:
& (3 RDFS, OWL
= g Process el Process e Process constructor,
4 Ontology & Ontology gﬂ Ontology OWLZJESS
g *9 5: F9) §: FO) RDFS, JESS
- =R S ' | Openl Tablets
.
E~ '?U n Audit Rule Audit Rule Audit Rule NLP stemming
o & E'U Ontology Ontology Ontology algorithm (hybrid or
g3 g of Process of Process of Process stochastic probability)
£ 20 (AROP) (AROP) (AROP)

Figure 7.1: Conceptual Model of Hybrid Audit Rule Ontology [71].
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Figure 7.4: Semantic view AROP example with ” Verify” Audit rule expanded

7.5 Development of Healthcare Common Ontol-

ogy

Many business changes have occurred throughout history and a recent major
change is related to Enterprise Information Systems (EIS) and the methodol-
ogy Enterprise Resource Planning (ERP) [43]. These approaches have trans-
formed the way business data is collected, stored, disseminated and used [73].
Enterprise resource planning systems are defined as “information system pack-
ages that integrate information and information-based processes within and
across functional areas in an organization” [50]. An ERP system is an en-
terprise system that affects many or all departments of a company. Though
research of Continuous Auditing started in 1991 [80, 24, 81]; Kent et. al.

[45] first envisioned the application of Continuous Auditing for Healthcare
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Decision Support Systems in 2010.

Ontologies have been used to represent knowledge and to help knowledge
inference in clinical research [3], decision support and maintenance of system
[64]. Jean et al [42] showed the specification of an ontology as a domain model
allowing solutions for various issues in data indexing, data exchange and data
integration. An ontological representation with rule-based reasoning as model
for development of clinical decision support system was presented by Archour
et al [3]. Alles et al discuss Continuous Process Auditing (CPA) in enterprise
system environments related to Healthcare Decision Support System, requires
definition and discovery of processes [4, 10]. Each process can be constructed
as a Process Ontology (PO), as described in the previous section.

Each data source (DS) containing the process knowledge or information is
described by a PO. For example, PO-DS1 and PO-DS2 for the first and second
data source, respectively, with the ability to obtain access to identifiable POs.
All available data sources are merged to construct a common domain ontology.
The common vocabulary of each data source becomes a sub-group of the
common domain ontology.

The Semantic Web provides a common framework that allows data to be
shared and reused across application, enterprise, and community boundaries.
Shared data representations such as eXtensible Markup Language (XML) pro-
vides an elemental syntax for content structure within documents lies in the
bottom of the Semantic Web Stack. Resource Description Framework (acr-
shortrdf) and RDF Schema (RDFS), a general method for describing infor-
mation are on top of XML in the stack respectively. Web Ontology Language

(OWL) [53], a family of knowledge representation languages lies on top of
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RDFS in the same semantic web stack, adds more vocabulary for describing
properties and classes: among others, relations between classes (e.g. disjoint-
ness), cardinality (e.g. “exactly one”), equality, richer typing of properties,
characteristics of properties (e.g. symmetry), and enumerated classes. OWL
provides the tools for semantic reasoning to describe or to represent knowledge.
The OWL constructors, and the equivalent relation (such as Rule Interchange
Format (RIF)) or the specific relation of the domain to be created between

concepts belonging to different POs would be the MO operators.

7.5.1 Healthcare Common Ontology Conceptualization

The Protégé Plug-in DaTaMaster [58] is used to implement the proposed so-
lution. Protégé Plug-in DaTaMaster imports data source schemes and their
contents under OWL. It permits the integration of various data sources in
single ontological representation. To implement the solution a) any data con-
nection driver like ODBC or JDBC can be used to connect with data bases b)
selection and visualization of table content by the user preference, and c¢) each
activated and visualized table is transferred into a class or sub-class depending

on the choice of user.

7.5.2 Healthcare Common Ontology Construction

The insertion of OWL constructors, relations as well as annotations partic-
ipate in the process of semantically enhance data belong to different PO as
well as to solves syntaxes and semantic heterogeneity of integrated systems,

improving data exchange between them. We assigned a unique space name to
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each PO to resolve conflict context. A pre-tagging concept is used to pre-tag
with the same Uniform Resource Identifier (URI) for all the classes, attributes
and the instances belonging to one PO. We create relations to resolve the nam-
ing conflict. Two classes issued from two different data sources (different PO),
where first one describes the designation or equipment (id, MRI machine, ER
room, pharmacy, diagnostic result) and the second details a patient cases (id,
symptoms, current status, drugs). Both classes treat the same patient or
equipment but the semantic of their data sources are different. A manual
relation was created between the both classes that maintains an equivalent
relation for both instances. For large ontology, automatic definition of the
MO can be implemented with JESS [31] instructions to discover the common

attribute.

7.5.3 Healthcare Common Ontology Operation

A rule based reasoning engine like JESS [31] can be used with the ontology
instances. Tools like OWL2JESS [54] and Openl. Tablets [61] facilitate the
necessary conversion of the OWL ontology code to facts and rules. RDFS
and OWL verified coherence and uniformity of the ontology will permit us
to design, evaluate and refine the original obtained ontology. Three layers of
knowledge: the ontology model layer, the ontology layer and instances layer
encapsulated by the obtained knowledge base.

OpenL Tablets is an open source rules engine and rules repository tool
[61] which has Java Wrappers that can integrate and enable interoperability

with JESS rules and instructions. The exploitation of the ontology is ensured
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using rules and requests permitting fetching from the knowledge base through

a set of JESS commands, such as “defrule” and “defquery”

7.6 Mappings Between Domain and Process On-
tology

Mapping ontology between domain, process and AROP is depicted in Fig-
ure 7.5. Many process ontologies are aligned by defining a domain ontology
mapping between the process ontologies and the domain ontology. Additional
concepts which not present in the domain ontology can be defined using this
domain ontology mapping as well. The AROP reference mapping defines the
references of AROPs on the process ontologies because the conceptualization
of domain ontology may not always exactly suit the requirements of AROPs

[23].

AROP AROP AROP

AROP Reference Mapping

Process Process
Cntology Cntology

Domain Ontology Mapping
~

Lromain Ontology

Figure 7.5: Mapping between ontologies (domain, process and AROP)
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7.7 Conclusion and Qutcome

A domain ontology such as Hybrid Layered Ontology is an approach that
permits very efficient knowledge management and gives a unified conceptual-
ization of the domain. In this chapter an approach using multiple Process On-
tologies based on knowledge extraction and integration from multiple, differ-
ent data sources, which enhances semantically the final result, was presented.
The semi-automatic ontology construction not only allows a faster and more
efficient construction, but also may aid significantly in saving manual time
consumption, effort and consistency. In order to define the Mapping Ontol-
ogy automatically from the logical rules, an expert system JESS is integrated
with OpenL. Tablets. To update the knowledge base for better diagnoses and
maintenance, a strategy for ontology evolution at conceptual, relational and

instance levels are presented.
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Chapter 8

Evolution of Ontology and

Methodologies

Constant changes of business activities requires the change of business rules as
well as audit rules for Continuous Process Auditing (CPA). The evolutionary
process, a crucial part of the ontology lifecycle, creates newer versions with
added stemming down the tree from the original ontology. Since the unifor-
mity and coherence of the ontology must be respected, the evolution process is
difficult to implement semi-automatically and should be considered as beyond
human capacities for complex ontologies.

In this chapter, we have presented an algorithmic approach to identify
either conceptual or application types of changes and to edit the identified
changes in three ways to linking the conceptual and semantic relations. The
coherence and uniformity of the ontology were verified by the predefined se-
mantic Audit rules (in RDF) and OWL. Evaluation and refinement of the

original ontology are permissible through coherence and uniformity. All three
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layers of ontologies - Common Ontology, Process Ontology, and AROP were
encapsulated by the obtained knowledge base that described in ontology op-
eration in Section 7.5.

The proposed hybrid layered ontology, and development and operation of
Common Ontology for Healthcare enterprises were presented in Section 7.4
and 7.5, respectively. We have carried the same Healthcare Common Ontology

example to present our evolution methodology approach.

8.1 Ontology Evolution

Ontology evolution is defined as the process of updating the previous ontol-
ogy version, in order to take into consideration changes within the domain,
reflected in its conceptualization or application [21]. The evolutionary pro-
cess, a crucial part of the ontology lifecycle, creates newer versions with added
stemming down the tree from the original ontology. Since the uniformity and
coherence of the ontology must be respected, the evolution process is difficult
to implement semi-automatically and should be considered as beyond human

capacities for complex ontologies

8.1.1 Evolution Methodology

Changes Identification of the domain is the fundamental step to form an on-
tology evolution strategy. There are two main methods to identify the changes
- descending and ascending. The definition of domain update or the update

of the ontology usage methods would be the descending identification. The
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changes that identified from the ontology analysis itself, i.e. by using heuristic
rules or statistical inference for optimization, are the ascending identification.

Editing ontology changes might be either elementary, intermediate or com-
plex. Stanjanovic discussed the elementary changes as non-decomposable
changes given by a suppression or adding of ontological entities [69]. Complex
changes are composed of two or more elementary changes forms that together
form a logical entity. Giorgos et. al. [32] described the complex changes may
be composed of other types of changes that happen in between elementary
and complex, and which may be called intermediate changes. The insertion
of links belongings to the concept along with other existing concepts must
be done after the addition of a new concept. The isolation of one or more
concepts may be the reason for the concept suppression. All conceptual or
semantic relations, linking the suppressed concept with other concepts must

then be deleted along with linked instances.

8.1.2 Healthcare Common Ontology Evolution

The evolution of the addition, suppression and modification operations on
the knowledge base using the JESS language “assert” for addition, “modify”
for modification, “retract” for suppression. Mei et al. [54] showed how to
transform the OWL to JESS facts. The JESS facts are of triplets type given
by (Predicate, Subject, Object). It is compulsory that the development of a
system which propagates the changes automatically. In order to make changes
transparent, the system must guide the user during operation. The change

may be implemented either on the ontological level or on the instances level.
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Adding, suppressing and changing a concept, a relation or a semantic relation
and updating conceptual relations may implemented on the ontological level
whereas adding, suppressing and changing an instance should be implemented
on the instances level.

An ontology evolution repository may be maintained for previous version
and the process the changes made to the ontology. The repository would
preserve the history of different versions of the ontology which helps to make

changes forward and backward compatible.

8.2 Conclusion and Outcome

A domain ontology such as Hybrid Layered Ontology is an approach that
permits very efficient knowledge management and gives a unified conceptu-
alization of the domain. In this chapter an approach using multiple Process
Ontologies based on knowledge extraction and integration from multiple, dif-
ferent data sources, which enhances semantically the final result, was pre-
sented. The semi-automatic ontology construction not only allows a faster
and more efficient construction, but also may aid significantly in saving man-
ual time consumption and effort, and improve accuracy and consistency. In
order to define the Mapping Ontology automatically from the logical rules,
an expert system JESS is integrated with OpenLh Tablets. To update the
knowledge base for better diagnoses and maintenance, a strategy for ontology

evolution at conceptual, relational and instance levels are presented.



Chapter 9

Evaluation of CPA Methodologies

9.1 Introduction

In this chapter we present our approach to evaluation of our CPA method-
ologies in two categories: (i) accessibility of distributed heterogeneous data
sources, and (ii) Audit rules and Continuous Process Auditing. Accessing the
distributed data sources in a short period of time, or real-time, is a complex
problem. Our proposed Common Ontology and Process Ontology used to
solve this problem within distributed environments for CPA is evaluated in
Section 9.3.

In Section 9.4, our proposed Rule-based CPA methodology using Audit
Rule Ontology of a Process (AROP) along with Common Ontology and Pro-
cess Ontology in hybrid layered ontology is evaluated to find the answers to
how audit rules are defined and used for detecting evidence and for control
monitoring. We have devised ways to experiment with these methodologies

using three distinct datasets from three different pervasive environments, in-
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cluding the continuous assurance and monitoring of healthcare decision sup-

port [75], e-commerce [76], and production system [70] processes.

9.2 Description of Datasets

We have exhaustively searched to get a live or simulated systems to test our
hypotheses and methodologies within both for-profit and non-profit organiza-
tions. We had even discussion regarding the research collaboration with well
organizations like KPMG, Health Canada and Henry Ford Hospital but we are
yet to find a research collaboration partner that willingly to create shareable
environments for our novel research in Continuous Process Auditing. Jans,
Alles and Vasarhelyi discussed the Process Mining of Event Logs in Auditing
in [40, 41]. They have presented their findings on the opportunities, chal-
lenges and areas of application for Process Mining of Event Logs in Auditing.
This actually helped us to find the following datasets that contain the real-life

captured event logs in three pervasive environments [75, 76, 70].

9.2.1 Healthcare Decision Support System (HDSS)

This dataset contains real-life log captured in a Dutch Academic Hospital
[75]. This log contains some 150,291 events in over 1143 processes (cases).
Apart from some anonymization, the log contains all data as it came from
the Hospital’s systems. Each case is a patient of a Gynaecology department.
The log contains information about when certain activities took place, which
group performed the activity and so on. Many attributes have been recorded

that are relevant to the process. Some attributes are repeated more than
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once for a patient, indicating that this patient went through different (maybe
overlapping) phases, where a phase consists of the combination Diagnosis &

Treatment.

9.2.2 E-commerce Management System (EMS)

This is a real-life log [76], taken from a Dutch Financial Institute. This log
contains some 262,200 events in 13,087 processes (cases). Apart from some
anonymization, the log contains all data as it came from the financial insti-
tute. The process represented in the event log is an application process for a
personal loan or overdraft within a global financing organization. The amount
requested by the customer is indicated in the case attribute AMOUNT _REQ, which
is global, i.e. every case contains this attribute. The event log is a merger of
three intertwined sub processes. The first letter of each task name identifies
from which sub process (source) it originated from. A process tree of Dutch
Financial Institute’s personal loan application process is depicted in Figure
9.1 and maps of the same process and sub-processes is depicted Figure 9.2.
Processes (cases): 13087, Events captured: 262200, Event classes: 36.
Table 9.1 and 9.2 showed the absolute and relative occurrences of all events

captured, start and end events.

9.2.3 Production Management System (PMS)

This is an event log [70] from Volvo IT Belgium. The log contains events
from an incident and problem management system called VINST. The in-

cident management process aims to restore normal service operations after
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All event classes (36)

Event classes Occurrences | Occurrences
(absolute) (relative)%
W_Completeren aanvraag+COMPLETE 23967 0.09141
W_Completeren aanvraag+START 23512 0.08967
W_Nabellen offertes+COMPLETE 22976 0.08763
W_Nabellen offertes+START 22406 0.08545
A_SUBMITTED+COMPLETE 13087 0.04991
A_PARTLYSUBMITTED+COMPLETE 13087 0.04991
W_Nabellen incomplete dossiers+COMPLETE | 11407 0.0435
W_Nabellen incomplete dossiers+START 11400 0.04348
W_Valideren aanvraag+COMPLETE 7895 0.03011
W_Valideren aanvraag+START 7891 0.0301
A_DECLINED+COMPLETE 7635 0.02912
W_Completeren aanvraag+SCHEDULE 7371 0.02811
A_PREACCEPTED+COMPLETE 7367 0.0281
0_SELECTED+COMPLETE 7030 0.02681
0_CREATED+COMPLETE 7030 0.02681
0_SENT+COMPLETE 7030 0.02681
W_Nabellen offertes+SCHEDULE 6634 0.0253
W_Afhandelen leads+COMPLETE 5898 0.02249
W_Afhandelen leads+START 2897 0.02249
A_ACCEPTED+COMPLETE 5113 0.0195
W_Valideren aanvraag+SCHEDULE 5023 0.01916
A_FINALIZED+COMPLETE 5015 0.01913
W_Afhandelen leads+SCHEDULE 4771 0.0182
0_CANCELLED+COMPLETE 3655 0.01394
0_SENT_BACK+COMPLETE 3454 0.01317
A_CANCELLED+COMPLETE 2807 0.01071
W_Nabellen incomplete dossiers+SCHEDULE | 2383 0.00909
A_APPROVED+COMPLETE 2246 0.00857
A_REGISTERED+COMPLETE 2246 0.00857
A_ACTIVATED+COMPLETE 2246 0.00857
O_ACCEPTED+COMPLETE 2243 0.00855
O_DECLINED+COMPLETE 802 0.00306
W_Beoordelen fraude+START 270 0.00103
W_Beoordelen fraude+COMPLETE 270 0.00103
W_Beoordelen fraude+SCHEDULE 124 0.00047
W_Wijzigen contractgegevens+SCHEDULE 12 0.005

Table 9.1: Dutch Financial Institute - All events
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xor loop

zor loop

xor loop

Figure 9.1: Dutch Financial Institute [76] - personal loan application Process
Tree

the occurrence of a specific incident within SLA defined boundaries. Incident
cases are first handled by a “first line” desk (the service desk and help desks)
and escalated to second line and third line teams when the first line workers
are not able to resolve the incident. Incident cases are assigned a priority
level, which is calculated based on the impact (major, high, medium or low)
and urgency (high, medium, low) of the issue, see Table 9.3.

Priority levels for incident processes are calculated based on the impact
and urgency of the incident. When incidents are not resolved within a specified
time frame, urgency is increased automatically. Incidents cannot automati-
cally migrate from one impact level to another.

The problem management process tries to uncover the root causes behind

incidents and implement fixes to prevent the occurrence of further incidents
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Start event class (1)

Captured events Occurrences | Occurrences

(absolute) (relative)%

A_SUBMITTED+COMPLETE 13087 100.0

End event classes (13)
A_DECLINED+COMPLETE 3429 0.26202
W_Valideren aanvraag+COMPLETE 2745 0.20975
W_Afhandelen leads+COMPLETE 2234 0.1707
W_Completeren aanvraag+COMPLETE 1939 0.14816
W_Nabellen offertes+COMPLETE 1289 0.09849
A_CANCELLED+COMPLETE 655 0.05005
W_Nabellen incomplete dossiers+COMPLETE | 452 0.03454
0_CANCELLED+COMPLETE 279 0.02132
W_Beoordelen fraude+COMPLETE o7 0.00436
W_Wijzigen contractgegevens+SCHEDULE 4 0.00031
W_Valideren aanvraag+START 2 0.00015
W_Nabellen offertes+START 1 0.00008
A_REGISTERED+COMPLETE 1 0.00008

Table 9.2: Dutch Financial Institute - Start and End events

Major High Medium | Low Im-
o Impact | Impact | Impact | pact
High Urgency— (1) 4 7 10
Medium Urgency— | (2) 5 8 11
Low Urgency— (3) 6 9 12

Table 9.3: Impact and urgency levels of the incident management processes.

in I'T-services operated by Volvo IT and includes activities to update internal

knowledge bases with discovered findings. This process is primarily handled

by second and third line teams. Contrary to the incident management pro-

cess, there is no “push to front” system implemented for the problem manage-

ment process which escalates cases among different service lines. The problem

management and incident management processes thus work in parallel, where

incidents are resolved as quickly as possibly in a “reactive” manner while the
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underlying root cause is fixed by a problem management case.

The data set lists the following attributes for each logged event line:
"SR Number” (or "Problem Number” for the problem management pro-
cess): the service request case identifier.

Example values: 1-364285768, 1-109135791, 1-147898401.

”"Change Date+Time”: the time stamp of the logged event line.
Example values: 2011-08-29T07:12:354-01:00, 2011-08-29T07:13:48+4-01:00.

”Status” and "Sub Status”: the current status of the case as changed by
the logged event line.

Example values: Queued/Awaiting Assignment, Accepted/In Progress, Ac-
cepted/Assigned, Closed/Cancelled, Unmatched /Wait

"Impact”: level of impact the problem creates for the customer.

Example values: Major, Medium, Low, High.

"Product”: the product involved in the case.

Example values: PRODS821, PROD236, PROD793.

"Involved ST”: the Support Team trying to solve the problem.
Example values: V5 3rd, V30, V13 2nd 3rd.

"Involved ST Functional Division”: the support team’s functional di-

vision.
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Example values: V3.2, C_6, E_10.

"Involved Organization”: the involved organisation line.

Example values: Org line A2, Org line C, Org line V7n.

”"Organization Country”: the location that takes the ownership of the
support team.

Example values: fr, se, nl.

"Owner Country” and "Owner First Name”: the person in the sup-
port team working on the case.

Example values: France/Frederic, Sweden/Adam, Belgium/Bert.

There are three types of logs captured from VINST: (i) incident manage-
ment system log contains some 65533 events in over 7554 processes (traces),
(ii) problem management system (open problems) log contains 2351 events in
over 819 processes (traces), and (iii) problem management (closed problems)

log contains some 6660 events in over 1487 processes (traces).

9.3 Accessibility of Distributed Heterogeneous Data
Sources

The reality of business today is that no organization has data in a single place.

Exceptions to heterogeneous environments and data sources are hard to find.
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We need the ability to access data wherever it lives to get the answers we
need. Make sure Continuous Control Monitoring and Auditing services in a
process can access and handle data, everywhere in real-time. To evaluate the
power of Process Ontology and AROP, we use the following database access
protocols: ODBC, JDBC, OData, and MySQL.

From starting to complete end, processes are traversed through several
layers of different departments and working units. For each dataset, we have
physically set up the departments in two locations using 2 (two) servers with
the capabilities of 10 (ten) virtually connected users for each servers. Event
classes and real-life captured events were extracted from the datasets then
loaded into the servers. FEvents were loaded accordingly with proper time
stamp that need to be triggered.

All experiments described in section 9.4 of this chapter were conducted
and data were collected for experimental results and analysis. We have exper-
imented with a total of 20602 processes (healthcare 1143, e-commerce 13087,
and production 6372) from each of the 03 (three) datasets for all of the above
database access protocols. We have randomly sent the database access re-
quests to all four database protocols from each processes. Access requests
to database were sent by Audit rules and their AROP at the time of events

triggering either to inferring rules or to enforcing actions.
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9.4 Audit Rules and Continuous Process Auditing

9.4.1 Hypotheses and Design of Experiments

CPA methodologies such as Common Ontology, Process Ontology and Au-
dit Rule Ontology of a Process (AROP) are designed to experiment using
three separate datasets from three different pervasive environments. For each
datasets, described in Section 9.2, we have designed and developed the Com-
mon Ontology for each domains, Process Ontology for each processes and
AROP using all audit rules for a process that is mapped to a specific process

ontology.

Healthcare Decision Support System Processes and Ontologies

We have developed the Common Ontology for Dutch Academic Hospital’s Gy-
naecology department then we have chosen 4 processes to test our hypotheses
of Process Ontology and AROP. Process Ontology (PO) have developed for
each processes individually then hybridized with Common Ontology of Gy-
naecology department. Audit rules are constructed for each of the processes
then AROPs have developed which are mapped to respective POs. To test
all of these ontologies and to enforce the actions through audit rules, we have
virtually reconstructed the whole Gynaecology department and all 4 processes
within the department using events that are part of specific process. Sequen-
tial time-stamps also have carefully integrated in the process to preserve the

process’s sequential accessibility and accountability.
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E-commerce System Processes and Ontologies

We have developed the Common Ontology for Dutch Financial Institute’s
Loan and Overdraft approval department then we have chosen 3 sub-processes
to test our hypotheses of Process Ontology and AROP. The A subprocess
is concerned with handling the applications themselves. The O subprocess
handles offers send to customers for certain applications. The W process
describes how work items, belonging to the application, are processed. Process
Ontology (PO) have developed for each processes individually then hybridized
with Common Ontology of Loan and Overdraft approval department. Audit
rules are constructed for each of the processes then AROPs have developed
which are mapped to respective POs. To test all of these ontologies and to
enforce the actions through audit rules, we have virtually reconstructed the
whole Loan and Overdraft approval department and all 3 processes within the
department using events that are part of specific process. Sequential time-
stamps also have carefully integrated in the process to preserve the process’s

sequential accessibility and accountability.

Production Monitoring System Processes and Ontologies

We have developed the Common Ontology for incident and problem handling
system of Volvo IT which is called VINST then we have chosen 2 processes to
test our hypotheses of Process Ontology, AROP of control monitoring rules.
Handle Incidents process to ensuring the best possible levels of service qual-
ity and availability are maintained, and Handle Activity Problem process

diagnoses the root cause(s) incidents activities and secures the resolution of



CHAPTER 9. EVALUATION OF CPA METHODOLOGIES 100

those problems to enhance the quality of IT-services delivered and/or oper-
ated by Volvo IT. Process Ontology (PO) have developed for each processes
individually then hybridized with Common Ontology of incident and prob-
lem handling system. Audit rules are constructed for each of the processes
then AROPs have developed which are mapped to respective POs. To test
all of these ontologies and to enforce the actions through audit rules, we have
virtually reconstructed the whole incident and problem handling system and
all 2 processes within the department using events that are part of specific
process. Sequential time-stamps also have carefully integrated in the process

to preserve the process’s sequential accessibility and accountability.

9.4.2 Experimental Approach and Settings
Healthcare Decision Support System Processes

HDSS dataset - an anonymized event log of a Dutch Academic Hospital [75].
Each process (case) is a patient of a Gynaecology department. The event
log captures treatment procedures pertaining to 11 different diagnosis codes
described in Appendix C. Various diversity of process instances were in the
dataset in the event log with data attributes related to diagnosis and treat-
ment. Event logs were filtered based on the properties such as diagnosis code,
organizational data, time-sensitivity, treatment code, trace length, urgency,
and specialism. Filtered event logs were also split into smaller and more ho-
mogeneous form of logs (e.g. patients having a particular type of cancer that
need to be treated urgently) to construct the process ontology.

Following diagnostic and treatment processes of cancer at different stages



CHAPTER 9. EVALUATION OF CPA METHODOLOGIES 101

of malignancy pertaining to the cervix, vulva, uterus and ovary. A process

map (Fig: B.1) can be found in the Section B.1 of Appendix B.

Operational Processes

e Diagnosis process: diagnosis code M13 combinations involving cervical

cancer of the uteri and related codes.

e Treatment process: the treatment codes’ manifested in the log without
the description for the codes and corresponding treatment administered
on the patients. Each patient may treated up to 16 treatment code.
There are a total of 46 distinct treatment codes and 236 distinct treat-
ment code combinations in the event log. A vast majority of treatment

code combinations are unique combinations.

Compliance Processes

o Activity process: group based activities exhibit certain regularity com-
pliances. The regularity is often manifested as a related set of diagnosis
tests in the form of a continuous series of activities, e.g., different diag-

nosis blood tests prescribed for a patient in the lab.

e Urgency Classifying process: certain events in process are classified as
urgent and non-urgent. Urgent cases are those cases where at least one
activity of type urgent is manifested. There are a total 28 urgent activ-
ities. Processes with diagnosis code M11 (vulvar cancer) combination

classified into urgent and non-urgent activities.
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Audit Rule and its AROP  Operational Audit Rules: “Verify the stages of

(malignancy) cervical cancer in diagnosis code (M13)”.
Following is the XML code based on Reaction RuleML 0.2 that generated

through Prova® rules engine.

<!—— file name: Healthcare_Verify.rrml —>

<?7xml version="1.0" encoding="UTF-8"7>

<!—— This is a global active ECA reaction rules to
verify the stages of a cervical cancer for a
diagnosis code (M13) —>

<RuleML

xmlns="http://www.ruleml.org/0.91/xsd”

xmlns: xsi="http://www.w3.org /2001 /XMLSchema—instance”
xsi:schemaLocation="http://www.ruleml.org/0.91/xsd

http://ruleml.org/reaction /0.2/rr.xsd”>

<l—— Every stages actively detect "malignancyStage” if ”
squamous_cell _carcinoma (stages Ial, Ia2, Ib, Ila,

I[Ib, IIIb, IVa and IVb)” do "verifyCancerCervix”

ContractLog / Prova formalization (related to ISO Prolog

notation)

2Prova ia an open source rule language for reactive agents and event processing https:
//prova.ws/index.html
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eca (

everyStages (), % processing schedule for rule

detect (malignancyStage:event_stageType ,stages),
% event

squamous_cell_carcinoma (stages), % condition
state

arop . healthcare. utils . verificationSystem .
verifyCancerCervix (malignancyStage:
event_stageType), %action

_, % empty post condition

_ % empty alternative action

—>
<Assert>
<Rule style="active” evaluation="strong”’>
<!l—— event —>
<on>
<!—— reaction rule with "clock” to detect the stages

of cervical cancer. The rule it triggered by the

everyStages event function and tries to detect the
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the malignancyStage event which becomes the trigger
for the outer event of the ECA rule —>

<Rule style="active”>

<on>
<Atom><Rel per="value”’>everyStages </Rel></Atom>
</on>
<do> <!—— raise new event —>
<Atom>
<Rel per="value”>detect </Rel>
<Var type="event:stageType”’>malignancyStage</
Var>
<Var>stages </Var>
</Atom>
</do>
</Rule>
</on>
<!—— condition —>
<if>
<Atom>

<Rel per="plain”>squamous_cell_carcinoma </Rel>
<Var>stages </Var>

</Atom>
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</if>
<!l—— action —>
<do>
<Atom>
<l—— class/object —>
<oid><Ind uri="java://arop.healthcare. utils.
verificationSystem”/></oid>
<!—— Boolean—valued static method —>
<Rel per="effect”>verifyCancerCervix </Rel>
<!—— input parameter/argument —>
<Var type="arop. healthcare:stageType” mode="+">
malignancyStage </Var>
< /Atom>
</do>
</Rule>
</Assert>
</RuleML>

Compliance Audit Rules: “Justify the urgency of an activity: g0 (hemoglobin

photoelectric)” that diagnosed with M13 and whose treatment code is 803.
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Following is the XML code based on Deliberation RuleML 1.01 that gen-

erated through Prova® rules engine.

<!l—— file name: Healthcare_Justify.ruleml —>

<?xml version="1.0" encoding="UTF-8"7>

<?xml-model href="http://deliberation.ruleml.org/1.01/
relaxng/datalog_relaxed .rnc”?>

<l——<?xml-model href="http://deliberation.ruleml.org
/1.01/xsd/datalog.xsd” type="application/xml”

schematypens="http://www.w3.org /2001 /XMLSchema’?>——>

<RuleML

xmlns="http://ruleml.org/spec”

xmlns: xs="http://www.w3.org /2001 /XMLSchema”

xmlns: xsi="http://www.w3.org /2001 /XMLSchema—instance”
xsi:schemaLocation="http://ruleml.org/spec http://

deliberation .ruleml.org/1.01/xsd/datalog.xsd”>

<!l—— A compliance audit rule using Unary predicates in

datalog —>

<Assert mapClosure="universal”>

<l—— i3 (Glucose), dl (methemoglobin — sulphemoglobin

PProva ia an open source rule language for reactive agents and event processing https:
//prova.ws/index.html
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each), b8 (bicarbonate), a5 (Calcium), b2 (Co—hb
kwn), h4 (sodium — flame photometry), e7 (Potassium
flame photometry), g0 (hemoglobin photoelectric)
and b6 (Current ph — PCO2 — stand.bicarbonaat) are

some of URGENT activities —>

<Atom>
<Rel>URGENT</Rel>
<Ind>e7 (Potassium flame photometry)</Ind>

< /Atom>

<l—— Activity is URGENT if it is in diagnosis code (
M13) and it ’s treatment code (803) —>
<Implies>
<then>
<Atom>
<op><Rel>URGENT</Rel></op>
<Var>x</Var>
</Atom>
</then>
<if>
<And>
<Atom>

<op><Rel>M13</Rel></op>
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<Var>x</Var>

< /Atom>

<Atom>
<op><Rel >803</Rel></op>
<Var>x</Var>

</Atom>

</And>
</if>

</Implies>

</Assert>

<l—— Can retract a fact which doesnot exist. The fact
that g0 (hemoglobin photoelectric) is URGENT which

does not exist is retracted. —>

<Retract>

<Atom>

<Rel>URGENT</Rel>

<Ind>g0 (hemoglobin photoelectric)</Ind>
< /Atom>

</Retract>

</RuleML>
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E-commerce System Processes

Event log of a loan application process [76]. The process represented in the
event log is an application process for a personal loan or overdraft within
a global financing organization. The event log contains events from three
intertwined subprocesses, which can be distinguished by the first letter of each
event name (A, O and W). The A subprocess is concerned with handling the
applications themselves. The O subprocess handles offers send to customers
for certain applications. The W process describes how work items, belonging
to the application, are processed.

A and O are considered as operational and W considered as compliance
subprocesses. In our experiment, we consider all three subprocesses as indi-
vidual processes. A process map (Fig: B.3) can be found in the Section B.2

of Appendix B

Audit Rule and its AROP: Operational Audit Rules: “Verify the offers that

has cancelled (“O_-CANCELLED”) after it was being sent “O_SENT” to the
applicant”
Following is the XML code based on Reaction RuleML 0.2 that generated

through Prova® rules engine.

<!—— file name: Ecommerce_Verify.rrml —>

<?xml version="1.0" encoding="UTF-8"7>

“Prova ia an open source rule language for reactive agents and event processing https:
//prova.ws/index.html
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<?xml-model href="http://reaction.ruleml.org/1.0/xsd/eca
.xsd” 7>

<RuleML xmlns="http://ruleml.org/spec” xmlns:xs="http://
www.w3.org /2001 /XMLSchema”

xmlns: xsi="http://www.w3.org /2001 /XMLSchema—instance”

xsi:schemaLocation="http://ruleml.org/spec http://

reaction.ruleml.org/1.0/xsd/eca.xsd”>

<!—— This defines a simple Event—Condition—Action rule
which is triggered by an event pattern in the on part
. A matching event instance is asserted which
triggers the pattern in the ECA rule. The ECA rule
proofs the condition and executes the action which
asserts a new fact to the knowledge base. This fact
is then queried. —>

<l—— assert rule —>

<Assert>
<formula>
<!—— rule is that — on the completion *°

W _Nabellen_offertes\\COMPLETE” of pre—accepted *°
A PREACCEPTED\\COMPLETE” event of an application

‘‘Case_ID” for assessment "W _Valideren_aanvraag)\
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START” if the assessment transmitted the
application back to follow—up *°

W _Nabellen_offertes\\START” do assert that
System_Process cancels ‘‘O.CANCELLED\\COMPLETE”
the offers —>

<Rule style="active”>

<on>
<Event>
<signature> <!—— define the event pattern for the
detection —>
<Event>
<arg>
<Expr>
<op><Fun>W _Nabellen_offertes\\COMPLETE
</Fun></op>
<arg><Var>Case_ID </Var></arg>
<arg><Var>W _Valideren_aanvraag\\START
</Var></arg>
</Expr>
</arg>
</Event>

</signature>
</Event>

</on>
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<if>
<Equal>
<And>
<Atom>
<left ><Var>W _Valideren_aanvraag</Var></left >
<right ><Ind>START</Ind></right >
</Atom>
<Atom>
<left ><Var>W _Nabellen_offertes </Var></left >
<right ><Ind>START</Ind></right >
</Atom>
</And>
</Equal>
</if>
<do>
<Assert>
<formula>
<Atom>
<op><Rel>0_CANCELLED\ \COMPLETE< /Rel ></op
>
<arg><Ind>System _Process </Ind></arg>
<arg><Var>Case_ID </Var></arg>
</Atom>

</formula>
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</Assert>
</do>
</Rule>
</formula>

</Assert>

<Assert>
<!l— event "Case_ID: 174571 completes
W _Nabellen_offertes\\COMPLETE then
W _Valideren_aanvraag\\START and W _Nabellen_offertes
\\START" —>
<formula>
<Event>
<arg>
<Expr>
<op><Fun>W _Nabellen _offertes\\COMPLETE< /Fun></op>
<arg><Ind>Case_ID: 174571</Ind></arg>
<And>
<arg><Ind>W_Valideren_aanvraag\\START</Ind></
arg>
<arg><Ind>W _Nabellen_offertes\\START</Ind></
arg>
</And>

</Expr>
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</arg>
</Event>

</formula>

</Assert>

<!—— query knowledge base —>

<Query>
<Atom>
<Rel>0_CANCELLED\ \COMPLETE< /Rel>
<Ind>System_Process </Ind>
<Var>Case_ID: 174571</Var>

</Atom>

</Query>

</RuleML>

Compliance Audit Rules: “all cases must follow post-approval procedures
(accept, register, and activate in sequence)”
Following is the XML code based on Deliberation RuleML 1.01 that gen-

erated through Provad rules engine.

<?xml version="1.0" encoding="UTF-8"7>

dProva ia an open source rule language for reactive agents and event processing https:
//prova.ws/index.html
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<?xml-model href="http://deliberation.ruleml.org/1.01/
relaxng/folog_relaxed .rnc”7>

<l——<?xml-model href="http://deliberation.ruleml.org
/1.01/xsd/folog.xsd” type="application/xml”
schematypens="http://www.w3.org /2001 /XMLSchema’?>——>

<RuleML xmlns="http://ruleml.org/spec”

xmlns: xs="http://www.w3.org /2001 /XMLSchema”

xmlns: xsi="http://www.w3.org /2001 /XMLSchema—instance”

xsi:schemalLocation="http://ruleml.org/spec http://

deliberation .ruleml.org/1.01/xsd/folog.xsd”>

<l—— Integrity Constraints (IC) = {( Case_ID )approved(
Case_ID) ( status) {accepted(Case . ID, True),
registered (Case_ID, True), activated(Case.ID, Ture)}}
— A APPROVED\\COMPLETE (approved) application (
Case_ID), there exists OACCEPTED\\COMPLETE (accepted
) is True, AREGISTERED\\COMPLETE (registered) is
True, AACTIVATED\\COMPLETE (activated) is True —>

<Assert>

<Entails>

<Rulebase>
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<l—— KBl violets IC—>
<Atom>
<Rel>approved </Rel>
<Ind>Cased_ID: 176063</Ind>
</Atom>

</Rulebase>

<Rulebase>
<l 1C —>
<Forall>
<Var>Case_ID </Var>
<Implies>
<Atom>
<Rel>approved </Rel>
<Var>Case_ID </Var>
</Atom>
<Exists>
<Var>status </Var>
<And>
<Atom>
<Rel>accepted </Rel>
<Var>Case_ID </Var>
<Var>status </Var>

</Atom>
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<Atom>

<Rel>registered </Rel>

<Var>Case_ID </Var>

<Var>status </Var>
</Atom>

<Atom>

<Rel>activated </Rel>

<Var>Case_ID </Var>

<Var>status </Var>
</Atom>
</And>
</Exists>
</Implies>
</Forall>

</Rulebase>

</Entails>

<Entails>

<Rulebase>

<!l—— KB2 obeys IC—>

<Atom>

<Rel>approved </Rel>
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<Ind>Cased_ID: 176063</Ind>
< /Atom>
<And>
<Atom>
<Rel>accepted </Rel>
<Ind>Cased_ID: 176063</Ind>
<Data>True</Data>
</Atom>
<Atom>
<Rel>registered </Rel>
<Ind>Cased_ID: 176063 </Ind>
<Data>True</Data>
</Atom>
<Atom>
<Rel>activated </Rel>
<Ind>Cased _ID: 176063</Ind>
<Data>True</Data>
</Atom>
</And>

</Rulebase>

<Rulebase>
<l— IC —

<Forall >
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<Var>Case_ID </Var>
<Implies>
<Atom>
<Rel>approved </Rel>
<Var>Case_ID </Var>
</Atom>
<Exists>
<Var>status </Var>
<And>
<Atom>
<Rel>accepted </Rel>
<Var>Case_ID </Var>
<Var>status </Var>
</Atom>
<Atom>
<Rel>registered </Rel>
<Var>Case_ID </Var>
<Var>status </Var>
</Atom>
<Atom>
<Rel>activated </Rel>
<Var>Case_ID </Var>
<Var>status </Var>

</Atom>

119




112
113
114
115
116
117
118
119
120
121
122

CHAPTER 9. EVALUATION OF CPA METHODOLOGIES 120

</And>
</Exists>
</Implies>
</Forall>

</Rulebase>

</Entails>

</Assert>

</RuleML>

Production Monitoring System Processes

An incident and problem handling system of Volvo I'T which is called VINST

[70] that mainly supports the two following processes:

e Handle Incidents Process: the primary goal of this process is to restore
normal service operation (Normal service operation’ is defined within
Service Level Agreement (SLA)) as quickly as possible and by that en-
suring the best possible levels of service quality and availability are main-
tained. Incidents that cannot be resolved by the Service Desk or Expert
Helpdesk should be escalated to Second Line and/or Third Line teams.
Solution should be established as quickly as possible in order to restore

the service to normal with minimum disruption to the business.
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After implementing a Solution by IT departments (and specialist teams)
and wverifying that the service is restored the Incident is closed. If the
Action Owner suspects that the Incident might reoccur a Problem record

shall be registered.

Handle Activity Problem Process: it describes how to handle Problems
in the I'T-services delivered and/or operated by Volvo IT. This process
diagnoses the root cause(s) incidents activities and secures the resolution
of those problems to enhance the quality of IT-services delivered and/or

operated by Volvo IT.

Handle Activity Problem Process works together with other processes
like Handle Incidents Monitor service, Discover & Define Opportunity,
Develop, Deploy & Provide and Manage Service Change etc. to ensure

that IT service availability and quality are increased.

Handle Activity Problem Process should also, when applicable, verify
and update Solutions in the knowledgebase, so that the best possible
Solution is available during the life-cycle of the problem. Two process

maps (Fig: B.5, B.6) can be found in the Section B.3 of Appendix B.

Audit Rule and its AROP Control Monitoring Audit Rules: “Monitor the users

that accept the Wait-User substatus”.

Following is the XML code based on Reaction RuleML 0.2 that generated

through Prova® rules engine.

<l—

file name: Production_Monitor.rrml —>

°Prova ia an open source rule language for reactive agents and event processing https:
//prova.ws/index.html


https://prova.ws/index.html
https://prova.ws/index.html
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<?xml version="1.0" encoding="UTF-8"7>

<?xml-model href="http://reaction.ruleml.org/1.02/
relaxng /kr—cep.rnc” type="application/relax—ng—
compact—syntax”?>

<RuleML xmlns="http://ruleml.org/spec” xmlns:xs="http://
www.w3.org /2001 /XMLSchema”

xmlns: xsi="http://www.w3.org /2001 /XMLSchema—instance”

xsi:schemalLocation="http://ruleml.org/spec http://
reaction.ruleml.org/1.02/xsd/cep.xsd”>

<l——

This defines a simple Event—Condition—Action rule which
is triggered by an event pattern in the on part. A
matching event instance is asserted which triggers
the pattern in the ECA rule. The ECA rule proofs the
condition and executes the action which asserts a new

fact to the knowledge base. This fact is then

queried .
—>
<!l—— assert rule —>
<Assert>
<!l—— rule is that — "on receiving the assignment of a

Resource for a Concept if the Concept is ’Accepted’
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do tell Resource (=send to Resource message) that
Incident _Manager monitors the Resource” —>
<Rule style="active”>
<on>
<Receive> <!—— receive action waiting for
incoming messages —>
<enclosed >
<Message> <!—— message pattern definition
matching against incoming messages —>
<signature> <!—— define the message’ s
signature as event pattern for the
detection —>
<Atom>
<Rel>assigns </Rel>
<Var>Resource </Var>
<Var>Concept</Var>
</Atom>
</signature>
</Message>
</enclosed >
</Receive>

</on>

<if>
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<Atom>
<Rel>Accepted </Rel>
<Var>Concept</Var>
</Atom>

</if>

<do>
<Send>
<enclosed >
<Message>
<receiver ><Var>Resource</Var></receiver >
<!—— receiver is THE ”Person” —>
<payload> <!—— payload of message is a
RuleML knowledge base —>
<RuleML>
<Assert>
<Atom>
<Rel>monitors </Rel>
<Ind>John:Incident_Manager </Ind>
<Var>Resource </Var>
< /Atom>
</Assert>
</RuleML>

</payload>
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</Message>
</enclosed >
</Send>
</do>

</Rule>

<Atom>
<Rel>Accepted </Rel>

<Ind>Wait—user </Ind>

</Atom>
</Assert>
<!—— send message that ”Resource_ID assigns Wait—user

status” which triggers the messaging reaction rule

which is waiting for assignments —>

<Send>
<enclosed >
<Message>
<cid><Ind>cidl </Ind></cid> <!—— conversation
identifier —>
<sender><Ind>Resource_ID </Ind></sender> <!—— sender

—_—>
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<receiver >Ind>John:Incident_Manager </Ind></
receiver > <!l—— receiver —>
<payload> <!—— payload —>
<RuleML>
<Assert>
<Atom>
<Rel>assigns </Rel>
<Ind>Resource_ID </Ind>
<Ind>Wait—User</Ind>
</Atom>
</Assert>
</RuleML>
</payload>
</Message>
</enclosed >

</Send>

</RuleML>

9.4.3 Results and Interpretations

Rules using The Rule Markup Language (RuleML) describe the general as-
sociation of causes with effects ("laws’), situations with actions (’triggers’),
premises with conclusions (‘implications’), and so are used to represent phys-

ical, chemical and biological processes, medical guidelines, business and legal




CHAPTER 9. EVALUATION OF CPA METHODOLOGIES 127

policies, conditional equations, probabilities and preferences, grammars, log-
ics, database views, and declarative programs. Reaction RuleML and Deliber-
ation RuleML are two of the many branches of RuleML. Reaction RuleML for
action and/or reactions. Reaction rules subsume Complex Event Processing
(CEP) and Knowledge Representation (KR) rules, as well as Event-Condition-
Action-Postcondition (ECAP) rules. ECAP rules specialize to Event-Condition-
Action (ECA) rules, which themselves specialize to Condition-less Trigger
(EA) rules and to the rule subfamily of Event-less Production (CA) rules.
Deliberation RuleML for inference. Deliberation rules, via Higher Order
Logic (HOL) and First Order Logic (FOL), subsume Derivation rules. Deriva-
tion rules subsume Hornlog and Datalog languages and (syntactically) special-
ize to the condition-less Fact and conclusionless Query languages (subsuming
Integrity Constraint (IC) languages). Recently, Deliberation RuleML 1.01 has
developed the ability to combine one or more of the Existential Rules, Equality
Rules, Integrity Rules Datalog extensions which together define Datalog™.
Operational audit rules were developed using Reaction RuleML and com-
pliance audit rules were using Deliberation RuleML. Experimental results of
the above audit rules are presented in two categories: operational and com-

pliance auditing.

Operational Auditing

Healthcare System: Healthcare dataset contains 150,291 events in over 1143

processes. Audit rule - “Verify the stages of (malignancy) cervical cancer in
diagnosis code (M13)”. Cancer “malignancy” levels were detected in every

stages of “squamous_cell_carcinoma” in diagnosis code (M13) that verifies the
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cervical cancer. There are 8 stages of “squamous_cell_carcinoma” (lal, Ia2,
Ib, IIa, IIb, IIIb, IVa and IVb) to determine the “malignancy” level. Audit
rule have triggered action on a total of 252 processes in the event log satisfy-
ing the condition of “squamous_cell_carcinoma” stages criteria. We have also
found that in this 252 processes, there are 14611 events distributed over 272
activities. Only 03 (three) processes were detected where activity a0 (CEA
- tumor marker using meia) were found before €7 (squamous cell carcinoma
using eia).

E-commerce System: E-commerce event log is comprised of a total of

262,200 events within these 13,087 processes, starting with a customer sub-
mitting an application and ending with eventual conclusion of that application
into an Approval, Cancellation or Rejection (Declined). Audit rule - “Verify
the offers that has cancelled (“0_CANCELLED”) after it was being sent “0_SENT”
to the applicant”. This is a knowledge based audit rule which means this rule
learns the behavior from predefined query knowledge base then it asserts that
knowledge condition to the events. Out of 13,087 processes, this audit rule
found out 18 processes (or loan applications) were cancelled after the loan
offer was sent to the applicant. We can make an assumption which could be
system fault or uncareful assessment that led them to the cancellation. Av-
erage application span was 8days 15hrs and 21min. Shortest span was 17hrs

24min and longest was 15days 15hrs.

Compliance Auditing

Healthcare System: There are activities that are classified as urgent and or-

dinary counterparts to such activities also exist. Audit rule - “Justify the
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urgency of an activity: g0 (hemoglobin photoelectric)” that diagnosed with
M13 and whose treatment code is 803. There are a total of 28 urgent activities
in the event log. Table 9.4 depicts the evidence pertaining to the processes in

the event logs that diagnosed with M13 and whose treatment code is 803.

Process events | 0481 | 0257 | 0560 | 0499 | 0466 | 0058 | 0683 | 0619
g8 g8 g8 - g8 a8 a8 - -
— — b8 — d5 — — — —
— — {0 — {0 — — - —
- - g0 - c2 - - - -
el el — el el el el el el
a8 a8 — a8 a8 a8 a8 a8 a8
el el — el el el el el el
f8 f8 — f8 f8 f8 f8 f8 f8
j3 j3 — j3 j3 j3 j3 j3 j3
c9 c9 c9 c9 c9 c9 c9 c9 c9
d6 d6 d6 d6 d6 d6 d6 d6 do
g7 g7 - g7 g7 g7 g7 g7 g7
bb b5 — b5 b5 b5 b5 b5 b5
c4 c4 — c4 c4 c4 c4 c4 c4
hO hO hO hO hO hO hO hO hO
c0 c0 — c0 c0 c0 c0 c0 c0
g5 g5 - g5 g5 g5 g5 g5 g5
a0 a0 — a0 a0 a0 — a0 a0
— e7 — — e7 — g0 an g0
3 3 — 3 3 3 3 3 3
h2 h2 — h2 h2 h2 h2 h2 h2
ed ed ed ed ed ed ed ed ed
ab ab — ab ab ab ab ab ab
2 2 2 2 2 2 2 2 2
d5 — — d5 2 2 d5 d5 d5
fO {0 {0 {0 — {0 {0 {0 {0
c2 c2 — c2 — c2 c2 c2 c2

Table 9.4: Urgent processes diagnosed with M13 and whose treatment code
is 803.

Some of the observations are:
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The event ‘g0 (hemoglobin photoelectric)’ classified the processes 0058,
0257, and 0619 as urgent and they are retracted as urgent processes by the
audit rule. Presence of ‘e7 (Potassium flame photometry)’ event also classified
the processes 0481, and 0499 as urgent processes.

Processes 0560, 0466, and 0683 are also classified as urgent processes but
they neither retracted nor classified by the audit rule. Hence, the reason/ev-
idence needs to be found out why those processes were classified as urgent
processes.

Process 0257 skips a lot activities because of either urgency level was severe
or further diagnosis was deem unnecessary.

Somewhat all the urgent processes start with g8 (nursing gynecology short-
out) and instant opinion of nurse is very important in this g8 (nursing gyne-
cology short-out) event.

E-commerce System: Audit rule - “all cases must follow post-approval

procedures (accept, register, and activate in sequence)”. There are three event
(0_ACCEPTED, A_REGISTERED, A_ACTIVATED) must be followed after applica-
tion approval process. There was no specific guidelines to complete the events
either sequentially or randomly. Observations are: after using the audit rule
is that all three post-approval (0O_ACCEPTED, A_REGISTERED, A_ACTIVATED)
events occur in random order for 2,246 A_APPROVED applications. 3 applicants
completed A_REGISTERED before completing 0_ACCEPTED. Audit rule found
these 3 applicants as A_ACTIVATED\\COMPLETE because A_REGISTERED\\COMPLETE

learned the 0_ACCEPTED\\COMPLETE status as well.
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Rule Based Control Monitoring

Production System: Knowing that there are a lot of KPIs measuring the total

resolution time of an incident people try to find workarrounds that stop the
clock from ticking. One way of doing this is manually giving an incident the
substatus Wait User. Although there are guidelines not to use this substatus
(unless someone is really waiting for an end-user), some people (action owners)

are breaking this guideline (see Table 9.5 below).

Resource | Resource Country | Frequency | Relative Frequency

Andreas Sweden 40 9.22%
Cezary Poland 25 5.76%
Emil Sweden 42 9.68%
Jinos India 23 5.30%

Olga Poland 47 10.83%

Muthu India 76 17.51%
Natalia Brazil 27 6.22%
Nina Poland 27 6.22%
Oden Sweden 21 4.84%

Pawel Poland 58 13.36%
Rafal Poland 28 6.45%
Vandana India 20 4.61%

Table 9.5: Users that accepted the Wait-User substatus.

Audit rule - “Monitor the users that accept the Wait-User substatus” to
track all the users that using this substatus. This Complex Event Processing
(CEP) rule which is triggered by ‘Accepted’ status event pattern. A matching
event ‘Wait-user’ instance is asserted which triggers the pattern in the ECA
rule. The ECA rule proofs the condition and executes the action which asserts
a new fact ‘Resource_ID’ to the knowledge base. This fact is then queried.

This audit rule monitors the fact ‘Resource_ID’ that changes the status of a
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‘Concept’ to ‘Wait-user’ substatus instantly.

9.5 Discussion of Results and Concluding Remarks

To solve the problem of accessing heterogeneous distributed data sources, our
proposed Common Ontology and Process Ontology within distributed envi-
ronment along with audit rules and AROP has been experimented with using
three datasets from three different heterogeneous pervasive systems. A total
of 20602 instances of processes was used to experiment with the accessibility
of heterogeneous data sources. In this chapter, we have also evaluated the au-
dit rules and CPA in operational auditing, compliance auditing, and control
monitoring.

The ‘Verify” audit rule was enforced with respect to the healthcare and
e-commerce datasets for operational auditing to detect certain attributes of
event(s) in a process. Operational audit rule and sub-rules were implemented
using Reaction RuleML specification’s Event-Condition-Action (ECA) rules
and Knowledge Representation (KR) rules. These ECA and KR based audit
rules enforce action as the condition satisfy in the events. In the same way,
‘Justify’ audit rule was applied in both healthcare and e-commerce datasets
for compliance auditing to check the compliances of certain requirements in
a process. Compliance audit rule and sub-rules were implemented using De-
liberation RuleML specification’s Derivation rules and Integrity Constraints
(IC) query language.

‘Monitor’ audit rule was enforced in production dataset for Continuous

Control Monitoring that sends message to the stockholders by inferring knowl-
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edge in the event attributes and asserting action in the form of message. Re-
action RuleML’s Complex Event Processing (CEP) rules specification were
used to implement the CCM audit rules.

Our proposed hybrid layered ontological approach to solve the problem of
accessing heterogeneous distributed data sources has provided the accessibility
with few exceptions. Three specific audit rules and their AROP with POs and
respective Common ontologies has developed to test our hypotheses in three
different datasets of pervasive systems. ‘Verify’ and ‘Justify’ audit rules were
used for both operation and compliance process auditing and ‘Monitor’ audit
rule was used to monitor the certain behaviours of production system and to
send messages to the stakeholders. These three audit rules in conjunction with
their AROPs, POs and Common Ontologies have detected the behaviours in
the events and have enforced actions that outlined in the audit rules.

We have experimented our novel hypotheses and methodologies in three
different heterogeneous pervasive systems that showed the promising results
and the applications of our benchmark Continuous Process Auditing (CPA)
system for operational and compliance auditing. Due to the unavailability of
similar kind of CPA system within both research and for-profit communities,
we were unable to evaluate and measure the success ratio and advancement
of our benchmark CPA system with other similar systems. We would love to
participate and share our source codes to evaluate with other such systems

and extend future research opportunities
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Figure 9.2: Dutch Financial Institute - personal loan application Process Maps
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Chapter 10

Reformulation of the Continuous

Process Auditing (CPA) Problem

Though our main focus has been the development of methodologies for solv-
ing the Continuous Process Auditing (CPA) problem, and subsequent issues
related to CPA, in this chapter we discuss some thoughts and directions that
have arisen directly from our research. In as much as these thoughts require
substantially more work beyond the scope of this dissertation, yet have be-
come clearly identified as a direct result of our current work. We have not
incorporated them into this dissertation; rather, we present them as problems
that are open for future research opportunities.

From ‘fact’ based audit rule to automatization of audit rule, knowledge
acquisition, AROP generation to process mining in CPA to evidence evalua-
tion and predicting recommendations, several avenues of thinking and analysis

have become more clear. In the following sections, we have tried to list most of
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these thoughts and directions which merit immediate attention, in our opin-

ion.

10.1 Defeasible Logic and Facts

Description Logics (DL)* is a family of formal knowledge representation lan-
guages. Many DLs are more expressive than propositional logic, but less
expressive than first-order predicate logic. In contrast to the latter, the core
reasoning problems for DLs are (usually) decidable, and efficient decision pro-
cedures have been designed and implemented for these problems. A Descrip-
tive Logic (DL) models concepts, roles and individuals, and their relation-
ships. The fundamental modeling concept of a DL is the aziom - a logical
statement relating roles and/or concepts. This is a key difference from the
frames paradigm where a frame specification declares and completely defines
a class.

We have constructed audit rules that describe the general association
of causes with effects (‘laws’), situations with actions (‘triggers’), premises
with conclusions (‘implications’). Operational audit rule and sub-rules imple-
mented using Reaction RuleML specification’s Event-Condition-Action (ECA)
rules and Knowledge Representation (KR) rules. These ECA and KR based
audit rules enforce action as the condition satisfy in the events. Compliance
audit rule and sub-rules implemented using Deliberation RuleML specifica-
tion’s Derivation rules and Integrity Constraints (IC) query language.

Defeasible logic is a simple and efficient rule-based non-monotonic formal-

dhttps://en.wikipedia.org/wiki/Description_logic
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ism that derives plausible conclusions from partial, and sometimes conflicting,
information. The knowledge in a Defeasible Theory® is organised in facts and
rules and superiority relation. Rules are divided into strict rules, defeasible
rules and defeaters.

Audit rules constructed for operational and compliance auditing are ex-
pressive in nature. These DL based audit rules can form implications in
association with causal effects and situational actions. However, they cannot
form or find any facts. What are the facts? Facts are indisputable state-
ments. Finding facts in rule-based Continuous Process Auditing is yet to be

investigated by the research community.

10.2 Towards Audit Rule to AROP Generation

and Stemming of AROPs

Stemming, also known as branching, is the process for reducing inflected or
derived words to their stem or root, generally a written word form. Stemming
is also a very powerful technique for mapping related words to the same stem,
or root.

So far as part of this dissertation research, we have designed and imple-
mented the Healthcare Common Ontology as the top-most layer in a Hybrid
Layered Ontology towards the generation of Audit Rule Ontology of a Process
as a second layer. We have identified the need to devise a specific semantic
similarity technique and we have been mechanizing a natural language pro-

cessing (NLP) technique, based on stemming algorithms, to add the AROPs

Phttp://www.defeasible.org/PhD/2014/Francesco0livieri.pdf - Sec 2.1
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to the Healthcare Common Ontology. In particular, we are considering the
hybrid approach or stochastic probability type of stemming algorithm to iden-
tify the root or stem from the top-most layer Healthcare Common Ontology

to generate the AROPs, and to add the AROPs as a second layer.

10.3 Knowledge Acquisition and Engineering

Acquiring rules is always a interesting problem in Natural Language Process-
ing (NLP). Our proposed audit rule approach is lenient to Descriptive Logic’s
family of formal knowledge representation languages. We need to devise an ac-
quisition methodology that first acquires the axioms from defined audit rules,
then transforms the axioms to RIF or RDF format. It would be interesting
to investigate the applications of this approach in the following, yet to be

explored, areas:

1. Rule based knowledge acquisition and engineering
2. Process based data fusion and process discovery

3. Predictive and prescriptive evidence generation

10.4 Rule Automation

Our CPA approach allows auditors to write audit rules in Natural Language
(i.e English) either in abstract or elaborative manner. One of the challenges we
faced was converting audit rules from natural language to Descriptive Logics

(DL) to the form of RuleML. So far we have done the process manually.



CHAPTER 10. REFORMULATION OF THE CONTINUOUS PROCESS
AUDITING (CPA) PROBLEM 140

It would be interesting to explore the ideas of automatizing the audit rule
translation from English (natural language), to RuleML format. This rule
automation process would augment how human audit professionals write audit
rules in English (more natural languages may be considered later) for direct

use in Continuous Process Auditing.

10.5 Evidence Evaluation and Predicting Recom-
mendations

A major challenge in auditing is determining whether the audit evidence ob-
tained is sufficient and appropriate to support the opinion to be expressed.
Making sense of the evidence gathered is appropriate (relevant, reliable and
valid), which is persuasive rather than convincing and sufficient to support
assertions and to provide assurance. What evidence need to collect and/or
retrieve, from where (what are the sources), and when (determination of the
relevance and reliability)? Developing an evidence evaluation technique that
determines the sufficiency and appropriateness of evidence. That means evalu-
ation technique follows through to its logical conclusion throughout the whole
process without being biased.

So far we have developed the methodologists to detect evidence. Whether
the detected evidences are sufficiently appropriate is an open problem yet to
investigate. At the same time, tool or methodologies for predicting recom-
mendations in the form of ethical guidance, compliance, and operational rules

is also need to be investigated. Developing recommendation tool that gen-
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erates appropriate and sufficient recommendations to optimize the evidence
collection and evaluation procedures in the total auditing process of Continu-
ous Process Auditing is another streams of open research problems yet to be

investigated.

10.6 Process Mining in Continuous Process Au-
diting

Our approach has shown some opportunities for the future of CPA. Event
based processes were used to experiment with our proposed CPA method-
ologies. The challenges and opportunities of process discovery [83, 44|, and
process mining of event logs [40, 41] in auditing are already being addressed
by researchers. Rule based process mining of event logs in Continuous Process
Auditing is another fruitful area to be explored; this has particular relevance

to semantic reasoning and DLs (see Section 10.1).

10.7 Continuous Process Auditing-as-a-Service

The emerging growth and evolution of web based systems and services make
the job of audit professionals a complicated and time-consuming one for many
enterprises. In this context, continuous process auditing (CPA) systems in the
form of audit-as-a-service (AaaS) emerges as an inexpensive and effective ap-
proach. A CPA system helps to satisfy process auditing needs and recommen-
dations in the context of distributed enterprise systems while requiring fewer

resources and enabling processes to be audited continuously in real-time.
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Subhani et. al. [72] proposed a conceptual architecture for Continuous
Process Auditing (CPA) based on domain ontologies, audit rules, knowledge
learning techniques and audit report recommendation procedures. They have
sketched a representation (see Figure 10.1) of a CPA system for a process based
e-commerce platform, offering customizable audit rule based solutions for au-
dit professionals, system administrators and senior decision makers. This
service based system is yet to be implemented and can be investigated in
consideration with the following aspects.

Audit rules may be generated in several different situations with various
constraints; including such as, ontological association rules, predefined sets
of compliance rules, environmental factors, on-demand auditing matter, and
so on, using switching to support a hybrid recommender system. Various
data mining techniques may be incorporated with recommender systems to
generate more accurate audit rules by applying these techniques to historical
evidential data to predict and classify them in order to make improved clarified
decisions. These recommender systems and data mining techniques can be

adapted to fulfill client demands and requirements.

10.8 Big Data and Transforming to the Predic-
tive Auditing Analytics

The implementation of CA is a recognized challenge among researchers and
practitioners, and traditional audit tools and techniques neglect the poten-

tial of Big Data Analytics. Predictive analytics does not tell us what will



CHAPTER 10. REFORMULATION OF THE CONTINUOUS PROCESS
AUDITING (CPA) PROBLEM 143

happen in the future; rather, it tries to predict possible future outcomes and
trends. Using Big Data and Big Data computing, Continuous Auditing and
Control Monitoring would drive the future of Predictive Auditing Analytics
(PAA). Predictive Auditing Analytics model would be future thinking that
drive with a periscope to detect going concerns and fraudulent activities which
adds values to the business profitability. In 2014, AICPA envisioned creat-
ing opportunities for researchers and audit professionals to develop Predictive
Auditing Analytics and Audit Data Analytics tools and services for the Big

Data era.

10.9 Summary

Our proposed hypotheses and methodologies have developed and tested in
the Chapters 6, 7, 8, and 9. In this chapter we discuss some thoughts and
directions that have arisen directly from our research of solving the Con-
tinuous Process Auditing (CPA) problem, and subsequent issues related to
CPA. These problems including, not limited to, from ‘fact’ based audit rule
to automatization of audit rule, knowledge acquisition, AROP generation to
process mining in CPA to evidence evaluation and predicting recommenda-
tions, several avenues of thinking and analysis have become more clear. Since
these thoughts require substantially more work beyond the scope of this dis-
sertation; rather, we present them as problems, in our opinion, that are open

for future research opportunities.



CHAPTER 10. REFORMULATION OF THE CONTINUOUS PROCESS
AUDITING (CPA) PROBLEM 144

Ontology Editor & Semantic Reasoner

3, Audit Rule
Ontology

1. Domain »| 2. Process

Ontology Ontology

11:1. 11. Recommender 4. Process
Check (€T System Modeller
Lists
\ \
10:1. U 10 5. Rules Processing 12)- RuileTo
:1. User I C e . e,
Contacts Alarms gin ¢
8. Actions 7. Events 12. H.iStOrical
Manager Evidence
Databases

Events

9. ProcesfModules/ Sub-systems 13. Hybrid Rule Recommender System

Association Rules,
Devices/Sub | | Modules/Sub Defined Constraint Rules,
-systems -modules Dynamic Critiquing

Figure 10.1: Architecture of a Continuous Process Audit-as-a-Service (AaaS).



Chapter 11

Summary and Conclusion

In this chapter, we summarize the work that has been done in this thesis. In
the Summary section, we have sketched out the part-by-part description of

all previous parts. The Conclusion lists our contributions.

11.1 Summary

11.1.1 Background and Foundations (Part I):

In this part of the thesis, we established the problem definition and foun-
dations of Continuous Process Auditing research, along with its open issues,
challenges and potential research methodologies. Background and literature
studies of auditing are presented in Chapter 2. A taxonomic analysis of Con-
tinuous Auditing and its review is discussed in Chapter 3. Comparison of
Continuous Auditing vs Continuous Monitoring and the necessity of CPA in

Compliance and Operational auditing is presented in Chapter 4. In Chapter
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5, we analyzed the different models and frameworks of Continuous Auditing
System that already exist or are under development in industry, as well as
in the research community. We have also presented a comparative analysis
of CA methodologies from the perspectives of practicality and potentiality.
Finally, we presented some Open Issues and challenges of Continuous Process

Auditing and its methodologies.

11.1.2 Methods for Continuous Process Auditing (Part 11):

Proposed CPA methodologies, including algorithms, implementation mecha-
nisms and proposed framework, were listed. Domain of CPA and its processes
are the two main components of our methodologies. Knowledge representa-
tion mechanisms of domain and its processes are presented in Chapter 6. We
devised a two layered ontological approach for domain and process knowl-
edge presentation. Common Ontology (CO) forms the top layer to serve all
shareable common vocabulary and Process Ontology for each processes are
constructed in second layer. This CO and POs’ forms a common ontological
layer to assure the seamless heterogeneous data accessibility between domain
and its processes.

In Chapter 7, we devised an audit rule based ontological approach for
CPA. A collection of audit rules for a process are required to construct an
Audit Rule Ontology of a Process (AROP). Each AROP belongs to a specific
process. AROPs are mapped to Common Ontology (CO) and POs to con-
struct a hybrid layered ontology. Construction and mapping mechanisms and

algorithms also presented in this chapter.
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11.1.3 Evaluation and Applications (Part Ill):

Evolution of Audit Rule Ontology and evaluation of CPA methodologies are
expressed in this Part III. In Chapter 8, we proposed a method that updates
the previous version of an ontology. It is a process of evolution methodol-
ogy within the domain of ontology lifecycle that creates newer versions by
stemming new branches to the original ontology.

In Chapter 9, we evaluated the Continuous Process Auditing and its Audit
rules, and Audit Rule Ontology of a Process (AROP). Processes were either
mined or used from three different datasets of pervasive systems: healthcare,
e-commerce and production management. For each of the systems, we con-
structed the Domain Ontology and Process Ontology for one specific process.
Audit Rules were written in an abstract manner for Operational Auditing
and Compliance Auditing; then, rules were converted to RuleML. Both op-
erational and compliance audit rules provided for experiments in healthcare
and e-commerce systems. Rule Based Control Monitoring were experimented
with in Volvo IT production management system. Operational audit rules
were converted according to the specifications of Reaction RuleML and Com-
pliance audit rules were converted according to the Deliberation RuleML. A
total of 20602 instances of three processes (one from each datasets) have used
to experiment audit rules and their AROPs, Process Ontology and Domain
Ontology by accessing events from the heterogeneous distributed data sources
through database access protocols like ODBC, JDBC, OData, and MySQL.

Outcomes and results of experiments are also presented with review and

analysis at the end of Chapter 9.
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11.1.4 Reformulation of the CPA Problem and Conclusion

(Part 1V):

We presented two chapters in this part IV: the reformulation of the CPA prob-
lem, and conclusion of this dissertation. In Chapter 10, we have reformulated
the whole CPA problem in the context of thoughts and directions that have
arisen directly from our research. These research issues and ideas have not
been incorporated into this dissertation and we leave them open for future
research opportunities.

Our proposed AROP in chapter 7 and audit rules constructed for opera-
tional and compliance auditing are expressive in nature. These Descriptive
Logic (DL) based audit rules can form implications in association with causal
effects and situational actions. They cannot form or find any facts. What are
the facts? Facts are indisputable statements. Finding facts in rule based Con-
tinuous Process Auditing can be investigated by designing the specifications
for Defeasible Logic which is a tuple of facts, rules and superiority relation.

Audit rules are usually written in natural language (e.g. English), then
AROPs are constructed. These AROPs are stemmed to the Common Ontol-
ogy as a second layer. Forming audit rules to constructing AROP to stemming
AROP into Common Ontology are done manually. As a first step towards au-
tomating this procedure, rule acquisition from human written audit rules is a
vital necessity. Rule automation from natural language to the form of Rule
Language (i.e. RuleML, XRML, SWRL) is a problem of natural language
processing where identification of audit rule is required as well as rule axioma-

tization. Automatization of whole procedure should be addressed accordingly
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towards the adaptation of our proposed approaches.

Detecting evidence that is sufficient and appropriate to support the opin-
ion is necessary to predict evidence based recommendations. Making sense of
detected evidence is relevant, reliable and valid that sufficiently supports the
assertions and provides assurance. Under this evidence trajectory, evidence
retrieval mechanism from various heterogeneous sources and developing evi-
dence evaluation technique that is sufficeint and appropriate to assert/predict
logical conclusion throughout the whole process without being biased any
steps. Evidence logs and rule based process mining of event logs in Continu-
ous Process Auditing is another way to look into the evidence detection.

In the era of emerging growth of EIS and web based systems, providing
service via alternative media is needed. Web based auditng architecture and
tool could be provided as a service [72]. Continuous process auditing (CPA)
systems in the form of audit-as-a-service (AaaS) emerges as an inexpensive
and effective approach. A CPA system helps to satisfy process auditing needs
and recommendations in the context of distributed enterprise systems while
requiring fewer resources and enabling processes to be audited continuously
in real-time. Quick adaptability to various situations and constraints; in-
cluding such as, ontological association rules, predefined sets of compliance
rules, environmental factors, on-demand auditing matter, recommender sys-
tems, data mining techniques, and so on, make AaaS more reliable to fulfill
client demands and requirements.

As an aspect of thinking towards adapting audit to the future technology,
Predictive Auditing Analytics (PAA) and Big Data Computing would drive

potential detection of concerns and fraudulent activities, which adds value to
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the business. It would also help to create opportunities for researchers and
audit professionals to develop Predictive Auditing Analytics and Audit Data

Analytics tools and services, such as envisioned in 2014 AICPA report [19].

11.2 Conclusion

Continuous Auditing of a Process, or Continuous Process Auditing, in a per-
vasive system remains a research challenges yet to addressed in full. We have
endeavoured to solve part of the CPA research challenge, namely: (i) het-
erogeneous distributed access; (ii) knowledge representation of domain and
processes; and (iii) providing audit and control monitoring assurance. We
have presented each of these research problems first individually, and then
collectively, to solve the set of problems together in a continuous event based
manner.

First, we have devised a hybrid model approach to construct a hybird
layered ontology (Common Ontology). This Common Ontology is built on by
combining two ontologies: Domain Ontology and Process Ontology. Domain
ontology defines and contains the vocabulary of the structure and accessibility
information of a specific domain. Process ontology defines and contains the
vocabulary of the structure and sequential access information of a process in a
domain. Domain ontology is the top layer and process ontology is the second
layer in the hybrid layered Common Ontology (CO). This CO facilitates the
seamless accessibility to the heterogeneous distributed data sources and also
facilitates to store the knowledge vocabulary of domain and processes. We

have also presented the evolution mechanisms to update the ontologies as
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they are required to evolve with the changing business needs. Audit rules
were DL expressive and have been implemented to trigger and to enforce
action on detected events.

Secondly, we have presented the rule based audit approach for Continuous
Process Auditing. An audit rule sheet in traditional auditing defines all the
audit rules for a specific process. We have converted the audit rule sheet to
an Audit Rule Ontology of a Process (AROP). All audit rules from an audit
rule sheet are put together to construct an AROP, then the AROPs were
mapped to PO then to CO. Each rule is constructed using Description Logic
(DL) specifications that are described in Reaction RuleML and Deliberation
RuleML. Event-Condition-Action and Integrity Constraints based rules have
been constructed using XML, XSD and RDFS.

All of the above devised mechanisms and ontologies have been experi-
mented with and evaluated using three datasets of events from three different
pervasive systems. These three systems were chosen from three different en-
vironments (healthcare, e-commerce and production management). Results
and outcomes are as expected and seem to be promising in the filed of Contin-
uous Auditing and Continuous Monitoring. Our proposed methodologies can
be used to audit and monitor Process based pervasive systems continuously
where systems are not bound in one geographical location and has the facility
of heterogeneous distributed data sources. These proposed methodologies can
be adapted and commercialized directly to the today’s emerging technologies
after making respective changes for the specific industry domain.

In conclusion, we can now state that: a CPA system is one that detects

and obtains evidence associated with a process for the purpose of augmenting
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and assisting audit professionals in operational and compliance auditing in
any EIS, and which invokes actions specified by and derived from policies
and rules in a continuous manner. This dissertation research has produced a
coherent framework design with implemented software modules that clearly

demonstrate our successful outcomes.



Appendix A

: Meaning of Concepts and

Propositions

In this appendix, we briefly introduce the main concepts and propositions
in Audit Rule Ontology, which are necessary to help readers understand the
methodologies presented in Chapters 7, 8 and 9.

Domain ontology consists of the technical terms that are used in the do-
main and the semantic relations among them. This is used to standardize
the descriptions of domain knowledge, terms and relations that eliminate the

dependency on domain experts.
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: MEANING OF CONCEPTS AND PROPOSITIONS

Table A.1: Meaning of Concepts and Propositions

154

Concepts
and/or
Meaning or Definition
Proposi-
tions
consists of the technical terms that are used in the do-
main and the semantic relations among them. This is
Domain
used to standardize the description of domain knowledge,
Ontology
terms and relations that eliminates the dependency on
domain experts.
consists of audit rules as primitive and semantic relations
Audit Rule
among them. It organize the practical and verifiable au-
Ontology
dit rules that either directly or indirectly enforceable.
is an unit of knowledge created by a unique combination
of characteristics. How we think about things - what is
Concept
meant by a word; what someone intends to express or
what someone understands.
Proposition | the meaning of the statement.
is a relation between a stem (deep) rule and its branch
(shallow) rule. It can be implemented using Deliberation
Justify RuleML under The Rule Markup Language which sub-

sumes Datalog language via Higher Order Logic (HOL)
and First Order Logic (FOL).
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Continuation of Table A.1

Concepts
and/or
Meaning or Definition
Proposi-
tions
is a relation between a rule and another rule whose infer-
Depend-on

ence is essential condition for its inference.

Specialized | is a relation between a specialized rule and its class rule.

override with explanation (Comment must be provided
when the violation occurs). It is a relation between a
Override
specialized rule with some overrides and its class rule

that it overrides.

Guideline | guideline (suggested, but not enforced).

is a global active Event-Condition-Action (ECA) reac-
tion rule. It can be implemented using Reaction RuleML
Verify
under The Rule Markup Language which is part of De-

scriptive Logic family.

is a simple Event-Condition-Action (ECA) rule which is
triggered by an event pattern in the on part. A match-
ing event instance is asserted which triggers the pattern
Monitor in the ECA rule. The ECA rule proofs the condition
and executes the action which asserts a new fact to the
knowledge base. This fact is then queried. This is Com-

plex Event Processing (CEP).
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Continuation of Table A.1
Concepts
and/or
Meaning or Definition
Proposi-
tions
A rule can be optionally annotated with descriptive meta-
Rule data (e.g. for life cycle management) using the meta role
which is a single formula as descriptive meta-knowledge.
is a collection of rules that can be ordered or unordered,
Rulebase
without or with duplicates.
is a performative/action wrapper specifying that its con-
Assert tent is asserted, making an implicit assumption of Rule-
base.
is an implication rule. It consists of a conclusion role
‘then’ followed by a premise role ‘if’, or, equivalently
Implies
(since roles constitute unordered elements), a premise
role followed by a conclusion role.
is a performative/action wrapper specifying that its con-
Retract tent is to be deleted, making an ’implicit Rulebase’ as-
sumption
is a performative/action wrapper that dynamically “con-
Consult sults” (imports) the knowledge form an ‘enclosing’ ‘Mes-
sage’ or an external knowledge source.
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Continuation of Table A.1
Concepts
and/or
Meaning or Definition
Proposi-
tions
is an action which executes an update of the knowledge
Update base. Update actions can be used as performatives and
as complex actions in the ‘do’ role of a reaction rule.
Used to ‘Assert’/‘Query’ that/whether the sequence of
formulas in the first ‘Rulebase’ entails the sequence of for-
Entails
mulas in the second, e.g. the first acting as a knowledge
base and the second acting as its integrity constraints.
a logical atom, i.e. an expression formed from a predicate
Atom (or relation) applied to a collection of operands, or a
frame object.
is an element that provides the syntax for inbound and
Message
outbound messages / notifications.
is an performative/action that waits to receive an ‘en-
Receive closed’ ‘Message’ matching the pattern defined in the
Message’s signature definition.
is an performative/action that sends an ‘enclosed’ ‘Mes-
Send sage’. The Send action is used in messaging reaction rules
in CEP Reaction RuleML in the action part.
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Continuation of Table A.1
Concepts
and/or
Meaning or Definition
Proposi-
tions
Explicit generic Action. An action can be defined with
positional arguments, with unpositional slots, by an ac-
Action tion expression function, as a complex action by an action
algebra operator, as frame object, and by external /inter-
nal reference attributes.
an performative/action wrapper specifying that its con-
Query tent is queried, making an ’implicit ‘Rulebase’ assump-
tion
is a performative wrapper giving the answers to a ‘Query’
or results from a forward directed rule processing/reason-
Answer
ing as in the case of production rules and reaction rules
with actions.
is a role enclosing a RuleML ‘Message’ in messaging ac-
Enclosed
tions/primitives (‘Consult’ ‘Send’ ‘Receive’).




Appendix B

: Figures and Charts

In this appendix, we listed all the figures and charts that are too large to
fit in one page and has used in many Chapters to explain concepts and to
test hypotheses, especially in evaluation Chapter 9 in experimental settings

Section 9.4.

B.1 Process Map and Description of Healthcare
Decision Support System Processes

A complete process map of cervical cancer patient in Gynaecology department
of Dutch Academic Hospital [75] is illustrated in Figure B.1. Each process
(case) is a patient of a Gynaecology department. The event log captures
treatment procedures pertaining to 11 different diagnosis codes described in
Appendix C. Various diversity of process instances were in the dataset in the

event log with data attributes related to diagnosis and treatment. We tested
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our hypotheses on Diagnosis code and treatment code sub-processes in Section

9.4.2 in Chapter 9. Process map (Figure B.1) is expanded in Figure B.2.

B.2 Process Map and Description of E-commerce
System Processes

A complete process of loan application process in E-commerce Management
System [76] of Dutch Financial Institute is illustrated in Figure B.3. Each pro-
cess represented in the event log is an application process for a personal loan
or overdraft within a global financing organization. The event log contains
events from three intertwined subprocesses, which can be distinguished by the
first letter of each event name (A, O and W). The A subprocess is concerned
with handling the applications themselves. The O subprocess handles offers
send to customers for certain applications. The W process describes how work
items, belonging to the application, are processed. A and O are considered
as operational and W considered as compliance subprocesses. We tested our
hypotheses on all three subprocesses as individual processes in Section 9.4.2

in Chapter 9. Process map (Figure B.3) is expanded in Figure B.4.

B.3 Process Map and Description of Production
Monitoring System Processes

An incident and problem handling system of Volvo I'T which is called VINST

[70] that mainly supports the following two types of processes: (a) handle
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incidents process and (b) handle activity process.

Handle Incidents Problem Process restores normal service operation (Nor-
mal service operation’ that is defined within Service Level Agreement (SLA))
as quickly as possible and by that ensuring the best possible levels of service
quality and availability are maintained. Incidents that cannot be resolved
by the Service Desk or Expert Helpdesk should be escalated to Second Line
and/or Third Line teams. Solution should be established as quickly as possi-
ble in order to restore the service to normal with minimum disruption to the
business. After implementing a Solution by IT departments (and specialist
teams) and verifying that the service is restored the Incident is closed. If the
Action Owner suspects that the Incident might reoccur a Problem record shall
be registered.

Handle Activity Problem Process diagnoses the root cause(s) incidents ac-
tivities and secures the resolution of those problems to enhance the quality of
IT-services delivered and/or operated by Volvo IT. Handle Activity Problem
Process works together with other processes like Handle Incidents Monitor ser-
vice, Discover & Define Opportunity, Develop, Deploy & Provide and Manage
Service Change etc. to ensure that IT service availability and quality are in-
creased. Handle Activity Problem Process also, when applicable, verify and
update Solutions in the knowledgebase, so that the best possible Solution is
available during the life-cycle of the problem.

Complete process maps of both Incidents and Activity problem sub-processes

are illustrated in Figures B.5 and B.6, respectively.
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Figure B.1: Dutch Academic Hospital - Process Map of cervical cancer patient
in Gynaecology department [75]
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Figure B.2: Dutch Academic Hospital - Process Map of cervical cancer patient
in Gynaecology department [75] (expanded)
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Figure B.4: Dutch Financial Institute - Process Map of application for per-
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Appendix C

: Description of Diagnosis of

Patients

We have used the HDSS dataset to test our hypothesis of PO, AROP and
CPA in Section 9.2.1 of evaluation Chapter 9. We have tested our hypotheses
on several ‘diagnosis code’ and ‘treatment code’. Following audit rules has
experimented on the stages of malignancy of cervical cancer in diagnosis code
(M13) and treatment code 803.

Operational Audit Rules: “Verify the stages of (malignancy) cervical
cancer in diagnosis code (M13)”.

Compliance Audit Rules: “Justify the urgency of an activity: g0 (hemoglobin
photoelectric)” that diagnosed with M13 and whose treatment code is 803.

The HDSS dataset is an anonymized event log of a Dutch Academic Hos-
pital [75]. Each process (case) is a patient of a Gynaecology department. The
event log captures treatment procedures pertaining to 11 different diagnosis

codes described below. The stage of malignancy is not known for some cases
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in all the diagnosis categories.

Table C.1: Diagnosis Code and Description of Diagnosis of Patients.
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Diagnosis

Code

Diagnosis Description

M11

Pertains to the cancer of the vulva that describes the
information on cases diagnosed with squamous cell car-
cinoma (stages I, I, II11, 1112, TVa and IVb), malignant
neoplasms and melanoma, basal cell carcinoma, border-

line malignancy

M12

Pertains to the cancer of the vagina that describes the
information on cases diagnosed with squamous cell car-
cinoma (stages II, III and IVb), malignant neoplasms,
adenocarcinoma (stage II). Certain metastases cases are

also included.

M13

Pertains to the cancer of the cervix (uteri) that describes
information on cases diagnosed with squamous cell car-
cinoma (stages lal, [a2, Ib, Ila, IIb, IIIb, IVa and IVb),
malignant neoplasms, adenocarcinoma (stages Ial, Ib

and ITa), borderline malignancy, sarcoma
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Continuation of Table C.1

Diagnosis

Code

Diagnosis Description

M14

Pertains to the cancer of the corpus uteri. Describes
information on cases diagnosed with adenocarcinoma
(stages Ia, Ib, Ic, Ila, IIb, IIla, IIIb, IVa and IVb),
malignant neoplasms and endometrium, clear cell car-
cinoma (stages Ib and I1Ib), borderline malignancy. Cer-

tain metastases cases are also included.

M15

Primarily pertains to the cancer of the corpus uteri of
type sarcoma (stages II and III according to the FIGO
staging system). However, certain cases of colon cancer

and myometrium are also classified into this category

M16

Pertains to the cancer of the ovary that describes infor-

mation on cases diagnosed with adenocarcinoma of types
e serous (stages la, Ic, Ila, I1Ib, I1lc and IV)
e endometroid (stages Ic, I1lc)
e mucinous (stages Ic, Ilc and Illc)
e non-differentiated (stages IlIc and IV)

non-epithelial malignancy (stages la, Ila, I1la and IIlc),
neoplasms, borderline malignancy, clear cell carcinoma.

Certain metastases cases are also included.
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Continuation of Table C.1

Diagnosis

Code

Diagnosis Description

821

Pertains to the cancer of the ovary that describes infor-

mation on cases diagnosed with adenocarcinoma of types
e serous (stage I1lc)
e mucinous (stage I1lc)

non-epithelial malignancy, neoplasms

822

Pertains to the cancer of the cervix (uteri) that describes
information on cases diagnosed with squamous cell car-
cinoma (stage Ib), adenocarcinoma (stages Ila and IIb),

borderline malignancy, malignant neoplasms

106

Describes a heterogeneous mix of cases pertaining to the
cancers of cervix uteri - of types squamous cell carcinoma
(stages Ia and Ila), malignant neoplasms and borderline
malignancy; vulva - of types squamous cell carcinoma
(stages 1112, IVa and IVb) and malignant melanoma; cor-
pus uteri - of types adenocarcinoma (stages Ib, Ic and
[Ta), malignant neoplasms and borderline malignancy;

vagina - endometrium and ovarian tube
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Continuation of Table C.1

Diagnosis

Code

Diagnosis Description

823

Describes a heterogeneous mix of cases pertaining to the
cancers of corpus uteri - of types adenocarcinoma (stages
IVa and IVb), malignant neoplasms and sarcoma (stage
IVb according to the FIGO staging system); ovary - of

type serous adenocarcinoma (stage Illc); endometrium

839

Describes a heterogeneous mix of cases pertaining to
the cancers of ovary - of types serous adenocarcinoma
(stages IlIc and IV) and borderline malignany; uterine
appendages - of type malignant neoplasms; vulva - of

type malignant neoplasms




Appendix D

: Tools and Technologies

In this appendix, we list all tools and technologies that used in Chapter 9 for
experiment designing and experimental settings to test our hypotheses and to

present our interpretation of results.

Disco

Disco® is a process mining technology that helps to create visual maps and
actionable insights from process data. It also has the capabilities to optimize
performance, to control deviations of processes & sub-processes, and to explore
variations of different processes & sub-processes using various constraints and
rules.

In Chapter 9, we use Disco extensively to explore and to mine processes
and sub-processes in all three datasets [75, 76, 70]. All the visual maps and
figures (in Chapter 9 and in Appendix B) of processes and sub-processes were

made possible by using Disco’s visualization and mapping feature.

ahttp://fluxicon.com/disco
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University of Windsor become academic partner with Fluxicon’s Academic
Initiative for Process Mining Research (http://fluxicon.com/academic/)
and we obtained free academic license on Jan 14, 2016 to use Disco for process

mining research and education purposes only.

ProM 6

ProM 6", a process mining tool, is distributed as a downloadable package
using the GNU Public License (GPL) open source license. ProM 6 plug-ins
are distributed as separate packages under GPL and it also support the import
of (and the conversion between) several process modelling languages, such as:
Petri nets ¢ (PNML, TPN), EPCs / EPKs ¢ (Aris graph format, EPML),
YAWLS. There are more than 230 plug-ins available which includes supporting
control-flow mining techniques (such as the Alpha algorithm, Genetic mining,
Multi-phase mining etc.), different kind heuristics miner for flexible processes,
decision miner for data perspective mining as well as network or assignment
based mining for organizational perspective mining.

In Chapter 9, we use ProM 6 and several heuristic mining plug-ins to
mine Dutch Academic Hospital’s[75] cervical cancer patients in Gynaecology
department as well as loan approval process in Dutch Financial Institute[76]

datasets.

Phttp://www.promtools.org
‘http://www.informatik.uni-hamburg.de/TGI/PetriNets/
dhttp://www.epk-community.de/
Chttp://www.yawl-system.com/
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Protégé

An open source, free platform that provides a growing user community with a
suite of tools to construct domain models and knowledge-based applications
with ontologies. Protégé is supported by a strong community of academic,
government, and corporate users, who use Protégé to build knowledge-based
solutions in areas as diverse as biomedicine, e-commerce, and organizational
modeling. Protégé is freely available to download at http://protege.
stanford.edu/ and wiki is http://protegewiki.stanford.edu/wiki/Main_
Page.

In Chapter 9, we use Protégé to develop all three kind of ontologies as
well as mapping ontology to build Hybrid Layered Ontology for each datasets.
We use SPARQL to query onto ontology that takes the description of what
the application wants, in the form of a query, and returns that information,

in the form of a set of bindings or an RDF graph, including OWL reasoning.

Prova

An open source rule language for reactive agents and event processing rules en-
gine. It combines imperative, declarative and functional programming styles.
Prova' is a highly expressive distributed rule engine that supports complex re-
action rule-based workflows, rule-based complex event processing, distributed
inference services, rule interchange, rule-based decision logic and dynamic ac-
cess to external data sources, web-based services and Java APIs.

Prova follows the spirit and design of the recent W3C Semantic Web ini-

tiative and combines declarative rules, ontologies and inference with dynamic

fhttps://prova.ws/index.html
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object-oriented programming and access to external data sources. One of the
key advantages of Prova is its elegant separation of logic, data access, and
computation and its tight integration of Java, Semantic Web technologies,
enterprise service-oriented computing and complex event processing technolo-
gies.

In Chapter 9, we use Prova as a rule engine for processing and inferring
audit rules to enforce actions on the detected events. We also construct audit

rules using Prova’s rule language for reactive agents and event processing.

JESS

JESS is a rule engine and scripting environment written entirely in Oracles’s®
Java™ language by Ernest Friedman-Hill at Sandia National Laboratories®
in Livermore, CA. JESS uses an enhanced version of the Rete algorithm to
process rules. Rete is a very efficient mechanism for solving the difficult many-
to-many matching problem [30]. JESS has many unique features including
backwards chaining and working memory queries, and of course JESS can
directly manipulate and reason about Java objects.

In Chapter 8, we used JESS in the Ontology evolution of the addition, sup-
pression and modification operations on the knowledge base using the JESS
language “assert” for addition, “modify” for modification, “retract” for sup-
pression. The JESS facts are of triplets type given by (Predicate, Subject,
Object). It is compulsory that the development of a system which propagates

the changes automatically.

fhttp://www.jessrules.com/jess/index.shtml
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Academic use license (Ref# 10102) was obtained from Sandia National
Laboratories” for the United States Department of Energy on Aug 24, 2015
to use JESS for Non Proprietary Research and Development purposes only

at the University of Windsor.

Mhttp://www.sandia.gov/
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