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Abstract

This thesis proposes to study and extend the ability of the statistical methodologies that have been
established to measure the performance of multimodal biometric systems. In particular, it takes into
account the various noise factors that are inevitable in a real world scenario, which influence the
performance of biometric systems. The work completed in the past uses the Design of Experiment
framework to create a systematic approach to test the performance of biometric systems. Input
parameters are varied including the data fusion methods and the normalization schemes (both
controlled), and using discrete intervals based deviations in the matching scores (uncontrolled) of
genuine and impostor users to represent noise. This work however, is limited provided the manual
interface to the developed application. All parameters are fixed and operate over a comparatively small
dataset. Further, the design of the existing application limits the extensibility of the same to incorporate
additional data sources, increase or decrease the deviation values that contribute to the noise, and

generate analytical graphs and reports.

It is the purpose of this thesis to establish a framework that is scalable to accommodate additional
biometric databases for a larger subject pool. The developed application will also allow users to identify
a larger set of deviation values for noise, automatically generate test cases for all possible biometric
modalities defined within the system, etc. it is also the intent to provide, as results, the ability for the
user to choose from a set of possible graphs and reports that are in tune with the common industry

(commercial) standards as opposed to purely technical reports.




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

Dedication

“Knowing is not enough; we must apply!” - Goethe

This Master’s thesis paper is dedicated to my parents as well as other members of my family who have
consistently supported me throughout the course of my education and my life. It is through their
guidance and teachings to be persistent and to strive for more knowledge that have enabled me to

complete this thesis.

The thesis is also dedicated to the faculty and staff of the Computer Science department at the
University of Windsor. Without the knowledge imparted by them and their constant support, | would

have been unable to complete this paper.




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

Acknowledgements

The author wishes to express sincere appreciation and gratefulness to Dr. Xiabou Yuan for his assistance
and guidance in the preparation and research of the thesis paper. Without his valuable support and
patience, the research would not have materialized and completed. In addition, the author also extends
his sincere thanks to Dr. Ram Balachandran, Dr. Christie Eziefe and Dr. Subir Bandyopadhyay for the

input and support they provided during the preparation and evaluation of the thesis paper.




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

Table of Contents

Author’'s Declaration of OrigiNality ..ot rese s srrtesssseaseesssesnsessessssrnnssescans iii
Fi o 1] { o S RO OO OO PP ORI PO iv
D 7= 1Tor: 1 { o o HO OO OO OO P O P OO T PPN v
ACKNOWIBAZEMENTS ... .eiiiiiieiciiie it s cteecere et et etes s er e e bae e tas e sabessrae e s e st eesertessrseesntaeanteessranesanseersnvases seaeren vi
LISt OF TADIES ..veeeee ittt s sse s s s e e sete s ee e s e e eses st a st s eneee st aessn e aeernns nessneesantesrase X
LEST OF FIBUIES - ettt ettt b e st e st e str e sareese e esa e st sas e esescateosreensaeasaassnessaesraassnesssassssessren sassnesasensnre Xi
GlOSSANY Of TEIMNIS...coiiiitiiteet ettt s sttt e e e s e s e s be et e e e beeebe s sabe aesabeeseeaas Xiii
Chapter 1. INEFOAUCTION .ttt e re et e et s ee e s e ren e ernae e sbbe e sabasssnbesssbanns 1
Chapter 2. Overview Of BIOMETHIC SYSTEM . .c..iiviiiiriieiieeneerre et csressreesstesiesnae e e sbessse e s e esneesesees 3
2.1 BiOMETriC SYSTEMS ..coi ittt s e e s e e 3
2.11 PhySiolOgICal FEATUIES.....coocvviieeee ettt e s rte st s e e e e s sae s sneee e ee s neerenneessasaeaasnne 5
2.1.2 BERAVIOTal FEATUTES .....evcvereieeiereiieentescctesesssseesssesess s s st essssssssesessssasassssnsssasesessssssenssnsesesnen 6
213 Biometric System COMPONENTS.........cceviiiriiireintee e srerrreereeeese s sesnte s sesasreessesseseseassssbane 7
2.1.4 Limitations of Unimodal Systems...... ettt et st st et ee et ee e eeneeeee 9

2.2 Multimodal BIOMetric SYSLEMS ......cociiiiiiii ettt et 10
221 Necessity of Multimodal Biometric SyStems .......cc.ccovvvvvnniniiniicnicniercie e 11
2.2.2 Multimodal Biometric Systems — SChEMES.......ccccvvrvererereercrecmrnrrncresiessesessiss e seneee e 12
223 Combining Information in Multimodal Biometric Systems — ‘Fusion’ ............ccccoeivinnnnnnnn 13
Chapter 3. Problem STatEMENT........coviercricieerreresree e st e s sveeserneessaesssresssrsessnecssasneesseensssessecnee 15
3.1 Performance Evaluation of Multimodal Biometric Systems......c.coecvvvirneerirnniennciinncee e 15
3.1.1 FAR (FalS@ ACCEPT RALE) ..ovveieiciirieriieeeneerieseestiite e seesteosessse s sr s teesenaneneesanennesenonsessaesnssnnes 17
3.1.2 FRR (Fals@ REJECE RALE)..ccveeeurrueineieninrienneteseeserasinessecereecn s ses st seessnassaesresnnssonesenesansessnnee 17

313 GAR (GENUINE ACCEPT RAEE) cuvereiiieeciiei e ettt st srse e cne e s s esne 18




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

3.1.4 EER (EQUAl Error RAe) . ..ccviiiiciiiiiieeciceceintentteis e v s sre st st sra e sae e bt e e s maesmn s 19
3.1.5 FTA (Failure to ACQUIre Rate) ..o veevveveniiniinrei ettt e sessnosesrenens e 19
3.1.6 FIR (False 1dentification RAtE) .....c.cuevieceiiiiiiiiieiiectee et ceeeseee e s e e st sn e saeeseanes 20

3.2 AStatistical APProach ....ccoiviiiiiiiniiiii et s s s 21
33 AULOMAted ANAIYSIS ...occveriiiicii i e s s 23
34 Problem Definition ... e s 25
Chapter 4. Method Of ANAIYSIS ...covveiriririiiii et se e sre e e seesee s 27
4.1 Dataset Partitioning MeEthOdS.........cii it sttt s sbes b seeesemeesane 28
4.2 NOrmalization METNOAS ..ottt s e nesae s 29
4.3 Data FUSION MEEhOMS ......c.cociiiiiiiiiii e e e 32
Chapter 5. Method of APProach.......iiii e s 40
51 System Modules - ArChiteCtUre........o.iiiiiiiiiciiiie et 40
5.2 System AlGOTIthM ...ci i e e s 42
53 Implemented Software Application COMPONENTS ......c..cooviiiiciiiiiini e 43
5.4 Multimodal biometrics database ......coocvviiiiiiiiiiiiii e 44
5.5 TeSt Data GeNErator......cocciiiiiiiciiiitcie e e e e 45
5.6 Test Database.....cccoccorici it e s s e e 46
5.7 BSSR PrOCESSON ...ciiiiiiiiiii ittt s e e e et e ab bbb s be b saae et s aba e 50
5.8 MOUAITEY SCOTES. ...t e et e b st beeba e s nesaressnsesane 50
5.9 MUBI ANAIYSTIS TOO ..ceiniieeieiie e crtiete st et oritce b ae s bt e be e e samts e s ssesesnas e sesaesnaeenesanenss 51
5.10 Reporting and Graphing ModUIE ..........cccoriiviiiiniiiii e 51
511 System CONTrOHEr ..ottt s e s 52
Chapter 6. Sample Experiments & RESUILS .......ccoviiiiiimiiiiiiiiii et rereas 53

6.1 Experiments Setup — Random Test VAlUES ......cooccvvviiiiiiiiniiiiiii e ssene e cene e sasaessons 53




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

6.1.1  EXPErimMENT RESUILS ...uereirieeiiieciireecieeetee s vteeseresenteeessseesesaessnneesnne s teassaneesansessnseessnsessnssassssnseaeses 57
6.2 Experiments Setup — Comparative ANalysiS.........cocviriiriiiienininn et e 64
6.2.1  EXPEriment RESUIS .....oiiiiiiieiierteiec ettt ettt sttt saae s sras st e e s an s 66
Chapter 7. 160 T Vol T 11T o O OO IUP PO OUPRRE 77
7.1 CoNFBULIONS ..ot e s et eee e 77
7.2 FULUre WOTK .o svr e e et ee e ere e e reaa e e e et r et s be e a bt e ar e eaa s 78
BIDIOBIaPRY .ottt st ehee et et saee s ba et sebs besebe e saen e e es 79
VIEQ AUCEOTIS ... ceeiiiiiiiiicc ittt sr e s se e e be s e sab e s heas s sbae e s bebe et s s abeesobbessabasensnbenes sessrnensabsnsein 83




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

List of Tables
Table 1: Data set partitioning, data normalization and fusion methods used in previous work. .............. 28
Table 2: Summary of Dataset Partitioning Methods. .........cccorvermnviniiiinneninec e 29
Table 3: Summary of common Normalization SChemes. .........vvvvviverermeeiciirei e 32
Table 4: Summary of FUSION MEENOAS. ......ccvviiiiiciec et essreeesrrsessaeneesennessansasssneenonnnens 34
Table 5: Noise rates applied to modality scores in previous work. ............ 35
Table 6: NIST BSSR1 Modalities PAarameters. ..o nessssnssns s sennens 45
Table 7: Table BIOMETRIC_MODALITIES STrUCLUIE. ...c.erveriierereneieieeirecriiisiis sttt essne e ssnessrens 47
Table 8: Table MODALITIES_CONFIGURATION StIUCEUFE. ....c.coeerreeeiiieviiiiiiiiimrntsseanin s osnens 48
Table 9: Table MODALITY_GENUINE_SCORES STrUCLUre. .....ccceerieiiericriiiice et 48
Table 10: Table MODALITY_IMPOSTOR_SCORES STrUCLUTE........ccevtiitiiiriimnmriiiiirsrenis i sseseesssssvossens 48
Table 11: Table TEST_SETUP_MASTER StIUCEUE......cccuevvirierierie vt e seesicnnre st sesssssisssesessreesaessesssssnene 49
Table 12: Table TEST_SETUP_RESULTS STrUCTUIE. .....ccceiiimiiiiiiticiciricie i snn s conees 50

Table 13: Test setups in (Gan, 2007). The configurations marked have been used for experiments in this

paper...

........................................................................................................................................................ 65




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

List of Figures

Figure 1: Common biometric traits (A. K. Jain, 2004) ........coeiiiireiiieciieeecseeiee e e seeseseseesesnesenen s essenes 4

Figure 2: A comparison of various biometric traits for properties (Jain, 2004) (H=High, M=Medium,

Figure 4: Comparison of multimodal biometrics system and unimodal systems in performance measured
IN GAR QBAINST FAR. ..eiiiiiiiiiiiii sttt e e ee s s s e et e e e s sosassaasaesestssssenssasasbsabbnbrabaaae seneas 12
Figure 5: Performance of various biometric systems using standard measurable (Biometrics, 2008} ...... 15
Figure 6: {a) Impostor and Genuine scores distributions for threshold t with corresponding FMR and

FNMR. (b) Receiver Operating Characteristics (ROC) curve with varied operating points resulting in

different FMR and FNMBR. (A. K. JAiN, 2004) ...ttt sresresaesnsssassse e seesseessrecssss saeesansesaneos 16
Figure 7: ROC curve indicating the Equal Error Rate (EER), where EER = FNMR = FMR........ccoveivernnnnnn 19
Figure 8: Density plot for left finger modality using original SCOres.......ccoireiriniirecnrcnni e 35
Figure 9: Density plot for Face C USiNg OriginNal SCOTES ....uuiviiriririrenrisierintesriseeceneersirtentesinesssnssnsesresns 36

Figure 10: Probability density curves for right index finger with original scores and scores with 10%

Aeviation e ........ooiiiiiiii e e e e n b 36
Figure 11: ROC curves for combined modalities with simple product fusion ...........c.cccceenviincninninnn, 37
Figure 12: Datasheet excerpt from Bioscrypt's V-Station biometric system.......cccverincrmnniniccinnenienae, 39
Figure 13: Automated SYStemM MOAUIES ..........oooveiiiie et stre s rnereaee s ntne e saeneesamneessas 41
Figure 14: Test Database Tables and Relationships........cccociiiiiniiiiiicc 46

Figure 15: BIOMETRIC_MODALITIES table with initial test setup data from NIST BSSR1 biometric
database........................................‘ .............................................................................................................. 53
Figure 16: MODALITY_GENUINE_SCORES table with initial test setup data from NIST BSSR1 biometric
AAtADASE. ..ottt e e e e e b b R R e r e res 54
Figure 17: MODALITY_GENUINE_SCORES table with initial test setup data from NIST BSSR1 biometric
QAtADASE. ..ottt e e e e bhs R bbb R s e res 55
Figure 18: MODALITIES_CONFIGURATION table as configured for the sample test environment consisting

of three multimodal biometric systems, each with two modalities. ........cc.ccevemrnriiiiniiiiiienenn. 56




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

Figure 19: TEST_SETUP_MASTER table outlining the configuration for test multimodal biometric systems
with partitioning and fUSION SCREMES.........cociiiiiii et et na e 56
Figure 20: ROC curves, without fusion, for multimodal system ID [7f060644-f3e0-47f8-bf25-
18FIIBAAAABI... e e cneererieierterr e e e e et e eer et e b sr b bR s 58
Figure 21: ROC curves, without fusion, for multimodal system ID [bad95161-abcd-4859-a02c-
C12E08TBE37 4] evrieiiiiriiieee i iriiiee e st s e e s e st e e e e e SR Et e e e e e e e ee e et e s e R e e e e e e brneesasanetee sananaaees s 59
Figure 22: ROC curves, without fusion, for multimodal system ID [51ba6a89-9de0-4e13-afa3-
€20593E063G] .eivveriireerreriieereeiiteriierreraressesssessresieaeeeste e bt aest e st e s h e e aaesabe e shes b e et e e se b aabe e beesRbeenren eeenesenee s 60
Figure 23: ROC curves, with fusion, for multimodal system ID [7f060644-f3e0-47f8-bf25-18f99844da8f]

Figure 24: ROC curves, with fusion, for multimodal system ID [bad95161-abcd-4859-a02¢c-
(o L0 e Lo iy 2 Y U TSR 62

Figure 25: ROC curves, with fusion, for multimodal system ID [51ba6a83-9de0-4e13-afa3-c2d593ae0639]

Figure 26: Comparison of test multimodal systems using the GAR value against the FAR value of 0.1%. 64

Figure 27: ROC curve, without fusion, fOr TESt SETUP L. .cccivrviierriiiiieriiiier e ccriereeessersresssesnnnessssnsnnene 67
Figure 28: ROC curve, without fusion, for TESt SETUP 2. ...coivciiiiiiiiiiniciiree e ccsieneeeseeneeesssssnnnesssssnnene 68
Figure 29: ROC curve, without fusion, for Test SETUDP 3. ....veviveerrceremiirrriirre s e csreeessnesssneessserseseerssemsenss 69
Figure 30: ROC curve, without fusion, fOr TESt SELUD 4. ..ceivvieiiiiiieeriiireceeserescereee s resnreesssesneecesseennene 70
Figure 31: ROC curve, with fusion, for Test setup 1. Utilizes Simple Sum rule based fusion. .................... 71
Figure 32: ROC curve, with fusion, for Test setup 2. Utilizes Simple Product rule based fusion................ 72
Figure 33: ROC curve, with fusion, for Test setup 3. Utilizes Simple Minimum rule based fusion............. 73
Figure 34: ROC curve, with fusion, for Test setup 4. Simple Maximum rule based fusion used. ............... 74

Figure 35: Comparison of the performance of multimoda! systems configured in Test setups 1, 2, 3 and

O OOt 75




Performance Analysis of Multimodal Biometric Systems — An Automated Statistical Approach

Modalities —

Unimodal -

Multimodal —

Matching scores —

DoE -

FAR -

FRR -

Glossary of Terms

physiological or psychological biometric traits used in biometric systems to
identify individuals. This can also be used to identify any algorithms employed in
the identification process.

biometric system utilizing only a single biometric trait or a type of algorithm for
purposes of identification.

biometric system utilizing multiple biometric traits or multiple flavors of
algorithms to be used for the purposes of identification.

numerical values identifying the similarity in the biometric data retrieved from
the individual to be authenticated and the data stored in the biometric
database.

Design of Experiments refers to an experimental method used to study factors
and their interactions statistically through methodically controlling their values
within a system to be studied.

an error measurable in a biometric system identifying the system’s rate of
accepting an impostor based on the biometric signals provided.

an error measurable in a biometric system identifying the system’s rate of
rejecting a genuine user based on the biometric signals provided.
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Chapter 1. Introduction

Authentication for the purpose of securing resources and accurately identifying individuals has evolved
into the field of biometrics. Biometric systems are being deployed within government offices, high
security facilities, major corporations, etc. to deny or allow access to resources. Further, as an
identification tool, biometric systems allow enforcement agencies to identify suspects, for immigration
authorities to authenticate travelers, etc. Within the field of biometrics, this has been made possible by
using human physiological and psychological traits that can be measured through hardware including

sensors and cameras.

Usually, a biometric system utilizes a single trait to identify individuals. Such systems suffer from
performance issues and have paved the way for multimodal biometric systems. Multimodal biometric
systems combine data from various unimodal biometric systems to achieve improved performance in its
authentication abilities. Since the combining of data can occur at various levels and through different
permutations, it is important to understand and evaluate the performance of such systems. A realistic
factor that affects the performance of biometric systems is the influence of noise through various
sources including faulty devices, change in traits, to name a few. This variability further enhances the

need to study the performance of these systems.

Given biometrics is a young field and evaluation of such systems with any systematic approach younger
still, some attempts have been made to analyze performance of multimodal biometric systems
{Biometrics Testing and Statistics, 2006) (P. Jonathon Phillips, 2007). These evaluations, however, are
done under controlled test environment for a particular set of biometric modalities or for specific
applications. In {(Gan, 2007), the author has provided a framework to analyze multimodal biometric
systems to measure their performance using the DoE framework, but has had to carry manual

experiments utilizing the MUBI tool (Samoska, 2006), which can be time consuming and cost ineffective.

Much of the performance evaluation is done using existing multimodal biometrics' databases that
include matching scores for unique biometric traits. Evaluations are performed only through
combinations of these modalities limited to the databases. The considered parameters or noise levels

are also limited and may not be completely representative of the systems under study or may not apply
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to individual modalities. For example, considering a 5% deviation across a multimodal biometric system
as noise representing face modalities and finger modalities may not be a true representative. Noise is
more likely to occur in hardware to detect fingerprints than face images due to its nature. Subjects
directly interact with the fingerprint scanners while face images are taken through cameras without

direct interaction with the subjects.

As evaluation is performed within the scientific community, measurements are usually reported through
numbers. A better evaluation matrix is necessary to enable non-scientific community to analyze

multimodal biometric systems in comparison with each other.

The intent of this thesis paper and the research performed within the premise allows for a study of the
performance evaluation of multimodal biometric systems, especially under the influence of noise.
Various existing applications, that enable users to measure the performance of biometric systems, have
been researched and their functionality enhanced to allow for evaluation of a larger dataset with user
defined modalities. Better reporting matrix have been included that allow users to perform a more
direct comparison of multimodal biometric systems. An automation of existing applications has been

performed to decrease the cost associated with the evaluation process.

The remainder of this paper has been organized into the following sections. Section 2 provides a more
detailed understanding of biometric systems, unimodal and multimodal. It also presents the schemes of
data combination to create multimodal biometric systems. Section 3 discusses the various performance
measures that have been identified to evaluate a multimodal biometric system. In section 4, the
theoretical framework identifying the method of analysis has been presented. Section 5 discusses the
implemented system that supports, in theory, the proposed methodology for evaluation. Section 6
provides test experiment setups, results, and finishes with a discussion of these results. Section 7

presents the conclusion and scope of future work.
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Chapter 2. Overview of Biometric System
in the present world scenario, the need for security ranging from simple applications such as protecting
copyrighted material to sheltering a country has reached a new dimension. The shift from printed media
to digital information, movement of people due to globalization and increasing crime are just some of
the reasons that have fuelled the need for accurately identifying a person, or validating a person’s
identity. The response to such requirements has spawned the use of biometrics, an evolving field of
science and resulting technology that enables identification (and verification of the identity) of
individuals based on physiological and psychological traits. Essentially, biometrics emerged from its
extensive use in the field of law enforcement but is increasingly being employed in other high security

applications, including many civilian applications (A. K. Jain, 2004).

2.4 Biometric Systems

A biometric recognition system encompasses a shift from traditional identification and authorization
mechanisms such as passwords, secret phrases, etc. to the use of features that humans inherently
possess or can develop (J. Ortega-Garcia, 2004). A biometric system uses features in humans that can, to
a degree of certainty, establish a person’s identity. Consequently, a biometric system can be likened to a
pattern recognition system. A hiometric is an individual biological characteristic that can be a candidate
for identifying a person pending the following requirements (K. Defac, 2004) (A. K. Jain, 2004) (Thieme,
2003):

e Universality: The physiological or psychological trait must be present as a common
characteristic in all human population.

e Distinctiveness: The trait must differ (in the measured value) between people.

e Permanence: The trait (specifically the measured values of the trait) should remain unchanged
over a period of time.

e (ollectability: The trait must be measurable quantitatively.

Given in Figure 1 are some common biometric traits utilized in identifying individuals.
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Figure 1: Common biometric traits {A. K Jain, 2004}

Once the candidate traits for a biometric system have been identified, the system must still consider

other issues in implementation including:

e Performance: This identifies the accuracy and speed of the system in achieving the desired
functionality, the resources required to achieve the accuracy and speed in the identification
process and the operational and environmental factors that affect the accuracy and speed of the
system.

e Acceptability: All biometric systems interface with the human population, who are also the end
users of the system. Therefore, the acceptability of a biometric system determines whether the
biometric characteristics (or the system as a whole) are acceptable to the general public, and to
what extent.

e Circumvention: This measures the ease of being able to bypass the system using fraudulent

methods.

The author in (). Ortega-Garcia, 2004) has identified and classified some of the commonly used

biometric features (also called biometric modalities). One of the key criteria of classification established
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in the paper distinguishes features as physiological or behavioral. Discussed below are the biometric

features reported, but not limited to.
2.4.1 Physiclogical Features

Fingerprints

This is one of the most commonly used features that have been used to identify humans. Prior to the
advent of biometric tools, fingerprints (captured on paper using ink marks) have been used extensively
in forensics for the identification and verification of criminals. Provided the advent of new technologies,
fingerprints are now captured using optical, capacitive or ultrasonic sensors, that measure the ridges,

valleys and islands in a fingerprint.

Face
Humans are conditioned to recognize each other based on facia! features. Consequently, facial features

2

can be considered an “inherent” modality since it is widely used for recognition amongst humans.
Captured usually as an image, facial features are normally used for identification or verification in a
multimodal biometric system. Commonly used algorithms that support this process include measuring
the distance between the facial features. Another approach employs scalar comparison between parts
of the face using the sample image and the template set. Facial thermographs are also used as a facial

trait.

Iris

This type of recognition identifies a subject utilizing the trabecular pattern which is formed based on the
anatomy of the eyes’ structure. It has been established that the iris in a human being retains its
structure over time without being affected by the environment. Using the scanned images of the user’s
iris and those existing in the template database, the identity of the subject can be established through

an image processing technique.

Padmprint Recognition
This modality includes matching features from a complete palm print. This is more accurate that using
fingerprints provided the larger set of features available in the palm as opposed to those in a finger. The

prints are captured using an optical CCD device and the measurements performed check for point
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features identifying the deltas, ridges, islands and ridge ends, or line features including any wrinkles, or

the texture of the skin.

Hand Geomnetry
Using hand geometry in biometrics involves measuring various parameters of a hand including the size
of the fingers, the spacing between the fingers, and any other structural factors that can contribute to

the uniqueness of a human hand. Comparison between images is employed to authenticate the user.
2.4.2 Behavioral Features

Vaoice

Speech recognition can be used in a biometric system and can establish the speaker’s identity by
processing the speech signal. The anatomical structure of the speaker can be identified using the
amplitude spectrum of the speech patterns. The methodologies used in the process include dynamic

time-warping, neural networks, and hidden Markov models.

Handwriting

Also generalized with the term “signature”, handwriting is a trait that can, to a degree of confidence,
identify a subject or verify the identity of a subject. A person’s signature is legally accepted as a
verification measure, although it is not scrutinized as per the true meaning of, and the implementation
of biometrics. For true biometric systems, the verification of handwriting is performed by studying its
time parameters such as velocity and acceleration, or its feature parameters. This is referred to as online
signature verification in which case the sample is available for analysis while it is being written by the
subject. Offline signature verification is performed with an existing sample. The measures include the

shape of the letters, the pressure of the letters, their luminescence, etc.

Given on the next page, in Figure 2, is a list of common biometric traits and their performance based on
the properties of universality, distinctiveness, permanence, collectability, performance, acceptability

and circumvention {Jain, 2004).
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Figure 2: A comparison of various biometric traits for properties {Jain, 2004) (H=High, M=Medium, L=low}

2.1.3 Biomelric System Components

A biometric system, which can be used either under the verification mode or under identification mode,
accepts as an input some biometric data from an individual and extracts a feature set that is then
compared with the template set in the system database. A common biometric system consists of the

following modules:

e Sensor module: This is the interface that captures the biometric data from an individual during
enrolment (initial registration of a genuine user’s biometric information) as well as the
identification step. This module usually consists of the hardware that interfaces with the users
such as cameras, voice recorders, fingerprint scanners, etc.

e Feature extraction module: This module processes the captured biometric data to extract the
feature set (set of distinguishing features). The extracted “features” depend on the type of
biometric modality being considered and the algorithm being used. For example, the feature
extraction module may report the length and width of fingers, provided a hand is being used for

comparison.
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e  Matcher module: This module compares the feature set against the template set stored in the
system database to generate matching scores. The data in the template set is the information
set captured during the enrolment process. This data is represented according to the chosen
feature extraction algorithm. The biometric signal presented in the identification or verification
process is extracted using similar feature extraction algorithms and compared by the matcher
module. The matching scores generated indicate the probability that the user is either genuine,
or impostor. Normally, a decision module is also available within the matcher module. The
decision module makes the decision on the authentication of the subject based on the matching
scores and a defined threshold value.

e System dotabase module: This consists of the database containing the template sets of all
enrolled individuals. The biometric information gathered during the enrolment process is
verified to ensure quality expectations are met and then recorded in a usable digital form. For
example, the scanned images of fingerprints, through feature extraction module, can be
recorded as distance between ridges and valleys, the number of deltas, forks or ridge endings,
etc. The matcher module uses the information in this database against which it verifies the

identity of the subject.

Provided in Figure 3, are all biometric system components as used during the process of enrolment
(initially recording user data that is used to authenticate the user later), during the process of
verification and during the process of identification. The flow of information between the components is

also indicated along with the matcher module’s results.
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Figure 3: Diagrams identifying system modules within various application context modes {A. K. Jain, 2004}

2,14 Limitations of Unimodal Systems

Due to its infancy, and to a degree the limited acceptance of the technology, majority of the biometric
systems in place are unimodal systems, i.e. they rely on a single biometric trait to identify (or verify the
identity) of a person. Such systems have low performance in terms of their ability to identify a person
with confidence measures necessary in security critical applications such as forensics and federal
programs. Some of the issues with biometric systems commonly in use today have been identified in (A.

Ross A. J., 2004) and discussed below.
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There might be noise present in the data due to factors including defective equipment used to
collect the biometric signals, alteration in the biometric trait itself owing to physical injuries or
due to health conditions. Noise due to the limitations in the physical environment may also be a
factor. This type of noise includes lighting conditions, humidity, heat, etc.

Intra-class variations are caused by changes in the subject’s interaction with the system during
enrolment and identification phases. For example, the user may improperly scan his/her
fingerprint by placing the finger on the scanner inaccurately, or there might be a difference in
the lighting conditions. Another reason for intra-class variations is the difference in the
equipment itself. During enrolment, an optical state fingerprint sensor might be used and during
the identification process a different solid state sensor might be used.

Inter-class variations (or lack thereof) indicate the potential commonality in the measured
features amongst the population. These similarities are usually magnified in case of biometric
traits that are anatomically controlled by genetics. For example, facial features and voice are to
a large extent similar in related individuals such as parents and children and amongst twins.
Non-universality refers to the limitations in the presence of a biometric trait across all human
population. It has been observed that not all (if any) biometric traits are universal. Even
fingerprint, largely considered to be a uniquely identifying feature in humans, is not available in
2% of the population rendering it useless for those.

Spoof attacks are performed by individuals unlawfully accessing sensitive resources by acting as
masqueraders of authorized users. These attacks are usually carried out by replicating
behaviorat traits including voice and handwriting. Physical traits are also replicated, although

not frequently.

Multimedal Biometric Systems

As the name suggests, muitimodal biometric systems combine biometric information from muitiple

sources to establish the authenticity of a person. As identified in (A. Ross A. J., 2004), multimodal

biometric systems resolve, to a degree, the issue posed by non-universality. This is done by taking into

account multiple biometric traits that can better identify a person when used in conjunction as opposed

to a single modality. Multimodal biometric systems also act as deterrent to spoof attacks by making it
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more difficult to replicate the information since any illegitimate use will require the subject to imitate

multiple features. More details have been provided in the following sub-section.

2.2.1  Necessity of Multimodal Biometric Systems
In section 2.1.4, some limitations of biometric systems relying on a single trait or modality have been
identified. Multimodal biometric systems counter these limitations and present an improvement in the

authentication performance. These improvements have been listed below.

¢ The noise present in the data due to factors such as defective equipment, alteration in the
biometric trait or limitations in the physical environment have a lesser probability of affecting
multiple hardware and multiple traits. Hence, a multimodal biometric system ensures
improved performance.

¢ Intra-class variations are mitigated provided any degree of difference in user's interaction with
a particular component of a multimodal system is distributed over the entire system during the
authentication process, therefore, lessening its effects. The probability of change in hardware
throughout the system is also less compared to a single modality biometric system.

¢ Inter-class variations are also mitigated provided the commonality in physical or psychological
traits within individuals is of much lesser probability than a single trait.

¢ Non-universality is addressed in multimodal biometric systems due to the increased size of the
biometric traits’ set. The probability of finding a biometric signal to authenticate a user
increases with an increase in the number of modalities.

e Spoof attacks are also limited in multimodal biometric systems, simply owing to the number of

biometric signals that must be imitated to carry out such an attack.

Muitimodal biometric systems, consequently, provide an improved performance over unimodal systems
in their ability to authenticate a user in presence of various limiting factors discussed above. In addition,
multimodal biometric systems also provide improved security within the systems themselves. Provided
below, in Figure 4, is a sample chart comparing the performance of a multimodal biometric system and
individual biometric systems. As can be observed, the black curve representing the combined

multimodal system has a better acceptance rate for genuine users than both unimodal curves (individual
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modalities) represented by the other two curves, for any given value of FAR. An understanding of the

genuine acceptance rate (GAR) and the false acceptance rate (FAR) has been covered in a later section.
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Figure 4: Comparison of multimodal biometrics system and unimodal systems in performance measured in GAR against FAR.

2.2.2 Multimodal Biometric Systems - Schemes
As described in previous sections, a multimodal biometric system is created by combining various
unimodal systems. The information retrieved in these individual systems is combined to create a

multimodal system. In such systems, the information can be combined through (Nandakumar, 2005):
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Multiple sources of a single biometric trait such as index fingers from the left and the right
hands. In such case, the “index finger” provides the single biometric trait while the left and the
right fingers, specifically, provide the biometric signal that is combined.

Different equipment types to enroll a single biometric trait such as an optical state sensor and a
solid state sensor. In such cases, a single biometric trait (and a single instance of that trait) such
as an index finger is authenticated through multiple sensors. Information from each sensor is
combined and provides an overail matching result.

Multiple feature extraction or matching algorithms used on the same biometric data to provide
separate results to be combined. Biometric signals from the same trait and same equipment are
processed through more than one feature extraction module or matching module. Information
from these is combined for an overall result.

Multiple enrolment records for a single biometric trait such as various angles of the face.
Information from different biometric traits such as face, fingerprints, retinas, etc. This, as a true
multimodal biometric system, utilizes muiltiple biometric modalities (or traits) and combines

information retrieved from these into a single decision level score to authenticate the user.

Combining Information in Multimodal Biometric Systems - Fasion’

Combining information within multimodal biometric systems is referred to as the process of fusing

information. The information captured from various sources following the schemes mentioned in the

previous section can be fused at any of the following levels (Faundez-Zanuy, 2005):

Sensor module level: The information from a single biometric trait can be captured through
multiple sensors. In this case, the information is usually in its native format. The combined
information can improve accuracy, ensure completeness of data or add more information to
the vector space. For example, images of a face taken at different angles can be used to
indicate depth in the image.

Feature extraction module level: At this level multiple features can be extracted from the same
biometric trait (signal), or feature vectors from multiple biometric traits can be fused to
provide a combined feature vector. For example, using a face image, the spatial data can be

fused with the distance in feature points.
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Opinion level: This essentially combines information at the matcher module in terms of
distance or similarity to result in a single combined confidence level of authenticity achieved
through a chosen normalization technique. For example, matching scores from multiple
biometric systems can be combined, through normalization at a similar scale, to create a single
matching score indicating the authenticity of the subject. This type of fusion is also called
matching level fusion.

Decision level: Fusion at this level requires a combination of various decisions made through
multiple unimodal biometric systems to achieve a final combined decision to establish the
identity of the subject. Usually, the decision output from a biometric system is in the form of a
probabilistic match between the provided biometric signal and the information stored in the
template database. As an example, an aggregate function can be applied to individual decision

probabilities to achieve a single unit authenticating a subject.
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Chapter 3. Problem Statement

3.1 Performance Evaluation of Multimodal Biometric Systems

Performance in biometric systems, measured in terms of their accuracy, ease of use, speed, and other
measurable is paramount given the increasing use of such systems in high security applications in
government organizations, as well as in solving crimes through forensics. Given the access to
information and the need to secure the same, biometric systems are on the rise in commercial
applications as well, enhancing the requirement for such systems to perform well in varied
circumstances. A comparison has been provided below in Figure 5. (EER, FAR and FRR are measurable

units for biometric systems explained in the following sections).
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Figure 5: Performance of various biometric systems using standard measurable {Biometrics, 2008)

Since multimodal biometric systems are more useful in comparison to unimodal systems, the thesis
strives to provide a framework to evaluate such systems in an automated environment, however, under
noise conditions that are unavoidable in commercial settings, following the findings in {Gan, 2007). The
application proposed within this paper performs evaluation of biometric systems automatically to

provide a scalable system that can then be used commercially or for further research.
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According to (A. K. Jain, 2004), the two primary types of errors caused by a biometric verification system
are the false match rate (also called the false accept rate or FAR) and the false nonmatch rate (also
called the false reject rate or FRR). The false match rate is the degree of the system inaccurately
accepting biometric inputs from two individuals to be the same person. The false nonmatch rate is due
to the system rejecting inputs from the same person as being from two different individuals. Since a
biometric system results in a matching score, a threshold is identified in context of its application for
which a genuine subject would need a score higher than the threshoid. The false match rate is inversely
related, while the false nonmatch rate is directly related to the system threshold. Figure 6 (a) provides
the probability distribution curves of the genuine and impostor matching scores. Against a chosen
threshold, t, the FMR and FNMR have been displayed. Figure 6 {b) provides a curve for a function of FMR
and FNMR. Provided is a generalization of application types as applied to the curve. As can be observed
in the figure, forensic applications are tolerant to a higher FMR, which allows for a higher pool of
suspects, while applications (or resources) that require a higher level of authentication allow a higher

FNMR.
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Figure 6: {a} impostor and Genuine scores distributions for threshold t with corresponding FIMR and FNAMR. {b) Recelver

Operating Characteristics {ROC) curve with varied operating points resuiting in different FMR and FNMR. (A, K. Jain, 2004}
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The FMR (referred to as FAR in this document from this point forth) and the FNMR (referred to as FRR in
this document from this point forth) are discussed in more detail in the following sub-sections. Also

discussed are additional biometric performance measures that are, however, used in limited scenarios.

3.1.1 FAR {False Accept Rale)
FAR represents the frequency with which a given biometric system identifies an impostor as a genuine
subject. Mathematically, the FAR is the ratio of successful fraudulent attempts and the total number of

fraudulent attempts. This is denoted by,

successful fraudulent attempts made for identity n
all fraudulent attempts made for identity n

FAR (n) =

’

where, nis a unique identity.
The overall FAR of a biometric system can be calculated as an average through the formula,

FAR (N) =% N_L{FAR(n),

where, N represents all identities being evaluated by the system.

The FAR represents a statistical value, and therefore is dependent on the size N of the identities against
which the biometric system is tested as well as the number of fraudulent attempts made. in an effort to
determine the FAR, a probability distribution curve is usually used that is an approximation of a
histogram representing the frequency of similar matching scores for genuine and impostor users (Figure

6). Mathematically, the distribution curve is represented as,

FAR (1) = || too p(s|impostor)ds,

where, t is the threshold on the scale of the matching scores identifying genuine and impostor users.
The FAR is the area under the impostor distribution curve with matching score values greater than the
threshold.

3.1.2 FRR {Faise Reject Rate)

The FRR represents the frequency with which a biometric system rejects a genuine user, failing to

correctly match the provided biometric signal with the stored template. Essentially, the FRR is the ratio
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of the number of failed authentication attempts for genuine users and the total number of

authentication attempts made for genuine users. The formula for the FRR is denoted by,

FRR (1) rejected genuine attempts made for identity n
n)= ’
all genuine attempts made for identity n

where n is a unigue identity in the system.

The overall FRR of a biometric system can be calculated using the average through the formula,

FRR (N) =% YN _ FRR(n),

where N represents all identities within the biometric system.

Similar to the FAR, FRR represents a statistical value dependent on the size N of the identities against
which the biometric system is tested as well as the number of authentication attempts made. In an
effort to determine the FRR, a probability distribution curve is used that is an approximation of a
histogram representing the frequency of similar matching scores for genuine and impostor users {(Figure

6). Mathematically, the distribution curve is represented as,

FRR () = f_too p(slgenuine)ds,

where, t is the threshold on the scale of the matching scores identifying genuine and impostor users.
The FAR is the area under the impostor distribution curve with matching score values greater than the

threshold.

3.1.3 GAR {Genuine Accept Rate)

The GAR represents the frequency by which a biometric system accepts genuine users as authentic. The
GAR is related to the FRR through the formula

GAR=1-FRR

Usually, to measure performance of a biometric system, the FAR is mapped against the GAR in an ROC
curve.
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3.1.4 EER (Egual Ervor Rate)

The FMR and the FNMR are both performance measures that rely on the chosen threshold values. The
Equal Error Rate, EER, on the other hand is independent of the threshold. In general, the EER is the value
on the ROC curve where the FMR and FNMR are equal. A low value of EER is considered to represent a
biometric system with highly accurate performance. The EER has been claimed to be unreliable and
limited provided any comparison performed between biometric systems using the EER is done within'a
small range of values, which may or may not provide a generalized result. Further, for the purpose of
comparing multiple biometric systems, EER has limited usefulness given the curves denoting the
biometric systems may overlap. Given below in Figure 7 is a representative ROC curve identifying the

EER.
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Figure 7: ROC curve indicating the Equal Error Rate [EER]), where EER = FNMR = FMIR

3.0.5 FTA (Failure to Acquire Rate)

The FTA (or FTC as Failure to Capture rate), identifies the frequency of a biometric system’s inability to
identify and correctly capture the biometric signal presented to it. The FTA can be considered as a
measure of noise within the biometric system since it usually results in inaccurate biometric data. This

type of error is usually caused due to the wear and tear in the biometric system’s equipment.
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3.1.6 FIR {False Identification Rate)
The FIR is the frequency of times a biometric system incorrectly identifies a genuine user and attributes
the user with an identity not his/her.

FAR and FRR are the identified measurable that are utilized to establish the performance of biometric
systems used by manufacturers. Further, the ROC curve (the FRR is replaced by the GAR and the
biometric system(s) is plotted with GAR and FAR) is also commonly used to compare multiple biometric

systems (Gan, 2007). {P.J. Phillips, 2000) has identified the following evaluation protocols.

e Technology evaluaticn: This involves testing the prototype algorithms and results in identifying
technological progress and promising approaches in controlled laboratory conditions. The
algorithms applied including those for acquiring biometric signals, retrieving feature sets from
the provided signals and generating matching scores are tested to identify the performance of
the biometric system.

e Scenario evaluation: Scenario evaluation revolves around measuring system performance of a
biometric technology within a class of applications under conditions resembling real world
deployment scenarios. As an example, the evaluation process might consider biometric systems
as applied to providing access to high security buildings.

e Operational evaluation: This tests a particular biometric system within a particular application
scenario. As an example, biometric systems might be tested to evaluate performance of

fingerprint scans at the JFK airport in New York.

Both scenario and operational evaluations of biometric systems are specific to applications and
situations. Consequently, the results from such evaluations cannot be generalized and do not promote
an understanding of the performance of biometric systems as well as a comparison of such systems
without the specificity of the environment under which these are studied. Technological evaluation of
biometric systems (considering various technologies employed within such systems) provides means for

a better analysis.

Within the context of technology evaluation, in (Gan, 2007}, the author has established the limitations in

traditional testing frameworks for performance analysis of multimodal biometric systems based on
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varied biometric traits, databases, algorithms, normalization methodologies and fusion methods. The
author has promoted factoring noise in performance evaluation since traditional tests provide
situational outcomes that are inconsequential in a generalized context. Factoring noise in the

performance evaluation allows users to conduct more realistic evaluations of biometric systems.

3.2 A Statistical Approach

With respect to evaluating performance of multimodal biometric systems, various assessment factors
exist including technological performance, security performance, user acceptance, identification and
verification performance, etc. Of paramount importance and of direct consequential value is a biometric
system’s performance in correctly evaluating the data presented to it to identify or verify a subject’s
authenticity. In (R. Snelick M. 1., 2003), the authors have provided a framework to conduct performance
evaluation of multimodal biometric systems. The authors have pointed the importance of fusion in any
multimodal biometric system (essentially to achieve a multimodal biometric system, a level of fusion of
data is necessary). They have also identified the benefits of performing fusion at the matching scores
level including the ability to use existing matching score databases available in the public domain {or
otherwise) and the ability to conduct tests without affecting existing biometric systems (since the
experiments are conducted on data generated by these systems). The following framework has been

suggested.

o [dentify the target set and the query set consisting of signatures known to the biometric system
and the signatures to be compared against the known signatures, respectively.

e Generate a matching score matrix (similarity matrix) for each pair of the target and query sets’
signatures.

e Create gallery sets and probe sets from the target and the query set, respectively. Repeat the
three steps for each biometric modality.

e Format the data from the different modalities into similar unit and ensure the size of the
similarity matrices is the same. An assumption is that all modalities are statistically independent
and can be combined to create virtual subjects (to indicate the information comes from the
same subjects).

e Normalize the data from different modalities into a common range of values.
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e Fuse the data from the various similarity matrices from each biometric modality to a single
fused similarity matrix.

e Using the fused similarity matrix with (with fused genuine and impostor scores), achieve the
performance measures including the FAR and the FRR. Create the ROC curve using the FAR and

GAR to evaluate the multimodal biometric system being studied.

The above mentioned framework guidelines have been used by the author in (Gan, 2007) to validate
performance of multimodal biometric systems under the influence of noise. The author indicates the
difficulties in establishing a testing system taking into account every noise source due to the exponential
growth of the noise factors. The use of robust parameter design has consequently been proposed to
identify the values for system parameters to institute a high performance, functional and robust
methodology. Design of Experiments (DoE) has been used within which a Parameter Diagram has been
created outlining the various system parameters including the biometric signals, the noise factors and
any control factors to generate the performance matrices. The author has further used the Gaussian
Noise Model to generate noise factors through deviations based on interval vaiues that are

representative of the general continuous values.

it has been pointed out that using a full factorial experimentation method will be cumbersome due to
the number of different combinations that can be achieved through the controllable and uncontrollable
factors (and provided the lack of support to carry out such tests without an automated framework). The
controllable and uncontrollable factors including the fusion methodologies, the normalization
techniques, the number of modalities considered, the distribution of noise within each of those
modalities considered, etc. result in an exponential growth in the number of possible test cases
(considering also the various levels of operation in each of these parameters). In (R. Krishnan, 2007), the
authors have discussed Orthogonal Array Based Testing Strategy (OATS) and displayed, with examples,
the increased effectiveness and efficiency in using orthogonal arrays to generate test cases. In most
practical implementations, OATS offers extensive coverage of the testing domain with minimal number
of test cases through pair-wise combination of parameters affecting the tests. A library of multiple

orthogonal arrays is available at the website htip://www.research.att.com/~njas/oadir/index.htm} that

includes arrays designed for various numbers of factors and levels. Even though orthogonal arrays

provide an effective means of designing test cases, they can be considered limiting within the tests for
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evaluating multimodal biometric systems given the benefits of even marginal improvements in the
performance of such systems. A more flexible approach and selection of test cases {even though limited

through OATS) is necessary for improved evaluations.

To evaluate the performance of the stated multimodal biometric systems considering a combination of
face and fingerprint readings using the NIST BSSR1 database, the author in (Gan, 2007) has generated an
evaluation matrix. The matrix consists of the control factors, discussed in the next paragraph, and
possible combinations of the same. The noise added to considered modalities, valued at various
deviation intervals, are the uncontrollable factors. Combinations of the values of these factors are
achieved by using orthogonal arrays. For example, an L9 Taguchi orthogonal array has been used to

specify the noise variations in the combination of the four modalities.

It has been observed that for performance analysis, partitioning the original dataset into training and
testing datasets, referred to as cross validation within the statistical analysis field, yields more accurate
resuits. To evaluate biometric systems, the partitioning of the BSSR1 dataset through one of the possible
partitioning schemes such as re-substitution validation, holdout validation or leave one out validation
results in a controlled factor to be considered in experimentation. Values for the normalization scheme

and the fusion method are the other controlled factors.

3.3  Automated Analysis

Evaluating a biometric system to verify its performance based on a defined set of controlled and
uncontrolled factors within the statistical analysis methodology can be time consuming. This complexity
stems from the fact that the number of test cases that can be generated for each of the system
parameters increases exponentially provided the noise factors, the fusion methodologies and the
normalization schemes that are considered. The number of modalities considered is also an influence.
Even though the test cases are reduced through the use of orthogonal arrays, previous use of manual
applications to determine the performance of multimodal biometric systems has been shown to be cost
ineffective. For example, in (Gan, 2007), the author has manually executed 126 experiﬁents using
various fusion methods and normalization schemes, with limited results. The solution proposed in the
past employs tools that allow the user to perform some automated analysis, but still requires manuat

interaction with the system. This also poses as a limitation to the analysis capabilities.
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Discussed in this section are the primary tools used to perform the experiments to analyze the
performance of multimodal biometric systems based on the theoretical framework discussed in the

previous section.

3.3.1 WNIST BSSR1 Database

In (Gan, 2007}, the author has chosen the NIST BSSR1 database as the database of choice for genuine
and impostor matching scores. The BSSR1 database is a true {(actual subjects) multimodal database and
it provides the largest dataset available in the public domain. The BSSR1 contains matching scores in
three variations; one set combining data from face and finger fusion, one set combining scores from two
fingers fusion and one from combining two different algorithms. Further, each of these variations
contains matching scores from 517, 6000 and 3000 subjects, respectively. The matching scores have
been captured through cross comparison of all subjects in similarity files. Each file contains one genuine
score and remaining impostor scores. As used in (Gan, 2007}, only the data set combining the face and

finger modalities have been considered to evaluate the resulting multimodal biometric system.

3.3.2 BSSE Processor

The BSSR Processor is a Java application that operates on the BSSR1 database. The author {Gan, 2007)
has implemented the functionality to generate comma delimited files for genuine and impostor scores
that are used as input to the MUBI tool. The files are generated, one each for the faces and fingers
modalities. Noise is also added to the scores through the use of Gaussian noise generator module within

the processor.

3.3.3 MURBI {Anolysis Tool}

MUBI is a Java application developed at West Virginia University as an analysis tool for biometric
systems by evaluating matching scores through a selection of fusion and normalization techniques. It
allows the user to submit genuine and impostor scores in comma delimited files, one each for multiple
biometric modalities. The user can then choose a normalization scheme and a fusion method to plot the
density curves of genuine and impostor scores. As an output, MUBI also provides the ROC curves for the
modalities of choice. This enables the user to understand the performance of the single multimodal

biometric system.
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3.4 Problem Definition

Even though earlier work has been done in measuring performance of multimodal biometric systems
under the influence of noise factors (Gan, 2007) through experimentation, the existing tools such as the
NIST BSSR1 database, the BSSR Processor and the analysis tool MUBI limit the test cases that can be
generated due to the manual inputs. The experiments performed in the previous work have been
conducted over a single dataset with provided modalities. To carry out meaningful performance
comparisons for multimodal biometric systems over different biometric databases will require
additional experiments with consideration to the levels of noise introduced in the system. From a
usability point of view, it is also difficult to measure performance of various multimodal biometric
- systems against one another. Such a usage scenario will require the user to manually identify each
multimodal biometric system individually and use the existing tools repeatedly to evaluate their
performance separately. The results gathered will then have to be manually compared to generate a
performance evaluation report. This process is tedious as well as time consuming. Further, use of the
BSSR1 database limits the cases under study to a specific multimodal biometric system evaluation,
provided it includes matching scores for face and fingers, fingers, and alternate algorithms only. The
chosen intervals to introduce noise in the system also create system boundaries for the analysis

performed.

Due to the shortcomings discussed above and the requirements of performance evaluation of biometric
systems, the technical and commercial viability of the studied framework has its limitations. This thesis
and the resulting application strive to automate the process of generating test cases and input to the
analysis tool. It is the intent to allow users the ability to combine matching scores from various
multimodal databases that are similar in structure to create a larger subject set. The user will be allowed
to configure the noise intervals and the range of values for each. Depending on the dataset, the
biometric systems will be generated automatically by considering individual modalities and by
generating subsets of the modalities from the provided dataset. The proposed tool will scale the
analytical capabilities of MUBI to generate reports and graphs using the ROC curve as a function of FMR
and FNMR. The reports and graphs comparing the multimodal biometric systems will be created

automatically based on user preferences. These can then be used in a generalized context to evaluate
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competing multimodal biometric systems and identify the commercial viability of such systems under

various conditions of noise.
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Chapter 4. Method of Analysis

The purpose of this thesis is to extend and improve on the work that has been done in evaluating the
performance of multimodal biometric systems from a statistical analysis point of view by automating the
established framework. It is also the intent to develop an application that allows more freedom in the
user’s ability to control the test parameters including those for the noise factors, modalities, etc. It
allows the system to operate over a larger dataset by combining multiple multimodal (or unimodal)
biometric databases. This section identifies the observations made by authors in previous work {Gan,
2007) and consequently establishes the underlying theoretical and experimental framework as a

solution to the discussed problem statement in extending the work completed so far.

In (Gan, 2007), the author has performed experiments to measure the performance of a multimodal
biometric system consisting of facial images and fingerprint modalities. Using the framework discussed
in section 3.2, the author has generated an evaluation matrix through the use of orthogonal arrays. The
control parameters used include the data set partitioning method, the normalization schemes and the
fusion methods. Given below, in Table 2, are the factors and the possible values. The table is followed by
a summary of each factor including all partitioning methods, normalization methods and fusion

methods, and indicates the underlying mathematical basis of each.

Factor Name Possible Values

Decimal scaling norma

Normalization Method Z-score normalization

Sirﬁpie prdduct rule based fusion

" simple minimum rule based fusi
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Factor Name Possible Values

{ > Simple maximum rule based fusion

L BiﬁmetncGam 'ég:;jsénst 2m;:si:ssmrbase fusion.

Table 1: Data set partitloning, data normalization and fusion methods used in previous work.

4.1 Dataset Partitioning Methods
As identified by the author in (Gan, 2007), dataset partitioning into training and testing sets is vital in

conducting analysis of biometric systems’ performance. It allows the evaluators to hypothesize various
parameters to control the biometric systems’ setup and measure performance using the training set to
achieve optimum values. The performance of the system within these parameters is then validated
through the testing set. Partitioning of datasets can be achieved through the following three methods,

discussed in Table 3.

Partitioning Method Description

'Usmg thss method a!i vaiue“

tes'émg datase‘{

In this method the user ndentzfles a percentage of the orlgmai dataset
for the testing data. The values are then chosen randomly from the
Holdout Validation original dataset up to the percentage value specified to form the testing
dataset. The remaining values are used for the training {or validation)

dataset.
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Partitioning Method Description

.. Coasequently, fm th;s methcd i st e

data pomt resuitmg ina tota! 03’ !‘é

[y ic;rsgma:i.;dat-‘aagéig,v

Tabiz 2: Summary of Dataset Partitioning Methods.

4.2  Normalization Methods

Usually, the matching scores of different modalities are provided on different numerical scales (also
dependent on the matching algorithm used). To create and study the performance of a multimodal
biometric system, these scores must be considered within the same scale. For the purpose, data
normalization is used. The author (Gan, 2007) has identified the importance of the chosen normalization
scheme to be robust to discount the presence of outliers and efficient to identify values as close to the
values observed if the distribution of the data points was known. Various normalization methods used

have been presented below in Table 4.

Mormalization Scheme Description

pointdilinthe dat
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Normalization Scheme

Description

Decimal Scaling

Normalization

As udem fied, the mins max scheme is not. rabus‘t

in th;s normaftzat fon scheme the normaézzed va!ue is ach;eved by movmg

the decimal point of the original data value. The number of decimal places

moved depends on the maximum absolute value of the dataset.

Mathematical Representation

a(i)
T 10¢

where, d'{/) is the normalized value for the data point d{i) and ¢ is the

smailest number such that max{{d'{i}}js1

This method can be applied if the matching scores of the modalities
considered follow a logarithmic scale. The method is not robust and is

dependent on the matching scores being logarithmic.

- This ‘scheme is also. called the. zerosmean normal

viand standard dev;at;on unnecessary T?\e mezhad is
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Normalization Scheme

Description

Median and Median
Absolute Deviation

Normalization

“Tanh-Estimators

P mean and the standard devaat on are

( Under this scheme the norma&zed vaiue of each data pomt ina dataset is

Mathematical Representation

given by subtracting the median of the dataset from the data point and
then dividing the value by the Median Absclute Deviation. The Median
Absolute Deviation is the median of the absolute value of the median

subtracted from the data point.

Mathematical Representation

d(i)—~ median

MAD
where, d'{/} is the normalized value of the data point d{i) and MAD =

median (1d(i} = median|)}

d'(i) =

This method has low efficiency.

: a’scu sed m’i{’féandakumar 2008}, :

His techn que is both b

a:X sign (u}
o 31&} .
& b

axugn(u);i(
el g.(”
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Normalization Scheme

Description

o the scaimg parametefs

In the paper the authors have sdenta‘” d e

' ':f"fcm results in lesser influenc

- the tail of the dlstnbution in est;matmg the oc

Table 3: Summary of common Normalization Schemes.

4.3  BData Fusion Methods
In (Gan, 2007), the author has discussed some commonly used fusion methodologies to combine

multiple modalities at the matching scores level. As identified, the fusion methods can be applied to the

posteriori probability of subjects being genuine. Since the proposed performance evaluation is done at

the matching score level (with the testing component being matching scores), these are combined

directly to identify better recognition performance (A. K. Jain, 2004). Given below, in Table 5, is a

summary of the fusion methods.

Fusion Method

Description

Simple Product Rule

In thss methc}d the scores are transforme: linearly us

d by, the user.

dathematical Representation

resents«;ndwadual mo’g’iéﬁ‘ti >

in this method, the scores are covr.hzbvined' by Sfmpiy calbcxul»a mg t product of

individual scores.
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Fusion Method Description

Mathematico! Representation

$= 5, X §y XK ., XSy
where, s, represents the scores for the modalities considered and s is the

fused score. The subscrépt identifies the individual modalities.

i thzs methad simply the min

i the set of all deores fz::r a§§ madahtnes

?g;,:m‘#,;e Minimum Rule Mo é‘?‘;ématicm" Representation

S"““: m!n (Sil 52:

;Srz)

where, $5 represents the sc:ores» for i

f;n*‘el fused score.

In thls method, the resulting fused score is the maximum score from the set

of all scores for all modalities,

Mathematical Representation

Simple Maximum Rule

s =max {s;, 55, ..., $)

where, s, represents the scores for the modalities considered and s is the

final fused score.
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Fusion Method Description

hxsﬂss represent&d as

pz oézabz{ztv a}‘ & sub ject k;wwn fo'be un mzpost
;é? ab{zbdzty of al 51117}5’5: kzwwngm B gcnume

3Gl LRG) A

'.?0:‘ each ummoda% biormetr] c gystem the scores are transff}rm : as::haeve .

i the BGI score for the moda ‘ty For a mul “madafsystem the ms::i;v;du

i SCQI‘%&S {modi ﬂed) are then combmed thmugh a imp}e product ru;e' fl;oi;f

achieve the BGl'scores of the mu tsmoda! system. i

Table 4: Summary of Fusion Methods,

The uncontrolled factors for the experiments to evaluate the performance of multimodal biometric
systems, in {Gan, 2007), include the modalities considered in the chosen NIST BSSR1 database. Although
known, these act as uncontrolled parameters since the deviations based on the Gaussian noise model
are applied directly to the matching scores within defined 1%, 5% and 10% intervals. The modalities
include the Face C and G modalities as well as the right and left Index Finger modalities. The factors and

their values have been listed below in Table 6.

Factor Name Possible Values

- Applied 1% deviation

J1 Applied 5% deviation

Applied 1% deviation

Face G modality “FApp ed 5% d@

Applied 10% de\uat

o :Appge 1% 'cjexéézatlﬁ'

Applied 5% deviation
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Factor Name Possible Values

Applied 10% deviation k

Applied 1% deviation

Left Index Finger modality Appklied 5% deviation

Applied 10% deviation

Table 5: Noise rates applied to modality scores in previous work.

Considering the mentioned controlled and uncontrolled factors, the n matrix is generated for the NIST
BSSR1 database limited to the multimodal biometric system defined by the modalities considered within
the database. After generating the comma delimited genuine and impostor matching scores for each
modality, the same are entered into MUBI. Given in the next few pages in Figures 8, 9, 10 and 11 are

samples of the results observed in the experiments conducted in the paper (Gan, 2007).
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Figure 8: Density plot for left finger modality using original scores
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Figure 9: Density plot for Face C using original scores
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Figure 10: Probability density curves for right index finger with original scores and scores with 10% deviation added
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Figure 11: ROC curves for combined modalities with simple product fusion

Based on the above graphs, the author has observed the overall performance of the multimodal
biometric system consisting of the Face and Finger modalities. The experiments have been carried out as
per an evaluation matrix and the results have indicated comparatively lesser impact of noise on certain
combination of control factors while in other cases the noise deteriorates the performance of the
system dramatically. The author has confirmed the need to perform more thorough experiments
necessitating the increased size of test cases also discussed in (A.K. Jain A. R., 2006). The author also
points out the dependence of the results on the chosen FAR values. This has a direct consequence on

the type of applications the system under test is appropriate for.

One of the key aspects that limit the existing application in determining the performance of multimodal
biometric systems is the dataset being considered. There are various multimodal databases available
including the FRGC database from NIST, University of Surrey’s XM2VTS, European BioSecure’s MylDea
database, etc. (Flynn, 2008). These databases cover different modalities in different conditions and with
different equipment. As indicated in (Gan, 2007), performing tests on a larger representative database

allows for increased confidence in the accuracy, scalability and throughput of a biometric system. By
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enabling the use of these databases through a common platform, the user is allowed to perform analysis
over a much larger dataset and the inherent variance in these databases present a more real world

scenario.

To study the effects of noise, the author in (Gan, 2007) has used values within interval levels as
corresponding to the noise factors that are then added to the matching scores from the biometric
databases. These intervals represent a continuous set of values that affect the system as noise. The size
of the interval chosen, consequently, limits the ability of the system to analyze effectively the
performance. Also, as per the experiments, the noise levels are applied to the overall biometric system
implying that each modality considered is applied the same noise level. In a real world scenario, this is
not true (A.K. Jain A. R., 2002). As an example, a fingerprint scanner will potentially suffer more wear
and tear (due to direct interaction with the user) than a camera used to capture face images.
Consequently, to simulate a multimodal biometric system with the two modalities, the noise level
should be more for the fingerprint modality than the face modality. A larger set of values chosen using
the Gaussian Noise Model within smaller intervals and applying noise levels independently (or to the
overall system) can, therefore, be used to analyze the performance of biometric systems under noise
more accurately. It is the purpose of this thesis to study the performance of multimodal biometric
systems by allowing the user more freedom in specifying the deviations caused by noise factors over a

much larger range of values.

It is also the purpose of this thesis to provide a commercially viable solution that can be adequately used
to determine the performance of multimodal biometric systems considering the noise factors, and
operating over a larger dataset. This paves the way for more accurate comparisons to be performed
over various flavors of muitimodal biometric systems and provide a direct comparison of such systems.
As identified earlier, manufacturers usually provide a single value of FMR to identify the capabilities of

their biometric systems {http://www.bioid.com/sdk/docs/About EER htm). As an example, given below

in Figure 12 is an excerpt from the datasheet for a biometric system from Bioscrypt called the V-Station.
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Figure 12: Datasheet excerpt from Biosorypt's V-Station biometric system

Using just the FAR or the FRR is inadequate for a comprehensive comparison. Consequently, it is the
intent of this thesis to identify muitiple reporting criteria including the FAR, FRR, GAR and the ROC
curves to promote automated comparison between systems and the applicability to different
applications including high-security, forensics, civilian, etc. identified as per the required GAR values for

a given value of FAR.

Discussed in the next section is the proposed applicatidn design that utilizes the theory covered in this

section and previous sections to present the overall solution.
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Chapter 5. Method of Approach
The material presented in earlier sections indicates to some of the shortcomings in the performance
evaluation of multimodal biometric systems using existing methodologies and applications. Even though
the underlying theory correctly forms the basis of the necessary analysis, the limitations arise due to the

manual nature of existing applications. As has been mentioned earlier, the key limitations include:

e The limited dataset that can be used in performing the experiments manually.

e Since the dataset is limited, the multimodal biometric systems (by changing the test conditions)
that can be considered are also limited.

e The noise factors are defined as deviations using a small number of discrete values {1%, 5% and
10%).

e The output observed using the existing tools is not sufficient to intuitively identify and compare
different biometric systems.

e Since the process of generating the matching scores, using the MUBI tool to define a single
multimodal biometric system as per controlled factors, and retrieving the resuits is manual, the

solution is not cost effective and tedious.

This section focuses on providing an insight into the application modules that will be developed to
support the thesis, and in the process, the use of existing applications to achieve the desired

functionalities.

5.1 System Modules - Architecture

The implemented system includes developed modules in addition to existing components with
enhanced capabilities, primarily in automation of the components. Where applicable, the design from
existing modules has been implemented through new modules to ensure compatibility with the
developed application. The suggested usage scenario includes existing databases released by
government and independent agencies to generate test cases and consequently define the modalities in
the biometric system. The BSSR1 database released by the NIST will be the candidate database.
However, the system is scalable to retrieve genuine and impostor matching scores from other databases
as well, provided the structure of the databases remains consistent. The BSSR Processor has been

implemented considering existing design to automatically retrieve values from the test database for
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selected modalities and add the Gaussian noise. The generated scores are then used to create modality
objects for the MUBI analysis tool. A wrapper around the MUBI tool has been implemented to take, as
input, the generated scores automatically. Further, the output from MUBI (in existing application,
graphical charts) has been enhanced to capture information in a results database. Also added to the
system is @ module to execute over the results database to generate textual reports, graphical charts
and various comparison matrices. Native graphs generated by MUBI are also displayed and can be
captured as images for individual tests. The overall system architecture has been included below in

Figure 13, followed by a discussion of the key individual modules in the next section.
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Figure 13: Automated System Modules
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5.2 System Algorithm
Included in this section is an overall algorithm for the implemented application. The algorithm identifies
the major inputs to the system as well as the outputs provided by the system. The major steps within

the execution of the application have been included.

Algorithm BiometricPerformanceEvaluator

Input: matching scores from biometric databases
test setups configured in application database identifying
- modalities to be included in multimodal system
- partitioning scheme for data
- normalization scheme
- fusion scheme
- test FAR value

Output:ROC curves for individual modalities without fusion for test setup
ROC curves for individual modalities with fusion for test setup
comparison chart for ali test setups

1.0 read biometric database matching scores for each modality, if biometric database supplied

2.0 insert each new modality found in the table BIOMETRIC_MODALITIES

2.1 insert each genuine score in the table MODALITY_GENUINE_SCORES

2.2 insert each impostor score in the table MODALITY_IMPOSTOR_SCORES

3.0 read TEST_SETUP_MASTER and create objects for each configured Test Setup

4.0 read MODALITIES_CONFIGURATION for each Test Setup element and create objects to be added
to Test Setup objects

5.0 for each item in Test Setup objects, do

5.1 generate an analyzer Mubi system

5.2 set the system data partitioning scheme

53 for each modality in the current Test Setup object do

54 create an analyzer Mubi system modality

5.5 set all values of the Mubi system modality

5.6 add modality genuine and impostor scores

5.7 update modality scores to implement partitioning scheme
58 set modality normalization scheme and update scores
5.9 add modality to the current Mubi system

5.10 end for

5.11 generate and display ROC curve without fusion applied
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5.12 apply fusion to the Mubi system

5.13 update all scores with the fusion methodology applied
5.14 generate and display ROC curve with fusion applied
5.15 end for

5.16 generate a comparison chart for all Test Setup objects

6.0 end execution

End Algorithm

5.3 Implemented Software Application Components

Included in this section is a discussion on the key modules that have been implemented to achieve the

desired functionality of analyzing performances of multiple multimodal biometric systems. These have

been identified with implemented Java components according to the overal! system model given in the

previous section. A list of all Java packages and classes has been included here.

implemented Packages and Classes
Following are all the classes implemented within the system. These do not include existing modules that

have been used in the analysis including the MUBI analysis tool. A discussion of the tool is outside of the

scope of the thesis paper and has been covered comprehensively in (Samoska, 2006).

com.biometrics.thesis.analyzer
o AnalyzeTestConfiguration — The analyzer class that interacts with the MUBI system to
analyze each test configuration individually. The class provides a comprehensive result
on processing.
com.biometrics.thesis.controller
o SystemController — The system controller that performs each step in sequential order
including adding a biometrics’ database, creating test configurations, analyzing the
configurations and reporting the results.
com.biometrics.thesis.db
o DBConnectionManager — Manages connection to the database for adding modalities to
it as well as adding results.

com.biometrics.thesis.elements
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o GenuineScoreElement — A genuine score object added to the modality to be used within
the system.

o ImpostorScoreElement — An impostor score object added to the modality to be used
within the system.

o ModalityElement — An object representing a single modality within the system that is
read from the database. This is then used to create modalities within the MUBI analysis
tool. The object includes various properties relevant to the modality itself.

o TestConfiguration — An individual test configuration consisting of all parameters
identifying the test and the modalities attached to the test.

e com.biometrics.thesis.generator

o GenerateModalitiesScoreDatabase — Used to read from a user identified source
database to create system modalities along with genuine and impostor scores in the test
database.

o GenerateTestModalities — Used to read the test configurations and generate a list of the
same. The test configurations contain all relevant parameters for the test as well as
individual modalities through TestConfiguration and ModalityElement objects,
respectively.

e com.biometrics.thesis.testers
o RunBiometricsTester — The test class to execute the system.
e com.biometrics.thesis.ui
o GARResultChart — Creates a chart to compare the various test systems. The GAR values

for configured FAR are used to compare the test systems.

5.4 Multimodal biometrics database

Although the system is scalable so that it can be used with various biometrics databases conforming to
the NIST BSSR1 database’s structure, the NIST’s BSSR1 database has been used for the proof of concept.
The NIST BSSR1 database contains 4 different modalities using a total of 517 subjects, along with their
genuine and impostor matching scores. The modalities include matching scores for right index finger,
left index finger, face using a matching algorithm C and face using a matching algorithm G. The

properties of these modalities, as relevant to the system, have been included below in Table 2.
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Modality Score Minimum Maximum Score Score Higher
Scale Value Value Better
l:éétiin‘déx ;Féngé; 2500 b OD | 2460
‘Face Matching Algorithm € © 100 o0 U oges Trie:
Face Matching Algorithm G 500  54.835 83494 10  True

Tabile 6: NIST BSSHI Modalities Parametiers

5.5  Test Data Generator

The intent of this module is to utilize information provided in the multimodal biometrics databases to
create a single dataset of matching scores (genuine and impostor)./ In implementation, the class
GenerateModalitiesScoreDatabase included in the package com.biometrics.thesis.generator has been
developed. This component of the system reads the biometrics database (in textual format), and ports
the value to the test database. The user is able to identify the source database (NIST BSSR1, or
otherwise) within a folder structure and the component reads through all scores’ files for each modality
included and stores the information in the database. The stored modalities, which are individually kept
in the database from various source databases, can be combined together to produce more complex
multimodal biometric systems. Consequently, the module addresses the limitations of a small dataset
with a fairly small number of subjects considered. This also extends the capabilities of existing systems
by allowing the user to conduct experiments over a larger dataset. Both the reasons mentioned here
allow the user to conduct experiments using a more robust system design.

Component Process

The component assumes the structure of the source database as similar to the NIST BSSR1. For each
modality within the database, the component reads the genuine and impostor scores and stores the
information in the test database in two different tables. Modalities and their properties are stored in a

separate table.
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5.6 Test Database

The test database serves multiple purposes in context of the developed application. It captures,
uniquely, data from multiple source biometrics databases to identify the genuine and impostor
matching scores against the individual modalities. It also includes various other properties of the
modalities relevant to be tested. Further, the database contains test configurations. Test configurations
uniquely identify proposed multimodal biometric systems and include parameters pertaining to the test
configurations. Included below are the structures of all tables and the purpose of each. Also included in

Figure 14, is the database diagram indicating the tables and the relationships between the same.

TEST_SETUP_MASTER
¢ TEST_sevP_ID : -
| MODALITIES_CONFIG_ID JEST_SETUP RESULTS
SCORE_SCALE ;¥ TEST_SETURLD %
TEST_PARTITION_METHOD TEST_GAR /
| TEST_PARTITION PARAM1
| TEST_PARTITION_PARAM2
TEST_PARTITION_PARAM3
TEST_FUSION_SCHEME
TEST_FAR_RATE
_MODALITY_IMPOSTOR_SCORES ; , .
.® score 1D BIOMETRIC. MODALITIES MODALITIES . CONFIGURATION
wooaTy Lo (g mom s '8 TS St B L
PMPOSTOR_SCORE  MODALITY_NAWE o U@ MODALITY_ID
| MODALITY_SCORE_SCALE | MODALITY_MORMALIZATION
| MODALITY_SCORE_SIMILAR : | MODALITY_NORMALIZATION_PARAM1
I : . —— MODALITY_HIGHER_BETTER i { MODALITY_NORMALIZATION_PARAMZ
“MODALTTY, GENUINE_SCORES o | MODALITY_MMEER THRESHOLDS
|9 score : | MODALITY_THRESHOLD_MAX
MODALITY IO . HODALITY THRESHOLD MIMIMUM
4 . GDWIME_SCORE E o

Figure 14: Test Database Tables and Relationships.

BIOMETRIC MODALITIES
This table contains each modality that has been added to the system. Since the user can employ

multiple biometrics databases, each modality in the databases is captured separately allowing the user
to cross reference these modalities to generate multimodal biometric systems. The structure of the

table is included below in Table 3 with a short description of each column.

Column Name Column Purpose

A uni@u_éi identifier of the. modali v
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Column Name

MODALITY_NAME
W QBAUW SCQRE SCALE
MODALITY_SCORE_SIMILAR

“reference within the system

. Thescore scaie fgr the medalat

Column Purpose

Any strmg |denttfymg the modahty to the user.

identifies w 1ether the scores zepresent szmliarlty
or distance. These are used during the analysis
process.

dentifies if hi igher scores jn the mc'w
pétter within the system Thes :

the analysis process,

Table 7: Table BIOMETRIC MODALITIES structure.

MODALITIES CONFIGURATION

This table contains additional properties that are relevant to a single modality to be analyzed using the

system. The user, as part of configuring a test system, must add modalities here (linked with the test

system identifier) and set up configurable parameters. A list of the parameters is included below,

identified as columns in Table 4.

Column Purpose

Column Name

MODALITY_ID

MODALITY _NORMALIZATION_PARAMI1

“The identifier of the modality being changed for
this instance of the configuration

e identifier that denates this

ik scheme to be app .
. The, va%ues permittedarein

A decimal value as the first param

_ vnormahzatlon scheme (sf required).

MODALITY_THRESHOLD_MIN

WAn mtegér number sdenttfymg th number of

thresholds to be applied to the modality in the
ana!yszs process. -
The. maxzmum tieczmai valte of a id for it
mom‘a% ity i . S
The minimum deamai value of a threshold for thlS
modality.
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Column Name Coiumn Purpose

A decsmal vali
apphed ot

Yable 8: Table MODALITIES _CONFIGURATION structure,

MODALITY GENUINE SCORES
This table contains the genuine scores for all modalities, identified by the modality identifier. The

columns have been included below in Table 5.

Column Name Column Purpose

“An autowgenerated um_qu
o record. S
The modality |dentsf§er of the modaltty for which
- o v this record holds the genuine score.
CGENUINE.SCORE o0 oo o oo o0 Thedecimal value of the genul nescore.

MODALITY_ID

Table 9: Table MODAUTY _GENUINE SCORES structure,

MODALITY IMPOSTOR SCORES
This table contains the impostor scores for all modalities, identified by the modality identifier. The

columns have been included below in Table 6.

Column Name Column Purpose
e T auw—ge zted o TR s
Cirecordi o s =

The modality identifier of the modality for WhICh
this record holds the impaostor score.
* The décimal value of th ’

MODALITY_ID

IMPOSTOR 5¢(

Table 10: Table MODALITY _#POSTOR_SCORES structure.

TEST SETUP MASTER
The table contains the various test setups devised by the user that are to be analyzed and compared.
Various parameters that are relevant to generating the performance analysis of the test setups have

also been included. The following Table 7 provides a list of all columns and identifies their purpose

within the system.
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Column Name

Co[umn Purpose

:iTEST s&’rup D e

MODALITIES_CONFIG_ID

TEST PARTITION _METHOD

 TEST_PARTITION_PARAML-

TEST_PARTITION_PARAM2Z

TEST_PARTITION PARAM3

TEST_FUSION_SCHEME

. An auto-generated unig
confi iguration record.

" The decimal vaiue Gf the ov
“beysed:

: "may not haveavalte dﬁ,

' setups represemmgth .
. Systems.. E

The modalities confi gurétgon from tabie
MODAUTIES _CONFIGURATION that is used in this
test as a multimodal bng_metnc 5ystem. o

Astring ldent;fymg thL partitioning method used
for the test. The permissible partitioning methods
mclude the ones prov ded in Tabie

method chosen.

A decimal value ident fymg the second parameter

1o be used for the partitioning method. This may

or may not have a value depending on the
_partition method chosen.

A éec;maiy lu "‘ﬁ,e‘fnt ng the third para et rto

A string representmg the fusaon method chosen
for this test setup. The permissible values include

the onves provided in Tabie )

Table 11: Table YEST _SETUP_MASTER structure.

TEST SETUP _RESULTS

This table contains the results for each test configuration in terms of the GAR value against the

configured FAR. In Table 8, the columns and their purpose have been outlined.

Column Purpose

Column Name

S The umque :denm‘ fer of the test cenf‘gumt onfor
‘which this: remrd ntilcates the GAR value
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Column Name Column Purpose

The decimal value of the GAR for the test

TEST_GAR
- configuration against the defined FAR.

Tabie 12: Table TEST_SETUP_RESULTS structure.

5.7 BSSR Processor

The BSSR Processor was an existing module that adds noise based on Gaussian distribution to the
matching scores. The component processes the biometric database directly and generates comma
delimited files that provide the input to the MUBI analysis tool. Currently a manual process, this module
has been automated in a new implementation to generate genuine and impostor matching scores for
different biometric modalities based on the Test Database. In the existing tool, the noise added to the
scores is one of 1%, 5% or 10% deviation. A feature of automation added to this module will be a user
configured element to determine the amount of noise added. The user, for each individual test setup is
able to add arbitrary values of noise to the modalities. This allows the user to study the effects of noise
using higher degree orthogonal arrays enabling a more realistic simulation as well as promotes the study

of application based analysis of the biometric systems.

Componeni Process
Within the process, the class GenerateTestModalities reads information from the database to generate

individual test configurations (represented in the system through the element TestConfiguration). Each
test configuration contains multiple modality elements represented by the Modality class. The list of
TestConfiguration objects are then passed for analysis within the system. The existing BSSR Processor
has not been modified for the purpose. Instead, the design has been implemented to conform with the
created application. This forms a part of the analyzing class AnalyzeTestConfiguration within which the
MUBI system modality elements are created with genuine and impostor scores after applying the

defined noise rate.

5.8 Modality Scores
For each test system being studied, the application creates a separate MUBI analysis system and

measures the performance of the same. For this purpose, the modality scores provided to MUBI are
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retrieved from the test database and after having been applied the necessary noise through the BSSR
Processor component, added directly to the MUBI system. Therefore, the scores are kept in memory as

GenuineScore and ImpostorScore elements linked to the various modalities.

5.9 MUBI Analysis Tool

This existing application uses a combination of .biometric modalities, normalization techniques and
fusion methods to generate ROC curves corresponding to genuine and impostor test scores. The
application can also generate the probability density curves for genuine and impostor distribution for
each modality. In its present state, the application requires the user to manually create a simulated
multimodal biometric system by adding modalities. Matching scores for each must be provided through
text files along with configuring the normalization scheme and the fusion method to generate results for

the specific case.

In the process of automating this component, it has been used as a Java repository to make use of the
exposed functions. The class AnalyzeTestConfiguration acts as an automated wrapper that creates
multiple objects of the MUBI system based on the number of test configurations to be analyzed and
compared. The normalization schemes, partitioning methods and fusion methods are then applied
directly to the system (and modalities within it). The data collected from this is then stored in the
database (to be used in further analysis, as needed) as well as displayed to the user through graphs,

textual reports and a comparison charts.

Component Process
As part of the process, the AnalyzeTestConfiguration creates MUBI system objects for each test

configuration based on the TestConfiguration objects. For each test configuration, linked modaiities are
added and normalized as per the parameters defined in the database. The system is then partitioned
and scores are fused. Graphs for each system are then displayed to the user and textual data reported. A
comparison chart is then provided comparing the performance of each test configuration for a given

FAR value. The performance is measured in terms of the GAR.

5.10 Reporting and Graphing module
The module is responsible in providing the users a textual report on the performance of the various

configured multimodal biometric systems (through different test configurations). It also provides the
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user a comparison chart reporting the performance of the various muitimodal biometric systems being
tested against each other. The comparing value used is the GAR. A bar chart is created by the system
outlining, in percentage, the success in accepting users based on a FAR value. The class GARResultChart

performs the stated tasks.

5.11 System Controller

This module acts as an authority to delegate the tasks defined, as per process, to other modules.
Provided the complete solution involves various modules that have either been developed or have been
extended for automated functionality, these modules must operate within a defined process cycle. The
System Controller moduie identifies, through rules, the necessary user configuration elements and the
process with which it controls the generation of the test database, the addition of noise factors, the

analysis by MUBI and finally the generation of reports.
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Chapter 6. Sample Experiments & Results
Discussed in this section are some sample test experiment setups and the observed results. In the first
sub-section, a random test experiment setup is explained along with the values of all parameters
considered and the relevance of each. The test results are then briefly discussed. In the following sub-
section, test setup to compare the previous experiments performed manually in {(Gan, 2007) has been
constructed for the automated approach. The results of the experiments have been compared and an

analysis presented outlining the benefits of the new approach.

6.1  Experiments Setup - Random Test Values
Setting up the test system requires adding values to the tabies listed in the section 5.5. Given below are

excerpts of all tables with the sample data added to them.

BIOMETRIC MODALITIES
This table has been designed to accommodate any modaiity for which genuine and impostor scores can

be provided. For the purpose of the test, this table contains the modalities from the NIST BSSR1

biometric database. For each modality, the score scale, similarity boolean value and score higher better

value has been added. Given below in Figure 15 is a sample excerpt from the table.

i
kS

- Table - dbo. BIOMETRIC_MODALITIES | Symmary , , . ,
... MODALITY_NAME ' MODALITY_SCORE_SCALE - MODALITY. SCORE SIMILAR . MODALITY, HIGHER BETTER

 MODALTY D
R face C 100000630 True True
ib7241f2b-cefoAead Bbefsf4fafobf4ad  right finer ' 250.00000000 True True
ésd;szieaasc1-4u 1h-22f3-d5f7efas9516 left finger +250.00000000 True ' True
%d13e979-3—zba9-4572~sfffdrs1e81d15ao face G 50.00000000 True True

Figure 15: BIGMETRIC_MODALITIES table with initial test setup data from NIST BSSR1 biometric database.

MODALITY GENUINE SCORES
This table contains the genuine scores, in their original form, for all modalities listed in the table

BIOMETRIC_MODALITIES. The scores are recognized based on the MODALITY_ID. Given below is the
table containing actual data from the NIST BSSR1 database. A total of 2068 records are available in the
present environment (provided the NIST BSSR1 database contains 517 genuine scores for each modality,

resulting in 517 X 4 = 2068 genuine scores). Figure 16 contains a sample.
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- SCORE_ID

!

" MODALITY_ID

9dh138fc-50ae-4fe0-8257-003dh 290eabs
"3 ef502fad-2109-4dBe-§2f 1-0080559 24edc

2a051435-1359-4151-9dc 3-0023f7c5670

| Sbe 2a403-d3ed-4d3d-9ad4-00e40591¢ 735
; 833d364f-83bc-4825-a72f-00fb 958363

931d6458-5270-495d-b11c-0 10 1b43dbec9
o6d2fat 1+d02-4289-a36f-011509a269¢a

1d67325da-9e35-45b7-b9b8-0112a03fb 37

B85f7d595-1936-4d29-b653-01803a5824a1
f745d54f-3f6a-48ca-818 3-0 18ecdde063d

v b8e43030-b376-4d2e-bf58-01a73f535fe5
 4ff 75enf-902f-40b 1-8025-0 1aba 193dche

bf563a74-2b 1a-4d0d-3425-01b3e0c 1c 16f

 ce 7c83ea-a8d3-4f70 bbe8-0 1bdf 1ff3e tb

Oe8a38f2-6310-4292-ad68-0 145303521

-1 219d8fc3-3c87-499a-6fd3-0 1f4f68efc 15
1248 2fccb~3bc343ft-b329 -023f0481e827

38f91823-13f1-4836-b3c70 24;30 33d38d3
3d7bfe?b-5fb2-417e-b13a-025988d3a711

19d6a3d 15-efd 1-49d0-ad51-0270 10F7c0fD
1c5f37f22-e06e-459-81b4-0285330129f73

GENUINE_SCORE |

d13e9793-7ha9-4872-3fFF-d78 1e8 1d 133D
1ccd8755-3566-4e 11-8a70-926 79968773 1
5d2572ea-0601-401b-a 2f3-d5f7efa59516
b7241F2b—cef2-dead-Boef-af4fafobfas
5d2572e3-0601-401b-a2f3d5f7efab9516
5d.2572&a<06b 1-401h-a2f3-d5f7efa59516
b7241f2b-eef2-4ead-36efs f4faf9bf4a&_
d13e8793-7ba3-45372-8ff-d78 1e8 1d 1aald ’
5d2572ea-0601-401b-a2f3-d5f7efa59518
h7241f2b-eef2-4ead-Baef-af4fafobf4ag
5d25720a-060 140 1b-22f3-d5F7efa59516
1ccdB755-3966-3e11-3a70-9e6 794687781
5d2572ea-0601-4)1b-a2f3-d5f7efa59516
b7241f2b-eef2-4ead-6ef-af4fafobfaat
b7241f2b-eef2-dead-B5ef-af4fafobf4a8
b7241F2b-eef2-4ead-B6ef-af4fafabf4a8
5d2572ea-0601-40 1b-a2f3d5f7efa 595_16‘
d13e3793-7ba3-4872-8FFF-d76 18 1d 1320
1ccdB755-3566-4e1 1--3373‘9E679468?7‘81
5d2572ea-060 1-40 1b-a2f3-d5f7efa59516
5d2572ea-0601-401b -aZfB-d 5f7efa59515
5d2572ea-0601-40 1bfa Zf%-d ij7efa 59516

80.14683000
(.60790000
84.00000000
57.00000000
50.00000000
il.. 00200800
11.00080000
82,118 100(:‘0
64.00000000
61.00000000
13.00000000
0.78832000
107.00000000
7.00000000
38, UODGODOﬁ
33.00000000
77.00000000
76.90302000
0.52017000
8’7. 00000000
il UDDODOUD‘
73 DOGdODOﬁ

Figure 16: MODALITY GENUINE_SCORES table with initial test setup data from NiST BSSR1 biometric database.

MODALITY IMPOSTOR SCORES
This table contains the impostor scores, in their original form, for all modalities listed in the table

BIOMETRIC_MODALITIES. The scores are recognized based on the MODALITY_ID. Given below is the
table containing actual data from the NIST BSSR1 database. A total of 1067088 records are available in
the present environment (provided the NIST BSSR1 database contains 516 impostor scores for each
subject and for each modality, resulting in 517 X 516 X 4 = 1067088 impostor scores). Figure 17 contains

a sample.
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Figure 17 MODALITY GENLINE SCORES table with initlal test setup dats from NIST BSSR1 biometric database.

MODALITIES CONFIGURATION
This table includes the specific configurations for the modalities to be considered within a multimodal

biometric system. For each MODALITIES_CONFIGURATION_ID, multiple modalities exist through the

MODALITY_ID. This indicates for a particular multimodal biometric system  with

MODALITIES_CONFIGURATION_ID, the related modalities exist with the configured properties. In this
sample provided below, a test system with MODALITIES_CONFIGURATION_ID [e442f6fa-d689-4cef-bc6f-
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08654e944016] includes two modalities with MODALITY_ IDs [1ccd8755-3566-4e11-8a70-
9e6794687781] and [b7241f2b-eef2-4ead-86ef-af4fafobf4a8]. For both the modalities, parameters
including the normalization scheme, normalization parameters, number of thresholds, minimum and
maximum values for the threshold and the noise to be applied to the modalities are configured. Figure

18 contains a sample.

- Yabh 1 ’

S  MODALITY.ID & fui"?'_'i\lﬁ:MI?;&:SAL'fﬁ"_BbI..‘.N MODAITY NO.., MODALITY MU MODALITY_TH.,  MODALITY THR... ‘MODAUTY NOKE....

> 10cdR755-3566-4e...  Minax Normal., -1.000 Tosw w nes o0 1500
83246302378 d1368793-7he3MB... MnMax Normah., 54335 83,404 1 83.494 54.835 2,000
le4nfefadsas-... | 1ccdarSS-3555-de,., Mindax Normali.. -1.000 0.898 1 £.39 -1.000 1500
e44206fad65S-., L7241fEeefTdea,., MinMax Nonrak... 0,000 257.000 W 257.000 0.000 3.250
985D T fa06-... b72416%eef2-dea... Min-Max Hormaii.. £.000 257,00 10 257.000 5.000 3.2%
{d985DAST-Fa06-... 5dZ572ea-0651-40... -MinMaxNormall., £.000 246.000 10 246,000 0.000  com

Figure 18 MODALITIES_CONFIGURATION table as configured for the sample test environment consisting of three multimodal
biometric systems, each with two modalities.

TEST SETUP MASTER
This table contains the configuration of individual test systems. The configuration elements are those

that are applied to all modalities combined. These include partitioning schemes, fusion scheme, etc. The
value of the FAR is used to compare the various test systems. Given below is the test setup for the three
tests for which configuration has been provided in the previous section detailing

MODALITIES_CONFIGURATION. Figure 19 contains the test setups.

Table - dbo.TEST_SETUP_MASTE

ORE SCALE  TEST_PARTIL.. TEST PARTITL.. TEST PARTITL  TEST_FUSION .. TEST.FAR RATE

/ Leave One Qut ARAL ML AAL Simple ProductR... 0.100
i ibady5i61-abed-... d9550dS7-fal6-.. 0.000 Leave One Dut  MAL P AL Simple ProductR... 0, 100
: | 51ba5ag9-9de0-... 832h483e-2378-... 0.000 Leave Dre Gut ML A M Simple ProductR... 0,100

Figure 19: TEST_SETUP MASTER tabie cutlining the configuration for test multimodal biometric systems with partitioning
and fusion schemes.

Provided in the next section are the observed results from executing the implemented tool with the test

environment discussed in the configuration tables.
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6.1.1 Experiment Results

As outlined in section 5, the various components of the system were executed sequentially as per the
defined process. The genuine and impostor values for each test configuration are retrieved from the
database and after applying noise levels, passed to the MUBI analysis tool to generate the resulting
graphs. The system performances are also captured in the database to present the user an overall
comparison of the various configured multimodal systems. Included below, in screen shots, are the

observed results.

ROL Curves without Fusion
Included in this section are the ROC curves for the genuine and impostor scores for the three test setups

without fusion applied. The curves indicate the independent modalities with noise levels applied.

Given below in Figure 20, for the multimodal system [7f060644-f3e0-47f8-bf25-18f99844da8f], the right
finger modality performs much better than the face C modality with a higher GAR value against the FAR
value range. In this case, the noise factor applied to the right finger modality is 3.250% while a noise
factor of 1.5% is applied to the face C modality. Despite of a smaller noise factor, the facial modality
performs worse than the right finger modality as provided through the matching scores in the NIST

BSSR1 database.
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Figure 20: ROC curves, without fusion, for multimodal system ID [7f060644-f3e0-47f8-bf25-18f99844da8f]

In Figure 21, the multimodal system [bad95161-abcd-4859-a02c-c12e0a98e374] is considered with
modalities left finger and right finger. The right finger modality is shown to perform better with a higher
GAR value than the left finger. The noise factors applied to the genuine and impostor scores for the

modalities left and right finger modalities are 4.0% and 3.25% respectively.
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Figure 21: ROC curves, without fusion, for multimodal system ID [bad95161-abcd-4859-a02c-c12e0a98e374]

Provided in Figure 22, are the ROC curves for the modalities considered in multimodal system
[51ba6a89-9de0-4e13-afa3-c2d593ae0639]. The modalities include face G and face C unimodal
biometric systems. A noise factor level of 1.5% and 2.0% is applied to the two modalities face G and face
C respectively. As can be observed, for higher values of the FAR, the face C modality performs better,

but the curves intersect at around FAR value of 0.5%, after which face G performs better.
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Figure 22: ROC curves, without fusion, for multimodal system ID [51ba6a89-9de0-4e13-afa3-c2d593ae0639)

ROC Curves with Fusion
In this section, the ROC curves of the different test systems have been included along with the curve

reporting the fused performance as a multimodal system. As observed, the overall performance of the
multimodal systems is better than the individual unimodal system. More details have been provided

below.

Provided in Figure 23, are the ROC curves for the multimodal system [7f060644-f3e0-47f8-bf25-
18f99844da8f]. The right finger and face C modalities included are first normalized using the Min-Max

normalization at a scale of 1.0. The data is partitioned using the Leave One Out scheme. Simple product
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rule fusion is applied. The fused result, indicated by the black curve is consistently better (in values of

GAR against FAR) than the individual modality performances.
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Figure 23: ROC curves, with fusion, for multimodal system ID [7f060644-f3e0-47{8-bf25-18f99844dasf]

In Figure 24, the performance results for the multimodal biometric system [bad95161-abcd-4859-a02c-
c12e0a98e374] are captured which entails the modalities left and right fingers. The modalities are
normalized using the Min-Max Normalization scheme with the score scale of 1.0. Leave One Out
partitioning scheme has been employed along with the Simple Product rule based fusion methodology.
Once again, the black curve representing the multimodal system performs better than the individual

modalities.
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Figure 24: ROC curves, with fusion, for muitimodal system ID [bad95161-abcd-4859-a02c-c12e0a98e374]

Figure 25 provides the ROC curves for the multimodal system [51ba6a89-9de0-4e13-afa3-
€2d5932e0639] consisting of the individual modalities face G and face C. The reported noise factors have
been applied along with Min-Max Normalization scheme at a scale of 1.0. The system then utilizes Leave
One Out partitioning methodology and Simple Product Rule based fusion. The curve representing the

multimodal system (black curve) is observed to perform consistently better than the unimodal systems.
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Figure 25: ROC curves, with fusion, for multimodal system ID [S1ba6a89-9de0-4e13-afa3-c2d593ae0639]

Multimodal System Comparison
The implemented system captures all data relevant to the modalities and the test configurations after

the matching scores from the database are processed through partitioning, normalization and fusion
schemes. This allows the user to generate a graph identifying the performance of the various configured
multimodal systems. The performance is captured as the GAR value against a configured FAR value. For
the purpose of the reported experiments, all test configurations included a FAR value of 0.1%. The
performance of the systems is reported at the closest approximate of the GAR value at the configured
FAR value. Given in Figure 26, is a chart reporting the performance of the three test systems [7f060644-
f3e0-47f8-bf25-18f99844dasf], [bad95161-abcd-4859-a02c-c12e0a98e374] and [51ba6a89-9de0-4e13-
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afa3-c2d593ae0639]. As can be observed, the test system [bad95161-abcd-4859-a02c-c12e0a98e374]
consisting of the right and left finger modalities performs better than the other two. The reported GAR

value for this system is 96.905% at 0.1% FAR. The other two systems report a marginally lower value of

GAR.

Genuine Acceptance Rate (%)

Test System '

!E! Genuing Acceptarica Rate (GARJ]

Figure 26: Comparison of test multimodal systems using the GAR value against the FAR value of 0.1%.

6.2 Experiments Setup ~ Comparative Analysis

In this section, a test setup to mimic some multimodal biometric systems has been designed. The
experiments conducted in (Gan, 2007) have been given on the next page in Table 14. The multimodal
systems corresponding to the provided values (highlighted in green) have been used to create the test

cases. As per the evaluation matrix, the values for each test configuration are:

Test system 1

Biometric modalities with noise levels: face C (10%), face G (5%), left finger (1%), and right finger (10%)
Partitioning method: Re-substitution partitioning
Normalization method: Min-Max normalization scheme

Fusion method: Simple sum fusion
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Table 13: Test setups in (Gan, 2007). The configurations marked have been used for experiments in this paper.
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Test system 2

Biometric modalities with noise levels: face C (1%), face G (10%), left finger (10%), and right finger
(10%)

Partitioning method: Hold-out partitioning

Normalization method: Min-Max normalization scheme

Fusion method: Simple product fusion

Test system 3

Biometric modalities with noise levels: face C (1%), face G (5%), left finger {5%), and right finger (5%)
Partitioning method: Leave one out partitioning
Normalization method: Min-Max normaiization scheme

Fusion method: Simple minimum fusion

Test system 4

Biometric modalities with noise levels: face C (5%), face G (10%), left finger (1%), and right finger (5%)
Partitioning method: Leave one out partitioning
Normalization method: Decimal scaling normalization scheme

Fusion method: Simple maximum fusion

The four test system configurations presented above have been randomly selected across the range of
the GAR values achieved in experiments conducted in (Gan, 2007). Similar to the application database
configurations presented in section 6.1, the test systems were configured as independent multimodal
biometric systems. Given in the following section are the results for each of the configured multimodal

systems along with a comparison with earlier experiments carried out in (Gan, 2007).

6.2.1 Experiment Results
The results for performance evaluation of the multimodal biometric systems created in the
implemented application based on the test setups discussed in the previous section have been reported

here. Included is a review of the ROC curves generated for each multimodal system without applying
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fusion to them, followed by ROC curves generated for each multimodal system with the application of

fusion algorithms.

ROC Curves without Fusion
Provided in this section are the results of utilizing the developed system prior to applying the configured

fusion methods. Figures 27, 28, 29 and 30 provide the results of evaluating the test setups 1, 2, 3 and 4,
respectively. For all noise variations, in general, the finger modalities outperform the face modalities.
The results are consistent with previous work in  (Gan, 2007), however, the values of the measurable

units GAR and FAR are observed to be slightly different.

. SYStem ROG CUIVe: - i,
¥ UpperBoung -
«Modality ROGcurve:
#8how mod..{Mogality n...
left finger
face.G
right fingar
{2 Y el ‘

selectll ” ‘DeselectAll | |

IS

% Axis Y Axis
Q Linear . @ Linear ]
® Logarithmic O Logarithmic

FAR: GAR:
Last sefected point
FAR: GAR:

Device Name Threshoid
left finger
face G
rightfinger
face C

Z
w
g
=
‘o
]
(=]
Q
=4
’u.f
=
F]
=
ri]
<}

. Export image properties

image width 1,024} 1

Image height| 800

Export to an image

0.1 1

FALSE ACCEPT RATE (%)

Figure 27: ROC curve, without fusion, for Test setup 1.
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The above graph provides the ROC curve for Test setup 1 consisting of all modalities provided in the
NIST BSSR 1 database. The setup includes the applied noise levels, partitioning scheme and

normalization scheme.
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Figure 28: ROC curve, without fusion, for Test setup 2.

The above graph provides the ROC curve for all NIST BSSR1 modalities with noise deviations, partitioning
scheme and normalization schemes applied. The matching scores in the above graph have not been

fused for this result.
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Figure 29: ROC curve, without fusion, for Test setup 3.

The above graph identifies the results in the ROC curve for Test setup 3. The normalization scheme,
partitioning scheme and noise deviation levels have been applied for the results. No fusion method has

been utilized for these results.
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Figure 30: ROC curve, without fusion, for Test setup 4.

The above graph identifies the results for Test setup 4 without the application of a fusion method. All
modalities of the NIST BSSR1 database have been used along with the configured noise deviation levels,

partitioning scheme and normalization scheme.

ROC Curves with Fusion
The results provided in this section include graphs retrieved from the implemented application

identifying the performance of the configured multimodal biometric test systems after having applied

the fusion methods. The black curve identifies the fused performance of the systems combining
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performance of all individual modalities. The following Figures 31, 32, 33 and 34 provide the ROC curves

for the biometric systems after the application of the fusion method.
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Figure 31: ROC curve, with fusion, for Test setup 1. Utilizes Simple Sum rule based fusion.

The above graph indicates through the black curve, the performance of the multimodal system
configured through Test setup 1. The multimodal system performs better consistently for all values of
the FAR in comparison with the individual modalities. The GAR value for FAR = 0.1% is observed to be
slightly lower in comparison with the experiments carried out in (Gan, 2007). This can be attributed to
the precision in the matching scores. The implemented solution retrieves true values from the NIST

BSSR1 database while previous work allowed for capturing lower precision values.
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Figure 32: ROC curve, with fusion, for Test setup 2. Utilizes Simple Product rule based fusion.

The above graph provides the ROC curve for Test setup 2. Again, similar to Test setup 1, the multimodal

system performs better than individual modalities.
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Figure 33: ROC curve, with fusion, for Test setup 3. Utilizes Simple Minimum ruie based fusion.

The above graph identifies the ROC curve for the four modalities from NIST BSSR1 database and the
combined multimodal system (black curve). The multimodal system performs better than individual
modalities over the range of FAR values. This system, however, does not perform as well as the previous

two tested systems.
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Figure 34: ROC curve, with fusion, for Test setup 4. Simple Maximum rule based fusion used.

The above graph indicates the performance of the multimodal system configured through Test setup 4.
The graph identifies that the overall multimodal system utilizing Decimal Scaling normalization, Leave
one out partitioning scheme and the Simple Maximum rule based fusion method does not perform as
well as the other Test system setups. It can also be derived from the graph that over intervals of FAR
values, the multimodal system performs worse than the right finger modality for the applied noise

deviations.
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Multimodal Systems’ Comparison
Given below in Figure 35 is the chart comparing the performance of the four Test system setups

configured in section 6.2. The Test setup 1 performé better than the rest with a GAR value of 99.033%
for the configured FAR value of 0.1%. The performance of the remaining systems (between 79% and
88%) deteriorates consistently, with Test system 4 performing worse than an individual modality. The
values observed for each test system are slightly different than those observed for the same setup in
(Gan, 2007). This is potentially due to the difference in precision of decimal values in the system. This
can also be attributed to the various parameters for normalization schemes, partitioning methods and

fusion methods that the author of this paper did not have access to.
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Figure 35: Comparison of the performance of multimodal systems configured in Test setups 1, 2, 3 and 4.
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Further analysis of the results and the conclusions drawn from the same has been covered in the next
section. The next section also discusses directions for future work based on the limitations of the

implemented approach and the potential for improvements in the same.
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Chapter 7. Conclusion

The underlying research and the developed application enhance our ability to systematically evaluate
the performance of multimodal biometric systems. The thesis has identified some of the shortcomings
in existing methods in their efficiency, effectiveness and the ease of use. The resulting application that
has been developed by combining the theoretical framework provided in previous research and existing
applications demonstrates a viable solution to conduct more evolved experiments. Given in the next sub
section are the contributions of this research followed by a section identifying potential enhancements

for the future.

7.1  Contributions

As indicated in the problem statement covered in section 3.4, existing work in the field of performance
evaluation of multimodal biometric systems suffers from the inability of é researcher to combine
multiple biometric databases, retrieve results that are user friendly, or conduct a large number of
experiments. The configurable system developed as part of this thesis provides enhancements and
allows the users to create multimodal biometric systems by combining matching scores provided
through various multimodal databases. It also allows the users to generate results in the forms of graphs
and charts to easily analyze performance of the configured biometric systems. Other factors to be
considered in evaluating performance including the partitioning scheme, the normalization scheme, the
fusion methods and noise levels, are also configurable to allow users to conduct a larger number of
experiments with more educated parameter values. As per design, the developed application is scalable
to retrieve any multimodal databases added to it, for users to arbitrarily combine modalities and
enhances the user’s ability to generate and consider various muitimodal biometric systems. As identified
in (Gan, 2007) for future Work, the system alleviates the shortcomings of limited factors that can be
considered (within previous work). An internal database is utilized that enables users to combine
multiple biometric databases (unimodal or multimodal), thus providing a larger dataset. This enhances
previously conducted research. Enhanced reusability is also provided by capturing test system

configurations and results in increased efficiency.
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7.2  Future Work
Even though this thesis enhances the researchers’ and commercial users’ ability to evaluate biometric
systems for their performance, it allows for future work to further enhance various aspects of the

implementation. These have been listed below.

1. Technical hurdles in using the application — The application has been designed to be portable
across all platforms. However, it is a single implementation based system. This requires for a
high end system with sufficient memory to maintain millions of data records in memory and
generate graphical results. A distributed system provided through services can allow this
application to be used without physical access to the machine where it resides. It also can
ensure more effective use of computing resources.

2. Reporting abilities — The application provides reports that are displayed to the users using the
system locally. The graphs generated can be viewed on the host machine which may not be
accessible by others. A web based interface that allows users to access the application and view
results remotely will be an effective enhancement.

3. Services based system —The application is modular in nature but tightly coupied to execute on a
single machine. This also makes it difficult for a more collaborative effort in evaluating
performance of multimodal biometric systems. The same application implemented using a
Service Oriented Architecture will allow researchers and other users from any physical location
to submit biometric databases for consideration, configure modalities and test multimodal

biometric systems.
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