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ABSTRACT

Vehicular Ad Hoc Network (VANET) is a pervasive network where vehicles com-
municate with nearby vehicles and infrastructure nodes, such as Road-side unit
(RSU). VANET is the subclass of Mobile Ad Hoc Network (MANET) in which nodes
move randomly and are connected wirelessly. Information sharing among vehicles
is an essential component of an intelligent traffic system (ITS), but security and
privacy concerns must be taken into consideration. Security of the network can be
improved by granting access only to authenticated vehicles. This research proposes an
RSU based approach to authenticate vehicles and notify vehicles about unauthorized
messages/vehicles. It helps in preventing other vehicles in the network from being
influenced by the malicious vehicle. In this approach, Blockchain has been used to
securely maintain the identity of all vehicles in the network. The use of this RSU
based approach helps to reduce the computational overhead on the On-board unit

(OBU) of individual vehicles and reduces the processing delay.
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CHAPTER 1

Introduction

1.1 An Overview of VANET

At the present time, an increase in the number of vehicles has led to increasing
road accidents and congestion. This is a matter of life and death that needs to be
addressed. According to senior research scientists, approximately 85% of deaths and
90% of disability are due to road traffic accidents each year in developing countries[1].

The road traffic injuries cause financial losses to both the individual and their families.

The Mobile Ad-hoc Network (MANET) makes it easy to exchange information be-
tween mobile devices. This enhanced the automobile industry with the emerging
concept of the Vehicular Ad-hoc Network (VANET), where vehicles communicate
with each other [2]. The VANET environment comprises Central Authorities (CAs),
Roadside units (RSUs), vehicles and their On-board units (OBUs), and other in-
frastructures like smartphones [3]. The RSUs allow vehicles to disseminate messages
within their range and acts as access points in the road network. The OBUs in each
vehicle are responsible for transmitting the vehicle’s state and collecting the state of

other vehicles.

The communication standards used in VANET have Dedicated Short Range Commu-
nication (DSRC), Wireless Access in Vehicular Environments (WAVE), IEEE 802.11p,
and Cellular-V2X (CV2X). DSRC uses WiFi-based physical layer and Medium Ac-
cess Control (MAC) layer protocols [4]. The default standard used by the DSRC
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technology to define the physical and MAC layers is IEEE 802.11p. WAVE describes
the security of exchangeable messages using the IEEE 1609 standards.

Figure 1.1: Vehicular Ad-hoc Network [5]

The CV2X standard supports network communications and direct communication
using a side-link channel in the PC5 interface [4]. Both DSRC and CV2X use 5.9GHz
for direct communication between vehicles. In our thesis, we make use of DSRC
to transmit and receive messages in the network. The communication technologies
ensure security and trust in messages using digital signatures. The possible commu-
nication patterns in VANET are Vehicle to Vehicle (V2V), Vehicle to Infrastructure
(V2I), Infrastructure to Infrastructure (12I), and Vehicle to other smart devices (V2X)
6].

The different messages transmitted in the network include Basic Safety Message
(BSM), Wave Short Message (WSM), and Wave Service Advertisement (WSA). Each
vehicle in the network broadcasts 10BSMs per second periodically containing their
details like pseudo id, position, and speed. These messages are referred to as periodic
safety messages. They also send event-driven messages which are sent when there

occurs road accidents, heavy traffic, and ongoing road constructions.



1. INTRODUCTION

The characteristics of the Vehicular Ad-hoc Network (VANET) are high mobility,
rapid change in network topology, and frequent message transmission. Security is
one of the important challenges in VANET. As mentioned by [7], the attackers in
VANET are classified as:

e Insider vs Outsider - Insider attackers are authenticated users in the network
who has knowledge of the network configuration whereas outsider attackers are

not authenticated users having limited capability to attack.

e Malicious vs Rational - The malicious attacker’s aim is to destroy other vehicles
in the network without any personal benefits. And, the rational attackers cause

less/no damage to the network for their personal benefits.

e Active vs Passive - Active attackers generate fake messages or alter messages
by other vehicles to cause damage in the network while passive attackers only

eavesdrop on communication in the network and do not engage in it.

e Local vs. Extended attackers - Local attackers use limited on certain vehicles

whereas extended attackers exploit all the resources to control several networks.

Figure 1.2 is an example of a Bogus attack where vehicle C sends a fake message
about the traffic ahead of it. And, vehicle D which is unaware of it, changes its
route and frees the road. This type of attack can be considered to be done by in-
sider, rational, active, and local attackers. There are various security requirements
in VANET to provide a secure and reliable network. In our thesis work, we will be
concentrating on Authentication which is to ensure that valid messages are trans-
mitted by authenticated vehicles/users only. To achieve this, we have made use of
Blockchain technology which is decentralized, distributed and data is securely stored

using cryptography techniques.

1.2 Motivation

To maintain a secure and reliable network, it is necessary to ensure that only legit-

imate/authenticated users can access and communicate in VANET. The legitimate
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Figure 1.2: Example of an attack [8]

users in the network can be identified by using authenticated schemes. Authentication
is an important security requirement in VANET which facilitates accountability for
attacks caused by malicious vehicles in the network. These schemes use cryptography
techniques such as symmetric or asymmetric cryptography which authenticates the

messages by signing and verifying.

The Public Key Infrastructure (PKI) is considered to be the most suitable way for
authenticating messages and maintaining a secure network [9]. In this scheme, each
vehicle registered in the network will be provided with public and private key pair by
the Central Authority (CA). Each message by the vehicles is digitally signed using
their private keys before being transmitted. The vehicles are also provided with the
public key of CA and a certificate that contains the vehicle’s public key. These cer-
tificates by the vehicles are digitally signed by the CA using its private key.

After receiving messages, the vehicles will first retrieve the sender’s public key by

verifying the signature of the certificate using the CA’s public key. Then, the digital
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signature of the message sent will be verified using the retrieved public key. Since
the vehicles send 10BSMs per second, the computational overhead for signing and
verifying increases. So, this scheme is not efficient in VANET due to the encryp-
tion/decryption delay. It is also necessary to securely maintain the identity of all

vehicles in the network.

The main aim of our thesis work is to provide a secure and reliable network by
making sure that only authenticated vehicles can transmit/receive messages in the
network. The real identity of the vehicles should be securely stored and maintained.
This can be achieved using the decentralized and distributed Blockchain network.
We also reduce the communication and computational overhead of both the RSU and

vehicle’s on-board unit using an RSU based approach.

1.3 Problem Statement

The properties of an effective and trustworthy Vehicular Ad-hoc network are [10]:

e Transparency - the activities of the network should be transparent and moni-

tored by all participants.

e Conditional anonymity - the identity of the vehicles should be preserved and
maintained anonymously but the authorities should be able to trace the vehicles

in case of disputes.

e Efficiency - the authenticity of alert messages should be determined even when

the network is congested.

e Robustness - the network should be resistant against attackers who aim to

destruct the trustworthiness.

In the Public Key Infrastructure (PKI) authentication scheme, each message received

by the vehicle should be verified to authenticate the sender. This process requires
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additional computation by the receiving vehicle’s on-board units. Hence, the perfor-
mance of the network is affected due to the delay in encryption/decryption of the
messages. Thus, our problem statement is to implement a blockchain-based authen-

tication in VANET that reduces computational overhead on vehicle’s OBUs.

Blockchain is a decentralized and distributed system consisting of all transactions
in the peer-to-peer network. Each transaction in the distributed ledger is stored
as a block. Blockchain technology includes anonymity, transparency, immutability,
chronological order which makes it more secure and trustworthy. The data stored in
it cannot be altered or deleted since it follows an append-only data structure. In our
thesis work, we aim to secure the privacy of vehicle identities by using only Pseudo
IDs for communication in the network while the vehicle’s real identities are stored in
Blockchain. Road Side Units (RSUs) have access to Blockchain and will authenticate
senders upon receiving messages. The message signature verification also takes place
at the RSU side which reduces both the computational overhead of the vehicle’s OBU

and delay in the authentication.

1.4 Solution Outline

We have proposed an RSU based approach where the authentication process takes
place at the Road Side Unit (RSU) side. This approach includes a two-step authenti-
cation of signature verification and vehicle status verification using Blockchain. Here,
the vehicle’s identities are securely stored in Blockchain and vehicles do not have
direct access to it. Each Basic Safety Message (BSM) transmitted will consist of the
sender’s information like pseudo 1D, its public key and, digital signature. To main-
tain and validate the vehicle’s identities we make use of Hyperledger Fabric [11], a
permissioned blockchain. The data stored in Blockchain will be tamper-proof as the

shared ledger is decentralized and distributed.

The participants in the network are the Authentication party, Road Side Unit (RSU),
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and vehicles. The Authentication party registers the vehicles in the network and gen-
erates public-private key pairs for each vehicle. The Central Authorities (CAs) have
both read and write access to the Blockchain, whereas RSUs have read-only access
to the distributed ledger. When a message is received, the message signature is first
verified by RSU and then it queries the Blockchain to authenticate the sender of the
message. If the sender is an insider malicious vehicle, RSU notifies other vehicles
by transmitting warning messages. This will prevent the legitimate vehicles from
being influenced by the malicious vehicle and causing damage to the network. We
have conducted performance analysis considering the parameters such as authentica-
tion delay and channel busy time. The results obtained indicate that the proposed
approach performs better than traditional PKI based approaches, and has reduced

computational overhead.

1.5 Thesis Organization

The rest of the thesis work is organized as: Chapter 2 explains the background
study of VANET and the related works of Authentication in VANET using various
Blockchain methods. In Chapter 3, we discuss our proposed method to securely
maintain the vehicle identities using an RSU based approach. Chapter 4 describes
the simulation setups, the parameters used for performance analysis, and the results
obtained. Lastly, Chapter 5 concludes the thesis work by presenting our contribution

towards the problem statement and directions for future work.



CHAPTER 2

Background Review

2.1 VANET

Vehicular Ad-hoc Network (VANET) is a subclass of Mobile Ad-hoc Network (MANET)
where vehicles are interconnected and communicate with each other [12]. Vehicles
communicate with the nearby vehicles and RSU with the help of an On-board Unit
(OBU) installed in it [7]. The main idea of VANET is to frequently exchange road
safety information among the vehicles to prevent a collision or any chaos in the net-

work. The three types of applications supported by VANET are as follows [3]:

e Safety-Related Applications - These applications will increase road safety. They
provide services like Collision avoidance where an alert/warning message send
can prevent a collision. The Cooperative driving service sends lane change
warning or curve speed warning to provide uninterrupted safe driving. And the
Traffic optimization service informs the driver about accidents or traffic jams

which helps them to decide an alternate path.

e User-Based Applications - This provides details like weather forecast and infor-
mation about nearby locations to access like fuel station, coffee shop, car repair
station, restaurants, and parking lots. They also offer peer-to-peer application
services for sharing music or video by connecting to the internet or any other

smart device.

Figure 2.1 shows the Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I)

communication in VANET where vehicles communicate with each other and also with
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Figure 2.1: V2V and V2I communication [13]

RSUs. The other possible communication patterns in VANET are as follows [6]:

e Vehicle to vehicle (V2V) - Vehicles interact with each other by sending Basic
Safety Message (BSM) and exchange information about traffic conditions or

road accidents.

e Vehicle to infrastructure (V2I) - Messages are sent/received between vehicles
and infrastructures like Road Side Unit (RSU) to improve road safety and traffic

flow.

e Infrastructure to Infrastructure (12I) - Infrastructures communicate with each

other to provide various other services to vehicles.

e Vehicle to other smart devices (V2X) - Communication between vehicles to
any other internet enables devices such as smartphones for enhancing their

connectivity with infotainment systems.
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2.1.1 Security in VANET

Security and privacy are two important challenges in VANET. This is because VANET
is an open network and any vehicle can join the network and transmit messages. Since
the message transmission happens wirelessly, it is possible for any malicious vehicle to
either send any false information or alter messages sent by other vehicles [14]. These
actions of such malicious vehicles may harm the legitimate vehicles or cause damage
to the entire network. The entities concerned with VANET security are the network,
vehicles, drivers, third parties, and attackers. The messages should be delivered se-
curely in VANET as the communication medium is through the air and makes it
possible for the attackers to enter the network [15]. The various security mechanisms
used in VANET involve Public Key Infrastructure (PKI), Elliptic Curve Digital Sig-
nature Algorithm (ECDSA), Timed Efficient Stream Loss-Tolerant Authentication
(TESLA), Modified version of TESLA (TESLA++), and VANET Authentication us-
ing Signatures and TESLA++ (VAST) [16].

The Vehicular Ad-hoc Network (VANET) should satisfy some security requirements
to provide a secure, reliable, and trustworthy network. If these requirements are
not fulfilled, it may lead to threats or attacks in the network. The various security

requirements in VANET are as follows [17] [3]:

e Confidentiality - Messages should be accessed by the designated receivers only
and other vehicles in the network should not be able to access the messages not
designated to them. This is possible with the help of certificates and shared
public keys.

e Integrity - The transmitted messages mustn’t be altered/modified during the
communication process. Here, the messages by the sender should reach the

receiver’s side as it is without any changes to it.

e Availability - The network and its resources should be always available to all
the vehicles. In some cases, the response time should be quick as a delay in

message delivery might make the message worthless.

10
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Scalability - It should be possible to increase the network size easily in VANET.
Adding new vehicles and increasing the network should not affect the function-

ality, performance, and services provided in the network.

Authentication - It is required to ensure that messages are sent by valid or
legitimate vehicles before reacting to them. This prevents the network from

malicious vehicles.

Privacy - Personal information of vehicles like their ID and private key should
be maintained against unauthorized access. So, a pseudo ID is generated for

each vehicle that is used for communication in the network.

Traceability - Although the vehicle’s personal information is maintained se-
curely, a trusted authority should be able to obtain the vehicle’s real identity

in case of some disputes like an accident in the network.

Non-repudiation - Both the sender and receiver should not deny the transmitted

messages. It can be used to interpret the sequence of crash reconstruction.

In our research, we consider the Authentication part of the security requirement where

all the messages transmitted over the network are validated to determine if the sender

is authenticated or not.

2.1.2 Attacks in VANET

The Vehicular Ad-hoc Network (VANET) is prone to attacks due to the high mobility

of vehicles and the rapidly changing network topology. This also makes it difficult

to find the suspect vehicles as the communication link between the vehicles break

frequently. As mentioned by the authors in [7], [18] and [14], the possible attacks in

VANET are categorized as follows:

e Attack on Availability - In this type of attack, the attackers interrupt the net-

work’s services and make them unavailable for other vehicles in the network.

The lack of availability reduces the efficiency of the network. Examples of this

11
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attack are Denial of Service (DOS) where the attacker jams communication
between the vehicles, Malware attack where a virus or worm is sent to the ap-
plication unit leading to the malfunction of other components in the network.
In spamming attacks, lots of spam messages are broadcasted by an attacker to
maximize the use of bandwidth while in a Blackhole attack, the attacker re-
ceives messages from the network but refuses to participate in the network [19].
Finally, Broadcast Tampering attack is where a malicious vehicle replicates the
same message by altering messages or inserting new messages which may result

in hiding safety messages to dedicated users.

Attack on Confidentiality - Eavesdropping, Traffic Analysis attacks, Man-in-the-
Middle attacks, and Social attacks are all examples of Confidentiality attacks
in VANET. In the eavesdropping attack, unauthenticated users steal legitimate
user’s personal information like their identity and location by listening to their
communication. The Traffic Analysis attack is where the attacker hears the
message transmission, analysis its frequency, and extracts maximum useful in-
formation about it [17]. In a Man-in-the-Middle attack, the attacker gets access
and controls the communication between two vehicles (i.e., V2V) without their
knowledge; and in a Social attack, the attacker sends unethical messages to

affect the driving experience and performance of the vehicle [19].

Attack on Authentication - In these attacks, unauthenticated vehicles trans-
mit /receive messages in the network. Examples of this attack are Sybil attack,
GPS Spoofing, Impersonation attack, Tunneling attack, and Key/Certificate
Replication attack. In a Sybil attack, the attacker creates a vision that there
are additional vehicles in the network by using different identities at the same
time [19]. In GPS spoofing, the attacker tricks other vehicles by creating false
GPS location, whereas in an impersonation attack, the attacker trades the iden-
tity of an authenticated vehicle to show that message is sent by a legitimate user
[17]. In a tunneling attack, the attackers use an extra communication channel

known as a tunnel which helps them to communicate as neighbors even though

12
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they are far-away from each other. In a key/certificate replication attack, the
malicious vehicles use the duplicate keys of legitimate vehicles to confuse the

Trusted Authorities (TA).

e Attack on Integrity - In this type of attack, the transmitted messages are al-
tered /modified by unauthenticated users. Replay attacks, Message tampering,
Masquerading attack, and Illusion attack are examples of Integrity attacks. In
a replay attack, a valid message is transmitted fraudulently to produce a ma-
licious effect. In message tampering, the attacker alters/modifies transmitted
messages in V2V or V2I communication while in a Masquerading attack, the
attacker pretends to be a different user by hiding its real identity to legally
obtain unauthorized access. In an illusion attack, the attackers generate traffic

warning messages to create an illusion to the nearby vehicles [7].

e Attack on Non-repudiation - In this attack, the attacker denies the message
transmission in the network. An example of this attack is the Repudiation
attack where the attacker denies engaging in sending and receiving messages in

case of any dispute [7].

2.2 Authentication in VANET

To develop trust in vehicle-to-vehicle (V2V) communication and vehicle-to-infrastructure
(V2I) communication, authentication, privacy, and security should be leveraged in
VANET. As mentioned in section 2.1.1, Authentication is a security requirement to
ensure that only valid/legitimate vehicles join the network and communicate with
other participants. This authentication process takes place when a vehicle joins the
network or utilizes any services such as communicating with each other. In [7], Sheikh
et al. have listed few Authentication requirements which should be satisfied. They

are as follows:

e Computational and Communication Overhead - The number of requests sent

to authenticate a sender vehicle and the number of computations performed by

13
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vehicles such as cryptographic operations should be minimized.

e Utilization of Bandwidth - The bandwidth of the channel should be utilized in
bytes per second (bps) to perform authentication processes such as the secret

key exchange.

e Scalability - The authentication process should be able to handle multiple op-

erations ad communications.
e Time Response - The time taken to authenticate the vehicles must be reduced.

e Powerful Authentication - The authentication schemes should be capable of

preventing the network from attacks.

Various authentication schemes are being used to ensure secure communication in
Vehicular Ad-hoc Network (VANET). These schemes make use of different crypto-
graphic techniques for message signature and verification. The commonly used two
schemes for cryptography are Public Key Infrastructure (PKI) and the Symmetric
key scheme [20]. The Symmetric cryptography scheme is also known as private key
cryptography [7]. The transmitted messages are authenticated/verified using a Mes-
sage Authentication Code (MAC) in this scheme. Here, the senders generate MAC
for each message using a shared secure key. On receiving these messages, the receiver
vehicle will verify the attached MAC using the shared key. Since a single secret key
is used in this symmetric cryptography scheme, the authentication process will be
faster. But, this scheme does not ensure non-repudiation and so it has low level of

privacy and reliability [21].

The Public Key Infrastructure (PKI) is considered to be a feasible solution to provide
security and privacy through authentication [22]. In this scheme of authentication,
the vehicles in VANET should be registered with the Central Authority (CA). The
CAs are responsible for issuing public keys, certificates and managing the vehicle’s
identities those are within their range [23]. Each vehicle registered in the network

will receive a private/public key pair and a certificate from the CA. The certificate
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will consist of the vehicle’s public key, the digital signature of the public key which
is signed using the CA’s private key and the CA’s identity [24].

When sending each Basic Safety Message (BSM), the senders will attach their certifi-
cate and digital signature using the private key along with the message. Then, the
receiver of the message will first verify the attached certificate using the public key
of the CA that was received when keys were issued. After the certificate verification,
the public key of the sender will be obtained and used to verify the message’s digital
signature. The sender of the message is authenticated if both the certificate and mes-
sage signature verification happens successfully. The main aim of PKI is to achieve

message authentication, integrity, and to securely obtain the public key [25].

2.3 Blockchain

Blockchain technology was first introduced as Cryptocurrency by Satoshi Nakamoto
in 2008 [26]. It is a decentralized and distributed ledger that allows transparent and
trustworthy transactions between participants in the network without the interference
of third party [27]. Blockchain is made of a vast number of consistently growing
blocks/records which are linked in sequential order using cryptography. The basic
components of Blockchain are nodes in the network, the shared ledger, distributed

database system, and cryptography [28].

| Block 1 Block 2 | Block 3

—>»  Hashof Block 0 —»  Hash of Block 1 —)  Hashof Block 2 —
‘ Transactions Transactions ‘ Transactions
| Hash of Block 1 Hash of Block 2 | Hashof Block 3

Figure 2.2: Structure of Blockchain
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As depicted in Figure 3.2, each block consists of its ID, set of transactions, and the
cryptographic hash of both the previous block and the block itself [29]. The hash of
each block is generated by performing a hash operation on the transactions and this
makes it difficult to retrieve the original data. The blocks also contain the time of

block creation as Timestamp which increases the reliability of blockchain [30].

In the blockchain, there is no central node present to verify if the ledgers on the
distributed node are all same. So, Consensus algorithms are used to ensure that the
new block/record is properly added to the blockchain [31]. These algorithms provide
fairness and equality in the network. As mentioned by Sharma et al. in [32], the

different consensus algorithms used in blockchain are:

e Proof of Work (PoW) - In this mechanism, participating nodes called miners
have to solve mathematical puzzles like calculating a hash function. The node
which solves the puzzle and wins will create a block for the transaction and be
rewarded. Then, the winning node will broadcast this block to other nodes in
the network for its acceptance. The limitation of this algorithm is higher energy

consumption and centralization of miners.

e Proof of Stake (PoS) - In the PoS mechanism, the nodes with higher stakes will
be selected to add blocks to the network. This reduces the energy consumption
compared to PoW. Since the nodes having higher stakes have control over the

network, double spending attacks are possible.

e Proof of Activity (PoA) - Instead of the whole block, only the template con-
taining the header information and the miner’s address is mined. The nodes
having higher stakes are selected as validators to sign the new block. A new

group of validators is selected until the same number of signatures are received

to add the block to the blockchain.

e Practical Byzantine Fault Tolerance (PBFT) - In PBFT, one node is considered

to be a primary/leader node and the other nodes are the secondary nodes. This
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mechanism takes place in four phases where the leader node is replaced in each
phase. Although this algorithm is energy efficient, it is vulnerable to Sybil

attacks and Scaling.

e Proof of Trust (PoT) - The PoT consensus mechanism also functions in four
phases. In the first two phases, the leader is selected and the validators are
chosen by the leader to validate a transaction. In the next phase, the transac-
tion is validated by the validators using a voting process. And, the validated
transaction is added to the blockchain in the last phase. This algorithm has

improved scalability, efficiency, and performance [33].

e Proof of Elapsed Time (PoET) - PoET is the algorithm that is used in permis-
sioned blockchain. Here, the miners have to be identified and verified before
being added to the blockchain. Each node has to wait for some time, finish the

time slot and then create a new block.

2.3.1 Types of blockchain

Blockchain technology is mainly classified into four types as follows [34]:

e Public Blockchain - This is also known as a permissionless distributed ledger
system. Any node can join the blockchain network and be an authorized node
to access the services. The registered nodes have access to all records, are
authorized to verify transactions, and do mining. This type of blockchain will
be secure if all the nodes follow the security protocols. Examples of public

blockchain are Bitcoin and Ethereum [35].

e Private Blockchain - This is also known as permissioned blockchain where the
nodes require permission to join the network. The controlling/central authority
will be responsible for enabling authorization, permission, and accessibility to
all the nodes. An example of a private blockchain is Hyperledger composer such

as Fabric or Sawtooth [11].
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e Consortium Blockchain - In this type of blockchain, the network is managed
by more than one organization and it is semi-decentralized. The exchange of
information and mining is also done by more than one organization. An example

of this blockchain is Energy Web Foundation [36].

e Hybrid Blockchain - The hybrid blockchain is a combination of the public and
private blockchain. Some of the selected data/records are maintained and man-
aged confidentially while the remaining records are accessed publicly. So, in
this type of blockchain, a transaction of a private network is verified within the

network and also can be verified in a public blockchain. An example of the

hybrid blockchain is Dragonchain [37].

2.3.2 Working of Blockchain

Blockchain consists of three technologies, namely, cryptographic keys, shared ledger,
and computations to store records in blockchain network [38]. The cryptographic keys
that are the public and private keys are used to perform secure transactions between
two nodes. The shared/distributed ledger helps in storing the transaction informa-
tion at various nodes across the network so that it is not controlled by a single node
[39]. The mathematical computations are mainly performed to increase the security
and reliability of the transaction and their storage. In this way, blockchain employs

cryptography keys to interact over the network and verify the transactions [38].

Figure 2.3 explains the working of a blockchain about how a transaction is created
and added to the blockchain network. Initially, a transaction is requested by the
node which depends on the purpose of the network. Then, a block is created for the
requested transaction and sent to all the nodes in the network to be validated. Based
on any one of the consensus mechanisms mentioned in section 2.3, the transaction is
validated by the selected validators. If the transaction is considered valid/legitimate
by the validator nodes, the block will be added to the existing blockchain and the

transaction is said to be complete.
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A block is created Created block is
for the requested sent to every node
transaction in the network

A transaction is
requested

Transaction is

Transaction is Block is added to validated by the

complete existing blockchain

nodes

Figure 2.3: Working of Blockchain

2.4 Blockchain in VANET

The number of vehicles and their data gathered in Vehicular Ad-hoc Network (VANET)
increases due to high mobility and frequent message transmissions. So, the security
of the data is at risk and Blockchain can be used to securely manage these data [40].
The hash functions and the cryptography used in blockchain will make sure that the
data stored in VANET are tamper-resistant. This removes the dependency of the

network on the central authorities [41].

The four major stages involved in blockchain-based VANET are: blockchain set-up,
registration of vehicles, Safety Benefit Maximization (SBM), and blockchain record
[42]. In the first stage, the blockchain network is set up based on the nature of the
system, i.e., either permissionless or permissioned. Once the network is set-up, the
vehicles in VANET are registered to the blockchain network after being validated by
the validator nodes. Then, the SBM is leveraged and uploaded to the network to
ensure increased security, reliability, and trustworthiness of the VANET. And in the
final stage, the transactions that occur within the nodes are stored in the form of
blocks/records in the distributed ledger. The usage of blockchain technology and its

decentralized nature eliminates single-point failure in VANET [27].
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2.5 Literature Review

In recent years, VANET is combined with blockchain technology to authenticate ve-
hicles and for privacy-preserving. Blockchain is an emerging technology that can be
implemented as either permissioned or permissionless blockchain. Most of the existing
approaches use blockchain to provide secure communication and to convert VANET
into a distributed and decentralized network. Few papers which introduced these

approaches are reviewed below.

The security of VANET is improved by a proposed security architecture based on
blockchain and Mobile Edge Computing (MEC) in [41]. This architecture consists
of the perception layer consists of vehicle and RSU, the edge computing layer pro-
vides computing resources, and the service layer comprises blockchain and cloud ser-
vices. The cloud of the service layer is used to store a large amount of data in
VANET and blockchain along with MEC is used to ensure the security of data. In
[43], a distributed VANET system is proposed by combining Ethereum blockchain,
Ciphertext-based Attribute Encryption (CP-ABE), and Inter Planetary File System
(IPFS). The blockchain is responsible for managing user identity and all data are
maintained through smart contracts. IPFS uses replication proof, provides reliability
and availability, and avoids single points of failure. In this approach, the encryption

and decryption steps are split by transferring calculation operations to RSU.

In [44], Liu et al. have proposed a Blockchain-based Unlinkable Authentication (BUA)
scheme where the attackers are prevented from linking multiple messages and inter-
fering with the vehicle’s privacy. Here, the Service Managers (SMs) are used to access
vehicular data from the blockchain and verify the legitimacy of vehicles within their
coverage area. The SMs are also responsible for the vehicle’s registration in the net-
work and conditional traceability. In the authentication phase, the unlinkability of the
messages are increased by randomizing them using random number and timestamp.

This scheme depends on mutual authentication between the SMs and vehicles in the
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network. On receiving a message from vehicles, SMs first decrypts the encrypted
address and searches the blockchain. If the address obtained is the same as that in
the blockchain, SM authenticates the vehicle to be legal and sends a signature to
the vehicle. Then the vehicle authenticates the SM using the signature received and
ensures mutual authentication. The drawbacks of this approach are the registration
process takes more time than authentication and it cannot resist collusion attacks

between SMs.

In [45], Lin et al. have presented a novel Blockchain-based Conditional Privacy-
preserving Authentication (BCPPA) to eliminate issues like private key revocation,
frequent interactions, and requirement of idea hardware. The communication in Ve-
hicular Ad-hoc Network (VANET) is secured by combining Ethereum based blockchain
and a key derivation algorithm for effective certificate management. The ECDSA
digital signature scheme is used and it consists of three phases, namely, system ini-
tialization, message signing, and message verification. They have implemented an
Ethereum test network called Rinkeby where the transactions are recorded. They
have also tested the time cost of the algorithms used and evaluated the performance
based on the certificate management and authentication in communication. The
disadvantage of this approach is that it does not improve the speed of signing and

verifying as compared to other approaches.

A traceable and decentralized VANET system based on blockchain technique is pro-
posed in [46] to employ a secure authentication scheme between vehicles and Road-side
Units (RSUs). This system provides both a trust communication environment and
preserves anonymity without disclosing the user’s real identity. The authors have also
designed a distributed blockchain-based storage scheme to prevent the distribution of
forged messages.They have also evaluated the performance of their approach in terms

of privacy, multi-storage, decentralization, compatibility, and accountability.
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Table 2.1: Comparison of Authentication Approaches

Papers Blockchain Authentication Limitations
Type Done by
Secure Identity Permissioned Vehicle and RSU Increase in
Management channel busy time
Framework for leads to
Vehicular Ad-hoc congestion
Network using
Blockchain [47]
BUA: A Permissioned System Manager Cannot resist
blockchain-based collusion attack
unlinkable between service
authentication in managers
vanets [44]
BCPPA: A Permissionless Vehicles There is no change
Blockchain-Based (Ethereum) in performance
Conditional time (signing and
Privacy- verifying)
Preserving
Authentication
Protocol for
Vehicular Ad Hoc
Networks [45]
A Permissioned Receivers Have not
blockchain-based (Vehicles) considered the
privacy-preserving communication
authentication overhead
scheme for vanets
[48]
An Anonymous - Vehicles Single point
Conditional (On-board Units) | compromise will
Privacy- destruct entire
Preserving network
Authentication
Scheme for
VANETS [49]
Proposed Permissioned RSU -
Method

22




2. BACKGROUND REVIEW

In [47], George et al. have proposed a blockchain-based decentralized authentication
approach using a permissioned blockchain, Hyperledger Fabric. They have presented
a lightweight authentication that eliminates the certificate verification and the real
identities of vehicles can be accessed by authorized entities only. Moreover, the ve-
hicles request Road Side units(RSUs) to authenticate or validate the senders upon
receiving each message and if the sender is not authenticated, the message is simply
discarded. They have also compared their simulated result to the traditional PKI
framework concerning the delay in the authentication. This authentication scheme
avoids single-point failure and provides a decentralized and distributed system. The
increase in communication overhead and channel busy time leads to congestion in the

network.

The authors in [48] have proposed Blockchain-based Privacy-preserving Authenti-
cation (BPPA) scheme for VANET. In this approach, they have extended blockchain
by combining the Chronological Merkle tree (CMT) and Merkle Patricia tree (MPT).
The distributed authentication scheme designed is used to eliminate space and com-
munication overhead in Certificate Revocation List (CRL). The linkability between
the certificate and the vehicle’s real identity is encrypted and stored in the blockchain
which will be revealed only in case of disputes. Their experimental result shows that
the delay for issuing and revoking certificates is low. But, they have not considered

the communication overhead in their approach.

The security credential management system in [50] uses two types of certificates:
enrollment certificate which is issued by Enrollment CA and multiple pseudonym cer-
tificates are issued by Pseudonym CA. The enrollment certificates are used to request
pseudonym certificates which are considered to be short-term certificates to the vehi-
cles. They also have the misbehavior authority that is responsible for identifying and
reporting misbehaviors, revoking the misbehaving vehicle, and adding them to the
Certification Revocation List (CRL). In [49], the authors have proposed an anony-

mous privacy-preserving authentication scheme using Message Authentication Code
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(MAC). In the mutual authentication phase, vehicles receive a group key that can
be used to generate and verify authenticated messages. This group key is generated
using Verifiable Secret Sharing (VSS) to ensure the registration of legitimate vehicles
and to provide secure communication between them. The authors have claimed that
this approach satisfies the fundamental requirements, has improved computational
cost, and reduced communication overhead. However, a single-point compromise can

destruct the entire network.

Table 2.1 shows the comparison of different existing approaches and our proposed
method. Most of the approaches have used either permissioned or permissionless
blockchain. And the authentication takes place at the vehicle’s On-board Unit (OBU)
or any third parties such as System Manager (SM) in [44]. All these approaches have
various limitations like channel busy time, computational and communication over-
head, collusion attack, single-point compromise, and increased authentication delay.
To overcome some of these drawbacks, we propose an RSU based approach where the
vehicle’s real identity is known only to Central Authorities. The vehicles communi-
cate with each other using their pseudo ids that are generated when they register in
the network. We also use Hyperledger Fabric, a permissioned blockchain to store and

manage the identity of all vehicles registered in the network.
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CHAPTER 3

Blockchain Based Vehicle

Authentication

3.1 Introduction

To provide secure and reliable communication in Vehicular Ad-hoc Network (VANET),
it is required to ensure that only authenticated vehicles can communicate and be a
part of the network. The efficiency of the network can be leveraged by securely
maintaining the identities of the vehicles and by reducing the computational over-
head of the vehicles and it’s On-board units (OBUs). So, we aim to implement a
blockchain-based authentication scheme in VANET that reduces computational over-
head on vehicle’s OBUs. We also securely store and manage the real identities of

vehicles by using their pseudo IDs only to communicate in the network.

Our proposed method is an RSU based approach that includes a two-step authenti-
cation. The first step of authentication is signature verification and the second step
is the vehicle status verification using blockchain. Both the authentication step takes
place at the RSU (Road-side Unit) side. In this approach, we securely store the
vehicle’s identities in Hyperledger Fabric, a permissioned blockchain. The vehicles
communicate with each other using their pseudo id and so their real identity is not
revealed to any other nodes in the network. The vehicles in the network are not

connected to the blockchain and do not have access to it.
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All the vehicles in the network periodically broadcast the vehicle’s details such as
position and traffic details to neighboring vehicles and infrastructure. The Basic
Safety Messages (BSMs) transmitted by the vehicles consist of its Pseudo ID, public
key, digital signature, and other information about the sender vehicle. Each BSM
will be digitally signed by the sender using its private key before transmission. On
receiving the BSMs, the RSU verifies the message’s signature using the public key
of the sender. After the first step of signature verification, the RSU looks up at the
blockchain to check if the sender’s pseudo ID is present in it. This two-step verification

authenticates the user to be a valid participant in the network.

3.2 Proposed Architecture

Blockchain
g
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CAMAR
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Request to register

in network | Central I 121 Central
l Authority l Authority
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Figure 3.1: Proposed Architecture

Our proposed architecture consists of Blockchain, Central Authority (CA), Road-side
Unit (RSU), and vehicles in the network. The blockchain that we use is the Hyper-

ledger Fabric, a permissioned blockchain that provides a distributed and decentralized
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Vehicular Ad-hoc Network (VANET). As shown in Figure 3.1, the RSUs and central
Authorities have access to the blockchain whereas the vehicles are not connected to
it. The vehicles register to the network by requesting the CA and the RSUs are con-
nected to the nearest central authority. The CA updates the blockchain upon adding
a new vehicle to the network and assigns a pseudo id, public key, and private key to

each vehicle.

3.2.1 Participants in the network

The main participants in our proposed architecture are the vehicles, Road-side Unit
(RSU), and the Central Authority (CA). The CA has both read and write access
control over the blockchain whereas, RSU has only read access. And, the vehicles do
not have any access control on the blockchain. The functionalities and operations of

these participants are as follows:

e Vehicles - All the vehicles registered in the network have their public and private
key with which they sign each message before sending them. The main operation
of the vehicles is to transmit Basic Safety Messages (BSM) to broadcast the
vehicle’s information such as its speed and position, traffic details and to notify

other vehicles about road accidents or ongoing construction works.

e RSU - The function of RSU is to hear all messages transmitted in the network
and verify the sender of the messages. The sender is validated by RSU using
message signature verification and by querying the blockchain to check if the
sender ID is the same as stored in it. Another function of RSU is to broadcast
warning messages whenever a message is received from insider malicious/at-

tacker vehicles.

e Central Authority (CA) - When a vehicle requests to register in the network,
the CA validates and approves its request. While registering the vehicle to the
network, the function of CA is to generate a pair of public and private keys for

each vehicle which is further used by them to communicate securely. The CA is
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also responsible to update the blockchain for every newly added vehicle in the

network.

3.2.2 Assumptions

In this thesis, our focus is specifically on compromised/misbehaving vehicles, since
these are the most vulnerable components of the proposed architecture. It is also
possible for RSUs and CAs to be compromised, although this is much less common.
Techniques to address compromised RSUs/CAs are available in [51], but are out of
the scope of this thesis. Therefore, we have made the following assumptions in terms

of the different components:

e We assume that the Road-side Unit (RSU) cannot be compromised by an at-

tacker and will be resistant to both the collusion and single-point attacks.

e We assume that there is always an RSU within the transmission range of any

vehicle in the network.

e We also assume that the RSUs have sufficient computational power to verify

the messages transmitted and to validate the sender of all messages.

e Also, we assume that the Central Authority (CA) which registers vehicles to

the network will not be compromised by any malicious node.

3.2.3 Hyperledger Fabric Blockchain

We use Hyperledger Fabric to create the blockchain network which consists of decen-
tralized and distributed ledgers. The Hyperledger Composer is a development toolset
and framework that is used to develop and support Hyperledger fabric. It is used to
create a network definition comprising of a model file, script file, access control file,
and query file [52]. These files include the declaration of participants in the network,
transactions between them, their functions, access control rules, and the query defi-

nitions. These files are exported as an archive file which can be deployed anywhere
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later and accessed by the participants with appropriate credentials.

The Hyperledger fabric network consists of the following components [53]:

o Assets - Assets in Hyperledger Fabric constitute key-value pairs and have state

and ownership. In our approach, the vehicles are the assets of the network.

e Shared ledger - The ledger consists of the world state which is the state of the

ledger at that particular time and records all transactions.

e Smart contract - Smart contract is also known as chaincode that defines the
assets and their related transactions. This chaincode could be written in either

Golang or Node.js.

Model file | Scriptfile ACL file Query file
(.cto) (s) (.acl) (-ary)

Packaged

Business network archive
(.bna)

Deploy

Client application ‘ . Hyperledger Fabric network

Access

Figure 3.2: Components of Blockchain [54]

The three components of hyperledger composer are the business network archive
(.bna) file, hyperledger composer playground and REST API [54]. The data in the

ledger are encrypted and only those who are permitted to see the data can access
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them. This reduces the risk of the vehicle’s credentials being stolen or misused. The
permissioned blockchain provides secure communication and manages a decentralized
network. The use of hyperledger fabric increases the performance level, privacy, and

protection in VANET [55].

As shown in Figure 3.2, blockchain in our approach is made up of the Business
network archive (.bna) file which is a package consisting of the model, script, access
control, and query files. This .bna file is then deployed as a hyperledger fabric net-
work (i.e., Blockchain network) and can be accessed by the client application. The
assets in our blockchain network are the vehicles, the participants include Road-side
Unit (RSU) and Central Authority, and transactions are the messages transmitted

between them.

3.3 Proposed Authentication Method

In our proposed architecture, the blockchain network is created initially and then
linked to VANET using the REST API. The participants of the blockchain are RSU
and the Central Authority (CA) who have access to it. Firstly, the vehicle requests
the CA to register them in the network as shown in Figure 3.3. Upon receiving
this request from the vehicle, CA analyzes it and decides if the vehicle can be reg-
istered to the network or not. If the vehicle’s request is approved, the CA registers
it to the network and assigns its pseudo ID (PID) which will be used while commu-

nicating. It also generates a pair of public and private keys for each registered vehicle.

The successfully registered vehicle’s personal information is then added and securely
stored in the blockchain by CA. Data stored in the blockchain includes the real iden-
tity of the vehicle, its pseudo id, public key, and status of the vehicle. The ordering
service in Hyperledger Fabric can be either SOLO used for development purposes
or Kafka, for production. The consensus mechanism used in our approach is SOLO

where a single node is used to endorse, order, and validate each transaction in the
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blockchain network.
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Figure 3.3: Proposed Architecture for Authentication

After being registered to the network, the vehicle can now transmit messages to other
vehicles within its range. The Basic Safety Messages (BSM) sent by the vehicle are
digitally signed using their private key. The average BSM packet size is considered
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to be between 350 bytes and 800 bytes based on the security-related overheads [56].
As shown in Figure 3.5, the BSM packet size in our approach is 171 bytes which
consists of the sender’s information (42 bytes), the message signature (64 bytes), and
the sender’s public key (65 bytes) [47] [57]. In our approach, we use the cryptographic
technique, Elliptic Curve Digital Signature Algorithm (ECDSA) to digitally sign the
messages before sending. The ECDSA uses cryptographic hash functions like SHA-

256 to calculate the hash of the message and sign them with the sender’s private key.

On receiving the messages, the RSU verifies the message signature and it is the
first step of authentication. This is done using the sender’s public key that was trans-
mitted along with the BSM sent. If the message signature is verified successfully, the
second step of authentication is performed where the RSU queries the blockchain to
check if the sender’s PID is present in the blockchain. The vehicles that pass both

steps of authentication is considered to be a valid or legitimate vehicle.

e Vehicl Warning

Malicious Vehicle
(A)
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Vehicle (c)
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S
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Figure 3.4: Warning Messages by RSU
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If the message received is from an invalid or malicious vehicle, then the RSU sends a
warning message to all the vehicles within its range. As shown in Figure 3.4, the ma-
licious vehicle A’ transmits BSM and on receiving it, the RSU validates the message
and sends warning messages to all nearby vehicles. This prevents valid vehicles from
being influenced by the insider malicious vehicle’s messages and causing damage to
the network. However, the RSU does not send any messages if the sender is valid,
which reduces the channel congestion and prioritizes the transmission of important

O emergency messages.

All vehicles in the network communicate with each other using their assigned PID
only. So, the participants in the network do not have access to the personal details of
each other. The CA can access the real identities of vehicles in case of any dispute or
accident to trace the attacker. Also, the data stored in blockchain are tamper-proof
as it is decentralized and consists of a distributed ledger. This preserves the privacy

of vehicles and increases the reliability of the network.

3.3.1 Communication Mechanism in Proposed Approach

The communication pattern in our proposed approach includes Vehicle-to-Vehicle
(V2V), Vehicle-to-Infrastructure (V2I), and Infrastructure-to-Infrastructure (12I) com-
munications as shown in Figure 3.1. In V2V communication, the vehicles transmit
BSMs periodically to all the other vehicles in their range. These BSMs consist of the
sender’s pseudo id, the public key, the message signature, and the sender vehicle’s

related data as shown in Figure 3.5.

PID BSM Data Message Signature Public Key

«+—8 Bytes—»<+—— 34 Bytes —»« 64 Bytes >+ 65 Bytes —»

Figure 3.5: BSM Packet Frame [47]

The V2I communication happens between the vehicles and the RSU that is within
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each vehicle’s range. Here, the vehicles send BSMs and the RSUs send warning mes-
sages whenever it receives a message from an insider malicious vehicle. Figure 3.7
depicts that the warning messages consist of the malicious sender’s pseudo id and its

validity which indicates if the sender is malicious or not.

(a) Packet Format by Vehicle Requesting CA to join network:

VIN Other Details

«+— 17 Bytes >t 30 Bytes —»

(b) Packet Format by CA Registers Vehicle to Blockchain:

VIN PID Public Key Status

+— 17 Bytes ———»+—— B Bytes >4 65 Bytes -t 8 Bytes —»

(c) Message Packet Format by CA to Vehicle after registration:

PID Public Key Private Key

<+— 8 Bytes L 65 Bytes >4 65 Bytes —»

Figure 3.6: Packet Frame of Other Messages

In V2I, the vehicles also send requests to Central Authorities (CAs) when they want
to register to the network. As shown in Figure 3.6(a), these requests comprise the
Vehicle Identification Number (VIN) which won’t be visible to other vehicles in the
network and other details including speed and position of the sender. Upon accepting
the request, CA sends a pseudo id, a public key, and a private key to each registered
vehicle like in Figure 3.6(c). In our proposed approach, we assume that the message

sent by CA to the requesting vehicle after registration is tamper-proof.

PID Vehicle’s Status

< 8 Bytes >4 8 Bytes ——»

Figure 3.7: Warning Message Packet Frame

In I2I, communication occurs between the infrastructures such as RSUs and CAs.
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Figure 3.1 depicts that the CAs are linked to each other which ensures that the same
vehicle is not registered again with other CAs. After registration, the CA updates
the blockchain with the new vehicle’s details like VIN, pseudo id, its public key, and
status as shown in Figure 3.6(b). The RSUs in the network are directly connected to
the nearby CA. As the RSU has read-only access to the blockchain, it reports to the
CA in case of any dispute and then the CA updates the blockchain.

3.3.2 Difference between Proposed Approach and Existing
Approaches

In most of the existing blockchain-based methods, the authentication part of the
network is done by either vehicles, Road-side Units (RSU) or other third-party par-
ticipants such as System Managers (SM) in [44]. This increases the computational
overhead of the On-board Units installed in the vehicles. The registration time of
vehicles takes more time than authentication in [44] and cannot resist collusion at-
tack between SMs because of the unlinkability in their approach. Some works have
decreased computational cost but the communication overhead increases leading to
channel congestion. The authentication scheme in [49] is vulnerable to single-point

compromise that will destruct the entire network.

Our approach is especially based on the work of George et al. [47] where blockchain
is used to store and manage the vehicle’s identity. In this method, the vehicles re-
quest the RSU to validate the sender of the messages they receive and the OBUs are
responsible for the message signature verification. Based on the vehicle’s request, the
RSU looks-up at the blockchain and sends the validity of the sender vehicle to the
requested vehicle. This authentication scheme increases the computational overhead

on OBUs and the communication overhead between the vehicles and RSU.

Whereas, in our proposed approach, the vehicles do not request the RSU to vali-

date the sender of each message they receive. The RSU itself keeps track of all the
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3. BLOCKCHAIN BASED VEHICLE AUTHENTICATION

messages being transmitted in the network and validates the sender by our two-step
authentication scheme. If the sender is valid, the RSU does not notify the vehicles.
However, if the sender is invalid and a malicious vehicle, the RSU sends a warning
message to all the vehicles within its range. This reduces the computational and

communication overhead of both RSU and the vehicle’s OBUs compared to [47].

We do not use certificates for message verification and so our approach is certificate-
less. Whereas the traditional PKI and some of the other approaches include both mes-
sage signature verification and certificate verification [45] [48]. The use of blockchain
and query to the blockchain using REST API in our proposed method eliminates the
purpose of certificates. It reduces the communication overhead as the certificates are
not attached to each Basic Safety Message (BSM) [47] and also reduces the BSM

packet size compared to the traditional PKI approach.
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CHAPTER 4

Stmluation and Results

4.1 Simulation Tools

We made use of several tools to simulate the road network and to obtain the val-
ues of various parameters related to the vehicles. These tools include OMNET++
5.3, SUMO 0.32.0, Veins 4.7.1, and Hyperledger Composer. The Objective Mod-
ular Network Testbed (OMNET++) is the network simulator that is widely used
and supported by the researchers [58]. The properties of OMNET++ are scalability,
hierarchical architecture, minimal simulation runtime, and memory consumption, ac-

curate simulation of MAC and physical layers.

Q 7

SUMO

OMNET++

HYPERLEDGER
COMPOSER

Figure 4.1: Simulation Tools Used
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Simulation of Urban Mobility (SUMO) is an open-source framework that has been
used for road traffic simulations that support importing real-world maps consisting of
buildings, traffic signs, and lanes [58]. The Vehicles in Network Simulation (VEINS)
is also an open-source framework that connects both the simulators, OMNET++,
and SUMO to provide vehicular communication. It can also provide re-routing and

re-configuration of vehicles concerning the network simulator [58].

Hyperledger Fabric which is supported by Hyperledger Composer has been used to
implement the permissioned blockchain network in our research work. Hyperledger
Composer is a framework that helps in developing blockchain applications [55]. The
composer supports defining the network using a modeling language and then deploys
the network to Hyperledger Fabric. We have connected the OMNET++ network
simulator to the Hyperledger Composer’s REST API using the external library, cp-
prestsdk [59].

4.1.1 Simulation Setup

The .ini file in OMNET++ consists of the simulation parameters that are mentioned
in Table 4.2. These parameters indicate the total simulation time, data transmission
rate, and other simulation-related details. The SUMO route file which is included
within OMNET++ contains the information about the number of vehicles that take
part in the simulation, their speed, source and destination of the vehicles, and the

time between each vehicle’s entry.

Table 4.1: Experimentation Setup

Parameters Value

Operating System Windows 10

Processor Intel(R) Core(TM) i5-8265U CPU @
1.60GHz 1.80 GHz

RAM 7.89 GB
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The vehicles in our proposed approach are generated every 2 seconds and their max-
imum speed is set to 50km/hr. The map which we have used for our simulation runs
is the University of Erlangen-Nuremberg, Germany, the default map in Veins. All the
vehicles are generated at the same point and travel straight through the road until
they reach the destination. The finish() function is called when the simulation time
ends or if all the vehicles that took part in the simulation reached the destination.
We simulated our approach for 50, 100, 150, and 200 vehicles with total simulation
times of 200, 300, 400, and 500 seconds, respectively. The results reported in the

following sections are the based on the average of 3 runs.

Table 4.2: Simulation Parameters

Parameters Value
Simulation Time 200s-500s
Number of Vehicles 50-200
Data Rate 6Mbps
Transmission Power 20mW
Thermal Noise -110dBm
Sensitivity -89dBm
Route Length 3400m
Maximum Vehicle Speed 50km /hr
BSM Size 171 Bytes
Transmission Rate 1Hz (1 BSM per second)

4.2 Results for Proposed Approach

In our proposed approach, we analyze the results of each simulation based on the
delay in the authentication. We also consider the number of warning messages send

by the RSU, which is dependent on the number of attackers in each simulation.
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4.2.1 Warning Messages

As discussed in Chapter 3, warning messages are sent by RSU whenever it receives
BSM from a malicious vehicle. The number of warning messages in each simulation
depends on the number of malicious vehicles in the network. For each simulation
time, we recorded the total number of warning messages sent by the RSU for different

attacker densities.
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Figure 4.2: Number of Warning Messages with respect to Attackers

The graph in Figure 4.2 shows how the number of warning messages send by the RSU
varies with the attacker densities for different values of total number of vehicles. For
each vehicle density, we varied the attacker density from 10% - 50%. As expected
number of warning messages increases with the number of vehicles and malicious ve-
hicles in the network increases. We have increased the simulation time also depending
on the number of vehicles so that there is enough time for all vehicles to enter and

spend time in the network.
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4.2.2 Authentication Delay

The delay in authentication is the time taken by RSU to authenticate each BSM
transmitted in the network and send a warning message if the BSM is from a malicious
vehicle. In our approach, we calculate the delay in authentication and the delay by
RSU to transmit warning messages. The average delay in authentication per BSM
is computed by dividing the summation of authentication delay for all BSMs by the

total number of BSMs received.

Delay in Authentication

0.8

Time (s)

0.4

0.2

Number of Vehicles

M Delay in RSU Delay in Vehicle

Figure 4.3: Delays in Authentication

Figure 4.3 shows the variation of both the average delay in RSU (Delay,s,) and
average delay observed by the vehicles (Delay,) to receive warning messages from the
RSU. The delay in RSU is the time taken to confirm if a BSM is from a legitimate
or malicious vehicle by checking the blockchain and is given in equation (1). The
delay at the vehicle is the time from when a BSM is received by a vehicle to when
it receives a warning message for that BSM. for the vehicles to receive the response

messages from RSU as shown in equation (2).
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Delay,s, =

M. —TR. .
Delay, = 2 (TW ;\}[’Z i) (2)

Where,

e T'R; is the time when BSM 7 received at the RSU

T A; is the time when status of BSM 4 is confirmed through the blockchain

N, is the total number of BSMs received by the RSU

o TWM,,; is the time when a warning message is received for BSM 7 at vehicle v

TR,; is the time when a malicious BSM 7 is received at vehicle v

N, is the number of malicious BSMs received at vehicle v

The graph in Figure 4.3 illustrates that we have plotted the delays when attacker
density is 50% for different number of total vehicles. We observed that the delay did
not vary significantly with the number of vehicles or the attacker density. Therefore,
we have not included the results for the other attacker densities, which followed a very
similar pattern. We note that we have calculated the delays using the clock() function
defined in the ctime library. These values will depend on the resources allocated to
the process and can vary with each processor or operating system. Therefore, we
have reported normalized values, as we are mainly interested the relative values of
delay components and how they change with the number of vehicles, rather than the

actual numerical values.

4.3 Results Comparison with Existing Approaches

In this section, we compare the results of our proposed approach to the results ob-

tained from the existing approaches, Secure Identity Framework using blockchain [47]
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and the traditional PKI Framework. In addition to the delay in authentication and

the number of warning messages, we also compare the Channel Busy Time (CBT).

4.3.1 Number of RSU Response Messages

In our proposed approach the RSU transmits warning messages, whenever it encoun-
ters a BSM from a malicious vehicle in the network. Whereas, in the Secure Identity
Management Framework, the RSU sends status messages upon receiving BSM vali-
dation requests from the receiver vehicles in the network. These response messages
are sent for both legitimate and malicious vehicles. The PKI Framework does not
include any such transmission of warning messages, and each vehicle is responsible
for authenticating every BSM based on the attached certificate. So, here, we compare
the number of RSU response messages transmitted for the proposed approach and

the Secure Identity Management in [47] only.
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Figure 4.4: RSU Response Messages for 50 Vehicles

Figure 4.4 shows a comparison of the number of RSU response messages for the two
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approaches, with a total of 50 vehicles in the simulation. In the proposed approach,
the number of responses depends on number of malicious vehicles. This is shown on
the left in Figure 4.4. For the Secure Identity Framework, it is independent of the
number of attackers, as messages are sent for all vehicles - both legitimate and mali-
cious. This is represented by a single bar on the right. It is evident that the number
of warning messages transmitted in the Secure Identity Framework is significantly

higher than the proposed approach, even with a high (50%) attacker density.

In Figure 4.5, for our proposed method, we have recorded the response messages sent
in each simulation with a number of vehicles ranging from 50 to 200 and higher at-
tacker density (i.e., 50%).When comparing these results to the Secure Identity Frame-
work, we can see that the number of responses sent in our method increases gradually,
while the Secure Identity Framework shows a rapid increase. We also observed that
the Secure Identity Framework generates 70% - 90% more response messages than

our proposed approach.

Number of RSU response Messages

100000

80000

60000

40000

Number of Messages

20000

50 100 150 200
Number of Vehicles

—e— Proposed Approach — @ =Secure Identity Framework

Figure 4.5: Total RSU response messages for different vehicle densities
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4.3.2 Comparison of Delay in Authentication

Authentication delay in our proposed approach includes both the RSU and vehicle de-
lays as discussed in section 4.2.2. For the purpose of comparison, we take into account
the delay at the vehicle, which includes the time taken to receive BSMs, the time it
takes for RSU to authenticate, the time it takes for response messages to be sent,
and the time it takes for response messages to be received by vehicles. The authen-
tication delay in the Security Identity Management Framework is the time it takes
each vehicle to receive BSM and authenticate the sender by requesting the RSU. The
time required by vehicles to validate the certificate attached to the received BSM and

authenticate the message signature is the authentication delay in the PKI Framework.

Delay in Authentication
A DR R LR L L LA *
PR
0.8
>
©
g 06
2
= il g - mmm == - — = === O = = e e o e o e
©
E
c 04
= - — ”
0.2
0
50 100 150 200
Number of Vehicles
—e—Proposed Approach - @ —Secure ldentity Framework ---@--- PKI Framework

Figure 4.6: Total Delay in Authentication

The line graph in Figure 4.6 shows the normalized delays per BSM for the 3 ap-
proaches. We see that the delay in each approach does not vary significantly with the

number of vehicles or the simulation time. According to our findings, PKI Framework
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takes longer to authenticate than Secure Identity Framework because it comprises
both the message signature and certificate verification. Furthermore, the proposed
solution has a 35% and 85% lower authentication latency on average compared to the

Secure Identity Framework and the PKI Framework respectively.

4.3.3 Channel Busy Time

The channel busy time (CBT) is the amount of time that the communication medium,
the MAC layer, is in use. The CBT value is calculated by dividing the cumulative
busy time of all network participants by the total simulation time in seconds. These
values depend on the number of vehicles in the sender’s range and its message trans-

mission rate.
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Figure 4.7: Channel Busy Time

Figure 4.7 shows a comparison of our proposed solution, Security Identity Frame-

work, and PKI Framework in terms of channel busy time. For the less number of
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vehicles, the CBT values are very similar, for both the proposed approach and the
PKI Framework. As the number of vehicles increases, the PKI Framework, on the
other hand, sees a slight increase. However, because of the requests sent by vehicles
and the answer messages from RSU, the Secure Identity Framework has a higher
CBT than the proposed approach and the PKI Framework. For the proposed ap-
prach, CBT values are slightly higher than PKI, but still remains well below that of
the Secure Identity Framework approach. Therefore, we feel the proposed approach

offers a suitable trade-off between the authentication delay and CBT.
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CHAPTER 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we have used Blockchain to securely maintain the vehicle’s real iden-
tities and to ensure that only legitimate or authenticated vehicles can access and
communicate in VANET. This approach extends the work of George et al. in [47]
and reduces the communication and computational overhead of on-board units by
eliminating the requests send by vehicles to validate the BSM’s sender. In our ap-
proach, the RSU listens to all network messages and sends warning messages if they
receive a BSM from an insider malicious vehicle. RSU authenticates the received

BSMs by looking up the status of the sender in the Blockchain.

In comparison to PKI and Secure Identity Framework, the proposed method achieves
a substantial reduction in authentication delay, while still maintaining a low CBT
that is comparable to PKI. The BSM packet frame size in our approach is smaller
than the traditional PKI Framework, since we do not include digital certificates with
BSMs for validation. Additionally, since we use RSU-based authentication for vali-
dating messages and their sender, the computational overhead of on-board units has
been reduced. The use of Blockchain technology provides a distributed and decen-

tralized network that prevents single-point failures.
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5.2 Future Work

Future work of our proposed approach includes improvement in the consensus mech-
anism of Blockchain. There are various fast and fault-tolerant consensus mechanisms
that can be used in our approach for better performance. Also, more research is re-

quired to detect the malicious or attacker vehicles and revoke them from the network.
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