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scheme). Fig 2.2 refers to the dimensionality reduction-based scheme for classifying

cyber-attacks.

Figure 2.2 { lllustrative diagram of the designed dimensionality reduction-based sys-
tem

2.3.1 Data Collection

The data is collected from this cyber-physical system that resembles a water storage
tank [32]. SCADA systems collect data from remote facilities about the state of
the physical process and send commands to control the physical process creating a
feedback control loop. SCADA was used to control this water storage tank as it
has communication patterns that are set of repetitive read and write commands.
First, it writes the contents of all registers that are used for the control. Then, a
MODBUS protocol reads the holding register command that measures the state of
the system. This protocol acts as a single serial cable that connects the serial ports
on Master and Slave devices. These two commands are each followed by a response.

The raw collected data consisted of variables such as command and response address,
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